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THE USE OF SDR AS SENSOR NODES OF THE INTELLIGENT SYSTEM OF
MANAGEMENT OF RADIO EMISSION DATA COLLECTION

Makapenko A., Otpox C. Buxkopucranuss SDR B sikocTi CEeHCOPHUX BY3JiB iHTeJIeKTyaJbHOL
CHCTEMH YNpPaBJiHHA Mepe:kel 300py AaHuX paaioBunpominoBaHHs. CTaTTd MNpUCBIYCHA
JIOCITIDKCHHIO BUKOPHUCTAHHS MPOTpaMHO KepoBaHoro pajio (SDR) B KOHTEKCTI 3pOCTal0uoro MOMUTY Ha
0e3npOBOIOBI TEXHOJIOTii Ta pagioeNeKTpOHHI TpUCTpoi. BoHa akmeHTye yBary Ha mpoodiieMax
MIePEHACHYEHOCTI pajiocIieKTpa, MOTpeOr B aBTOMATHU3allii YIIPaBIiHHA pajiocucTeMaMu, 3abe3meueHH1
0e31neKr, BAKOPUCTaHHI MaIIMHHOTO HaB4aHHs Ta L1, iHTerpartii pi3HUX CHCTEM, a TAKOX HA EKOHOMIYHUX
Buronax. Crarrsa posrisinae SDR sik iHCTpyMEHT Uit BUPIIICHHS LMX BHUKJIHKIB, 0COOJIMBO 4yepe3 Horo
3aTHICTH MpPALIOBaTH Ha IIMPOKOMY Jiala3oHi YacTOT i BUKOpPHCTaHHS HU(PPOBOI 0OpOOKM CHUTHAIIB.
Taxox poskpusaerbesi ponb [IKP B panioMOHITOpHHTY Ta HOro BaXKIMBICTh Y BHSIBJICHHI Ta yCYHEHHI
JOKEpeIt 3aBal.

OcHOBHa yBara NMpualIs€TbC po3poOLi aropuT™My BUKoHaHHs onepauiii OFDM-monymsnii 8 SDR
IHTEJIEKTyaIbHUX CHUCTEM YINpPaBJiHHS Mepexkero 300py JaHMX pamioBurpoMiHioBaHHA. [IpomoHoBaHumit
aJTOPUTM Ma€ Ha METI ONTHMI3yBaTH Iepenady AaHHWX, 3MEHIIYIOUH Iepenady HaJIAIIKOBUX OiT
iHpopMarii Ta crpusAoun €()EKTHBHOMY BHKOPHUCTAHHIO PAJiOCIEeKTpa. B cTaTrTi JAeTalbHO OIMMCaHO
apxiTekTypy Ta (QyHKIIOHaNIbHI MoxuBocTi SDR, Bkiouaroun anamni3z BrumBy TexHosorii OFDM nHa
e(eKTHBHICTP Mepeaadi JaHUX B paMKaX MPOrpaMHO KEPOBAHUX CHUCTEM.

CrarTs onHCcy€e HACTYIIHI €Talu po3poOKH aaroputMy BUKOHaHHS onepartii OFDM-moxysitii:

1. BusHaueHHs BUMOT Ta XapakTepucTHK: [lepmmM KpokoM BU3HAUYE€HO OCHOBHI BUMOTH /IO aJTOPUTMY
OFDM-Monysuii Ta KINIOYOBUX XapaKTEPUCTUK, He0OXiqHUX Ut eheKkTHBHOTrO BUukopucTanns y SDR. Lle
BKJIFOUMJIO B ce0Oe aHalli3 IpOITyCKHOI 3/[aTHOCTI, Yy TIMBOCTI /10 IOMUJIOK, BUMOT JI0 CMYTH IPOITYCKaHHS
Ta IHIIMX TEXHIYHUX NapaMeTpiB.

2. Po3po0ka Ta MozentoBaHHs: 3iHCHEHO JIeTalbHy PO3po0Ka aropuTMy, BKIIIOYAa0YH BUOIP METOIIB
MoOIyJLil Ta crocodiB ix peanizauii. Ha npomy erami Tako)k BUKOHAHO MOJCITIIOBAHHS ajrOPUTMY IS
OIIIHKHU Horo e(peKTHBHOCTI Ta BU3HAYCHHS ONTHUMAILHUX ITapaMeTpiB.

3. Peamizarmis anroput™My B TIPOTPaMHOMY CEPEAOBHII: AJNTOPUTM peali30BaHUK y BHTIISII
MIPOrPaMHOTO KOy, B cepenoBuini Mathcad Ta nanmucanwmii Ha MoBi C++. Ieli kKpok BKITIOYaB KOyBaHHS
NTOPUTMY, HOTO TECTYBaHHS Ta BiIJIAJKY.

4. AmHami3 pe3ynbTaTiB Ta onrtuMizamis: [IpoBemeHoO aHami3 OTpUMAaHWX PE3yJbTATiB, BKIIOYAIOUH
OIIHKY €(EKTUBHOCTI MOJIYJIAIIi, TOYHOCTI Tepeaadi MaHWuX Ta BIUIMBY Ha 3arajbHy MPOIYKTHBHICTH
cucremu. IlokazaHo epeKTUBHICTH POOOTH aJIrOPUTMY Yepe3 HOro MOSKIIMBICTH MiIIAIITOBYBATUCH ITiJ
YMOBH HaBKOJIMILHIX 3aBa/l.

Karouosi caoBa: SDR, IICII, pamiomoHiTOpHHT, iHTeNekTyainbHa cuctema, OFDM, 3axucHwmii
IHTEpBaJ, MOAYJIALIS, aJITOPUTM

Makarenko A., Otrokh S. The use of SDR as sensor nodes of the intelligent system of
management of radio emission data collection. The article is devoted to the study of the use of software-
controlled radio (SDR) in the context of the growing demand for wireless technologies and radio-electronic
devices. It focuses on the problems of oversaturation of the radio spectrum, the need to automate the
management of radio systems, security, the use of machine learning and Al, the integration of various
systems, as well as economic benefits. The paper examines the SDR as a tool to address these challenges,
particularly due to its ability to operate over a wide frequency range and the use of digital signal processing.
The role of SDR in radio monitoring and its importance in identifying and eliminating sources of
interference are also revealed.

The main attention is paid to the development of the algorithm for performing OFDM-modulation
operations in the SDR of intelligent control systems of the radio emission data collection network. The
proposed algorithm aims to optimize data transmission, reducing the transmission of redundant bits of
information and promoting efficient use of the radio spectrum. The article describes in detail the
architecture and functionality of SDR, including an analysis of the impact of OFDM technologies on the
efficiency of data transmission within software-controlled systems.

Keywords: SDR, digital signal processor, radiomonitoring, intelligent system, OFDM, guard interval,
modulation, algorithm
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Introduction. In today's world, the demand for wireless technologies and various radio-
electronic devices is growing rapidly. This leads to an increase in the amount of radio emission in the
airspace, which becomes a challenge for the stable operation of many communication systems [1].

The relevance of the research topic is as follows:

1. Density of the radio spectrum: Every year, radio electronic devices are becoming more and
more common, from simple household devices to complex industrial systems. This leads to
oversaturation of the radio spectrum and the need for its efficient use.

2. The need for automation: Manual control and configuration of radio systems is no longer
efficient in large networks. Intelligent systems can automatically optimize network parameters,
responding to changes in the environment.

3. Ensuring security: The presence of intelligent systems allows you to quickly detect and
respond to potential threats, such as unauthorized radio emissions or attempts to interfere with the
operation of the network.

4. Machine learning and AI: The development of machine learning and artificial intelligence
technologies makes it possible to create increasingly complex and effective algorithms for managing
radio networks.

5. Integration of various systems: Intelligent management allows the integration of various
monitoring and control systems into a single network, which facilitates management and monitoring.

6. Economic benefit: Effective use of radio spectrum and optimization of network operation can
lead to lower costs and increased productivity.

Analysis of recent research and publications. Software-controlled radio (SDR) is a
communication system that uses software to implement communication functions that are normally
performed by hardware. The software implementation of wireless networks is promising, as it is less
expensive and allows you to easily change the perimeters of the system to meet different needs and
requirements [1, 2].

It is generally accepted that there is a spectrum availability crisis due to the huge growth of
wireless services and the development of new radio communication technologies. In fact, there are
many areas of the radio frequency spectrum that are not fully utilized. Cognitive radio (CR)
implemented on the basis of SDR is proposed to improve spectrum utilization. The first and most
important requirement for the deployment of KR technology is the identification of the main user,
which is not an easy task [3, 4].

One of the tasks solved by SDR is radio monitoring [5]. First of all, radio monitoring helps to
identify and eliminate sources of interference. It can be anything from an old TV transmitter to faulty
mobile phone equipment. Rapid identification and elimination of such problems is important to
ensure quality service for users and support the operation of important network infrastructures.

SDR significantly facilitates radio emission data collection due to its unique characteristics [1,
3,5]:

- SDR can receive and transmit over a wide range of frequencies. This allows you to collect data
from various sources of radio emission without the need to change physical equipment.

- SDR uses digital signal processing, which improves the quality of data collection, allowing
more accurate detection, decoding and analysis of signals.

- With software customization, the SDR can be quickly adapted to a variety of data collection
tasks, from simple monitoring to complex signal analysis.

- The wide frequency range supported by SDR is one of its key advantages. SDR is able to receive
and transmit signals in a wide range of frequencies. This means it can collect data from ultra-low
frequencies up to gigahertz ranges. This flexibility allows the SDR to be used to monitor a variety of
radio signals, which is important for tasks such as intelligence gathering, radio astronomy research,
and commercial and scientific research.

However, in the conditions of radio-electronic warfare, the effectiveness of the analysis of radio
broadcasts decreases [6], which forces scientists to use new and improve existing methods of
improving the operation of radio monitoring systems. One of the solutions to such obstacles is to
improve the OFDM modulation methods used in SDR.
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The purpose of the article is to develop an algorithm for performing OFDM-modulation SDR
operations of an intelligent radio data collection network control system, a distinctive feature of which
is the use of only one graph of the inverse Fourier transform, which allows to achieve a two-fold
reduction in the transmission of redundant bits of information during their digital processing. This
provides an opportunity to reduce the requirements for hardware and software complexity and to use
them for application in more complex algorithms for countering radio-electronic warfare.

1. Reference model of SDR construction.
The basic architecture of SDR is shown in Fig. 1 [1]. The main hardware element of this
telecommunication system is the DSP.

L

ADC>{DSP —>DAC>

w
¥
W

Fig. 1. SDR functional diagram

In fig. 1, to implement the receiver, the input filter must be band-pass, the sampling frequency
of the input analog-to-digital converter (ADC) will be determined according to Kotelnikov's theorem.
The output digital-to-analog converter must operate at a frequency that is at least twice the signal
bandwidth of the main frequency band. The output filter is implemented using a low-pass filter and
limits the output signal to the main frequency band.

In many applications, the modulating signal is itself digital. Then the modulation/demodulation
is performed on the basis of the ADC and DAC, and the input and output filters can be eliminated
and the digital signals are fed to the processor. The DSP implementation on a single chip with an
ADC and a DAC turns them into a modem.

This SDR implementation is independent of the chosen modulation type, so any modulation
mode for the transmitted signal, analog (AM, FM) or digital (QPSK or QAM), can be implemented
using the same hardware and software. This is the main and significant advantage of SDR over
telecommunication equipment of previous generations.

In order to accomplish this, digital signal processors or microprocessors must possess a
substantial degree of computational prowess. The advancement of the element foundation currently
enables the creation of Software-Defined Radio (SDR) systems, which, when combined with
software-controlled systems, form the network of the future [7].

We can find many definitions of SDR. The SDR forum, working in cooperation with the Institute
of Electrical and Electronics Engineers (IEEE) group P1900.1, has worked to create a definition of
SDR that provides consistency and a clear understanding of the technology and its associated benefits
[8].

In other words, a software-controlled radio is defined as: "A radio in which some or all of the
physical layer functions are defined by software."

SDR defines a set of hardware and software technologies where some or all of the radio's
operational functions are implemented through modifiable software or embedded software that
affects programmable processing technologies. These devices include user-programmable gate
arrays, digital signal processors, general-purpose processors, programmable system-on-chip, or other
specialized programmable processors. The use of these technologies allows the creation of new
wireless services and the ability to be added to existing radio communication systems without
requiring new hardware.

Let's consider in more detail the functional model of SDR presented in Fig. 2 [8, 9].

On the receiver side, this model consists of a radio frequency subsystem that is tuned to a channel
or channels of interest from a predetermined frequency band, converts these channels into a base
frequency band, and transmits them to the modem subsystem for demodulation and decoding. The
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modem subsystem transmits the received analog signal or digital data stream that carries information
for the network layer or the security processing subsystem, as appropriate.

The reverse process occurs on the transmitting side. In the modem, a digital data stream is coded
and a modulated signal is created that carries the information intended for transmission. The signal is
then transmitted to the radio frequency subsystem for transmission over a wireless communication
channel.

Program code

Input/
Output

|
|

Antenna RF 1 Modem —— DSP Security F—— IP network

Fig. 2. Reference model of SDR construction

Let's dwell on some nodes in more detail. In the modem, analog-to-digital conversion of the radio
frequency subsystem signal and separation of the useful signal from the digitized representation of
the output signal is performed. The DSP processor performs channel-level functions of controlling
and stabilizing the parameters of elements of the radio frequency subsystem and elements of the
antenna -feeder path [1]. If the transmitter encrypts the information flow, then the receiver must be
able to decrypt it. Any information that needs to be protected for security purposes is handled in the
security subsystem.

2. Cognitive radio as a component of the intellectual system of managing the radio data
collection network.

An integral part of the development and formation of the fifth-generation mobile communication
networks are intelligent radio communication systems. The MSE report defines a radio
communication system with programmable parameters and a cognitive radio system (CRS).

It is a radio transmitter and radio receiver that uses technology that allows you to set operating
radio frequency parameters using software [8].

For cognitive radio it is determined that the devices must support several radio access
technologies, have the ability to dynamically determine the available technologies, free radio
frequency resource and radio monitoring.

The cognitive radio system is organized using (Fig. 2, a):

- control channel;

- databases with information about the surrounding radio space.

— i

Database with Using an out-of-
information about band pilot channel
the surrounding
radio environment

Using an in-band

Channel control pilot channel

Fig. 2. Organization of the cognitive radio system (a), two main phases in the operation of the radio
monitoring terminal (b)

An example of an environment with several emission sources is shown in Fig. 3.
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Fig. 3. An environment with several frequency bands

Without any information about the location of multiple radio access technologies within the
frequency band reachable from the SDR terminal, it is necessary to scan the entire frequency band in
order to know the spectrum occupancy. However, this requires a long time.

In this context, it is necessary to transmit sufficient information in the control channel to the SDR
terminal so that it, in turn, can initiate a communication session optimized for time, situation and
location. In the control channel, relevant information about frequency bands, radio access
technologies, services, and spectrum occupancy status must be transmitted to the terminal location.

In particular, once powered up, the SDR terminal does not know which radio access technology
may be most suitable or in which frequency bands the possible radio access technologies operate.

In the operation of the terminal when interacting with the control channel, it is proposed to
distinguish two main phases, called the "launch" and "continuation" phases (Fig. 2, b).

The "start-up" phase: after power-up, the terminal determines its geographical location using the
positioning system, and later it detects the control signal. After determining and synchronizing with
the control signal, the terminal searches for the information transmitted in the control channel,
concerning the area of its location, which completes the start-up phase. "Continue" phase: When the
terminal is connected to the network, it may be useful to periodically check the information sent from
the control signal to quickly detect changes in the environment due to either a change of position or
a reconfiguration of the network.

During the operation of the terminal, in the iteration phase, listening is performed not only to the
control channel of the cognitive radio system, which is called out-of-band, but also to the control
channel of a specific radio access system, which is called in-band.

Another method is to use databases. Artificial intelligence technologies can be effectively applied
to the analysis and decision-making stage of cognitive radio systems.

The database contains data about system states and possible actions. The decision maker chooses
what action to take. The learning subsystem accumulates knowledge obtained from accumulated
information (information about channel occupancy, channel error probability, etc.). The knowledge
base works in two modes. Determining the state of the radio broadcast and taking actions to change
the system parameters.

LTE System Toolbox is available for researching these technologies in the latest version of
Matlab. The process of forming LTE signals can require a large amount of time. LTE System Toolbox
makes generating signals much easier. The generated signal can be used in solving a number of tasks,
such as checking microwave components on a realistic LTE signal, evaluating the influence of the
LTE signal on other wireless systems, as well as testing the correct operation of the LTE receiver.
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LabVIEW Communications combines hardware for SDR with comprehensive software for a
complete development cycle and enables engineers to prototype fifth-generation communication
systems.

VisSim Communications together with the hardware allows you to design SDR receivers.

GNU Radio is a free digital signal processing platform. GNU Radio is a set of programs and
libraries that allow you to create arbitrary radio systems, modulation schemes, the form of signals
that are received and sent, which are set by software, and the simplest hardware devices are used to
capture and generate signals.

3. Development of an algorithm for performing OFDM modulation operations.

In high-speed data transmission systems, the receiver faces challenges related to the development
of extra channels induced by intersymbol interference (ISI) when transmitting broadband signals [10].
In broadband transmission systems, the received signal is a combination of several cyclically shifted
and weakened replicas of the broadcast signal. Consequently, the delayed copies of the symbols will
disrupt the accurate recognition of the current symbols, resulting in intersymbol interference. As the
bandwidth of the transmission system rises, the number of symbols that are delayed in time also
increases in direct proportion. The equalizer's complexity is significantly heightened due to the need
to manage intersymbol interference. OFDM technology is employed to efficiently minimize
intersymbol interference and decrease the intricacy of the equalizer.

OFDM technology aims to partition the frequency-sampling channel into many narrow-band
sub-channels. Orthogonal narrowband signals are broadcast simultaneously on these subchannels or
subcarriers. Due to the occurrence of shallow fading in each of these signals, a straightforward scalar
channel correction is adequate.

Each symbol consists of two parts, the first part is a cyclic repetition of the end of the symbol
itself, and the second part contains the active symbol as shown in fig. 3 [11]. Full symbol duration
To=T,+Ts, where Ty is the duration of the protective interval. The length of the guard interval depends
on the field of application of the transmission system, but since it reduces the data throughput, the
duration of 7 4 is usually no more than 7} /4.

Transmitter  Tg Ts { )
T T T
Guard . ! End of the Guard . ! End of the Guard . ! End of the
I I S I
Interval £l sl I symbol Interval Al el I symbol Interval £ gl I symbol
I I I
Ts
. . \ \
Time-delayed signals ‘ | | ‘ ‘
Guard . I End of the Guard | . I End of the Guard . ! End of the
I I I
Interval Aciive gl | symbol | Interval‘ ettt | symbol Interval A ey | symbol
I I I
T T T
Guard . | End of the Guatd . ! End of the Guard . ! End of the
I I I
Interval AR gyl I symHol Interyal ARy I symbol Interval AR sl I symbol
I I I
T T T
Guard . ! End of the dLuard . ! End of the Guard . ! End of the
I I I
‘ Interval sl el | sjmbol Inlcrval e gymtisl] I symbol Interval £ sl I symbol
I I I

Receiver

)
T

Active symbol

&)
€]

Active symbol

)
er

Active symbol

The time is allocated on the
intersymbol interference

-

!( Receiving signal )

Fig. 3. Time intervals of the main and two time-delayed signals

Also, since the subcarriers are orthogonal, there is essentially no crosstalk between the signals
(for a well-designed system), which simplifies the signal detection process.
In fig. 4 shows the structural diagram of the OFDM transmission system [10 - 12].
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Fig. 4. Simplified structural diagram of the OFDM transmission system

Starting from the transmitter in the left part of the figure, M complex symbols x(m) are fed to the
M -point block of the inverse Fast Fourier Transform (FFT). IFFT performs OFDM modulation,
where each column of the basic IFFT matrix corresponds to one of the subcarriers of the OFDM
symbol. After converting the parallel code into a serial time interval, the signal has the form

1 & 2t
s(n):ﬁzzox(m)e M (1)

for n = 0...M-1. As you can see, this is only the sum of complex exponentials, i.e. sinusoidal and
cosinusoidal functions [10, 12].

After adding a cyclic prefix, the signal is transmitted over a communication channel with time-
varying parameters and frequency-selective fading caused by multipath propagation of radio waves
with an impulse response g(n), which is assumed to be no greater than the cyclic prefix. In the process
of passing a signal through a communication channel, the signal is affected by white normally
distributed Gaussian noise @&(») [12]:

F(n):s(n)+s(n+t)+a~)(n). ()

In the receiver, under the condition of synchronization and removal of the cyclic prefix, the
received time interval 7(»)contains an overlay of delayed copies of the transmitted OFDM symbol.

In a channel with time-varying parameters and frequency-selective fading caused by multipath
propagation of radio waves, a cyclic prefix is required to maintain orthogonality between subcarriers.
The requirement for orthogonality is that all delayed copies of a transmitted OFDM symbol overlap
in an observation interval of length M (or T in continuous time). This is achieved by adding the cyclic
prefix. Orthogonality is required for the OFDM to fully separate the different components of the
OFDM symbol signal at the receiver. Without the cyclic prefix, replacing it with an empty guard
interval, the delayed signals would partially fall outside the observation interval, and the orthogonality
between the subcarriers would be lost.

Based on the above in fig. 5, a, presents the algorithm for performing OFDM modulation
operations. The first block in the algorithm is responsible for entering input data and determining the
characteristics of the operands that will be used in further calculations.

In the next block, the operations of forming the data flow into frames are performed. Block
number 3 determines the number of symbols per frame. In blocks 4 and 5, QAM-modulation (or other
type of modulation depending on the need) and OFDM-modulation using OSHPF are performed. The
OFDM frame formation check is performed in the 6th cyclic block. The next block is designed to
define, form and add a guard interval to the OFDM frame. The operation of amplifying the amplitude
value of the frame according to the level of the communication channel is performed in the 8th block.
The last block performs the function of preliminary preparation for the formation of the output signal,
the possibility of outputting data and connecting a DAC.

When using the developed algorithm for performing OFDM-modulation operations in the
Mathcad software environment, a graph of the error rate for various types of modulations was
obtained. In block 4, the modulation algorithm is successively replaced with the one presented below
(Fig. 5, b).
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Fig. 5. Algorithm for performing OFDM modulation operations (a), graph of the error rate for
different types of modulations (b)

Accordingly, for each type of modulation, it is necessary to provide a signal-to-interference ratio
level that is not higher than some acceptable level necessary for the transmission of bits of information
with errors. In modern software-controlled systems, a maximum error rate of no more than 10 has
been determined. Analyzing the graph, we will conclude, however, that when transmitting data at the
maximum possible speeds that an OFDM-SDR transceiver can provide, it is necessary to use QAM
modulation, ensuring a low level of interference. If this condition cannot be met, switch to lower
modulation levels, up to BPSK, reducing the speed of data exchange.

Conclusions and proposals.

The work developed an algorithm for performing OFDM modulation operations in SDR of
intelligent control systems of the radio emission data collection network. The proposed algorithm
aims to optimize data transmission, reducing the transmission of redundant bits of information and
promoting efficient use of the radio spectrum. The article describes in detail the architecture and
functionality of SDR, including an analysis of the impact of OFDM technologies on the efficiency of
data transmission within software-controlled systems.

Based on the obtained research results, the following recommendations can be given in the article
regarding the use of the obtained results:

1. Implementation of the developed OFDM-modulation algorithm in modern radio systems: In
view of the increased efficiency and optimization of the use of the radio spectrum, it is recommended
to implement the developed algorithm in software-controlled radio systems, especially in those where
it is important to reduce redundant bits of information during transmission.

2. Optimizing the selection of the modulation type depending on the operating conditions: The
selection of the modulation type should be based on the analysis of the error rate for different
modulations to ensure the best balance between the bandwidth and the reliability of data transmission
in specific operating conditions.

3. Application to increase the efficiency of radio monitoring: Since the algorithm allows more
accurate detection and analysis of radio signals, it should be used to increase the efficiency of radio
monitoring, especially in areas where accurate analysis of radio emissions is important.
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