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OPENFLOW

Kononenko A.V., Kuchma I.M., Peretyat'’ko M.V., Katsalap V.O., Razmyslov D.O. Software-
defined-networking concept and openflow key principles.

The paper presents the concept of Software-Defined-Networking, and the history of programmable
networks and associated review of the latest standards. One of them, the OpenFlow protocol, played an
important role in promoting the concept of SDN, significantly influenced research and industry. Consider
in more detail the basic principles of OpenFlow. Proposed expansion OpenFlow specification for
deployment of decentralized monitoring network, including packet generation and processing on network
devices. Technology can restore protection OpenFlow network within 50 ms. For this purpose any action
from the network controller is not required, because the switch can immediately respond to setbacks. The
technique of restoration controller must interact with network devices that takes longer and makes the
method less convenient for large networks with many made components.
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Kononenko A.B., Kyuma L.M., [lepersaTeko M.B., Kanaaan B.O., Pazmucaos 1.0. Konuenuist
software-defined-networking Ta ocHoBHi mpuHuunHu openflow.

Y crarri npencraBieno kounemiiro  Software-Defined-Networking, a Ttakox icTopiro
MPOTPaAMOBAaHUX MEpEeX 1 OIS IOB’S3aHUX 3 HUMH HOBITHIX CcTaHAapTiB. OOWH 3 HHUX, MPOTOKOJ
OpenFlow, BigirpaB BaxiuBy poib y mnpocyBanHi koniemiii SDN, 3Ha4HO BIUTMHYB Ha HAyKOBi
JOCITIIKEHHS 1 IPOMHUCIIOBICTh. PO3risiHyTO Ginbiil AeTanbHo ocHOBHI mpuHImma OpenFlow.

KuarouoBi caoBa: inpopmamiiiHi Mepexi, mIporpaMHO-KOH(]IrypoBaHi Mepexi, iHpopmarmiiiHa
6esmeka, Linux, Ethernet, OpenFlow.

Kononenko A.B., Kyuma W.M., Ileperstbko M.B., Kamanan B.O., Pa3mbicioB JI.A.
Kounuenuus software-defined-networking u ocHoBHbIe npuHIUIIBI openflow.

B cratee nmpexactaBnena koHuemus —Software-Defined-Networking, a Takke wucTopus
NpOrpaMMHUPYEMBIX CeTell M 0030p CBSI3aHHBIX C HMMH HOBBIX CTaHAapToB. OJMH U3 HHX, MPOTOKOJ
OpenFlow, ceirpan BaxxHYI0 poJib B MPOJABMKECHUU KOHIENIKA SDN, 3HAaUUTENILHO MOBJHUSIT Ha HAy4YHbIC
MCCJIEJOBAHNS ¥ IPOMBIIIJICHHOCTb.

KaloueBble  ciaoBa:  uHpOpMAalNMOHHBIE  CETH, NPOrPaMMHO-KOH(GHUTYpHpPYeMbIe  CETH,
uH(popMannoHHas 6e30macHocTh, Linux, Ethernet, OpenFlow.

Beryn

IMocTanoBKa 3ana4i. B miteparypi i B MpOMHCIOBOCTI, KOHIIETIisS TPOrpaMOBaHUX Mepex abo
Software-Defined-Networking (SDN) Bce 111e BAKOPUCTOBY€EThCS PO3POOHUKAMH, SIKI MAIOTh BJIACHI
imei crocoBHo ii onoBneHHs. ®oua Open Network [1] — opranizarist 1jIst KOPUCTYBadiB 3 METOIO
cpusiuHs po3BUTKY SDN, ommcye #oro sk “@Di3zuyHe pPO3AUICHHS YIPaBIiHHA MEpeKaMU B
TUIONIMHI B/ epeaipecartii i 0 MIOUIMHY YIPABIiHHSA, IO YIIPABISIE JEKITbKOMA MPUCTPOSMU”.

TepmiH “nporpaMoBaHICTh” BIJHOCHUTBCS JIO0 THYYKOCTI B IUIOIIMHI YINpPaBIiHHS, sKa
0e3mocepeIHbO OMPALLOBYETHCS B MPOrpaMHOMY 3a0e3edeHHi 1 BKIIto4ae B ce0e KaHasl KepyBaHHS
JUIs OOMIHY JaHUMH 3 MepekeBUX MpHUcTpoiB. [HTepdeiic (API) no3Bonisie nogarkam B3a€MOAISTH 3
IUIOUIMHOO YTIPABIIHHS Ui OTPUMAaHHS JOCTYIy 1 3MIHM MepexeBux mnociayr. HacminkoM mporo
BHUCTYIIA€ HOBUH NPUHIMI KOHCTPYKIIii, 11O MiABUIIY€E THYYKICTh B YNpaBIiHHI Mepexero. 3a
aHaJIOTI€I0, II0 €BOJIIOLIIO MOPIBHIOIOTH 3 MEPEX0/I0M BiJl TeIe(OHIB 3 0OMEKEHOI0 THYUKICTIO J10
cMapTOHIB 3 ONepamiiHO CHCTeMOIO 1 Oumbml mupokuM (yHKUioHanoMm. Konueriis
TpaIUuLIHHUX KOMIT IOTEPHUX MEPEX I'PYHTYBalach Ha HaJMEPEKEBUX MPUCTPOAX, SIKI MICTATh 5K
JaHl, TaK 1 IUTOMIMHW ympaBimiHHs. g BupizHeHHs Bin mapagurmu SDN, HazBemo ix
HEMpPOrpaMOBaHUMH MEPEKaMHU.
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IlepenymoBu. Ilapagurma mnporpaMoBaHMX MeEpEX IONEPEIHbOI PO3POOKH, aAKTUBHO
BUKOpUCTOBYBasiacsi B cepeauHi 1990-x pokiB. 3ycuiis JOCHITHHUKIB, 30CEpEeKEeHI HaBKOJIO
MPOrpaMoOBaHUX Mepex, Oynu po3aiieHi Ha ABa Hanpsimu. [2]. [lepmia mkomna, Tak 3BaHa aKTHBHA
Mepexka (AN), ckmamamach 3 BeIMKOI Tpymu MpoekTiB 1 Oynma 3acHoBaHa DARPA. Bona
XapaKTEepU3YEThCSI THYUYKUM 1 IMHAMIYHUM H1AXO0J0M B HalpsSMKY HPOBAIKEHHS MOCIYT B MEPEXI.
Hanpuknan, onquH maker Mo)ke OyTH BUKOPUCTAHUHM SIK Ul 3MIHM MEPEXEBUX IMOCIHYT, Tak 1 JJis
3a0e3MeyeHHs] MaKCUMYMY THYYKOCTI y KOH(]Iryparii Mepexi.

Ha mnporuBary iomy, OpenSignalling (OpenSig) 3alpONOHYBAM  1€10 CTBOPEHHS
CTaHJApTU30BAaHUX 1HTEPENCIB ISl 3B’ SI3KY 3 MEPEKEBUMH MIPUCTPOSMH, 1110 OyJia peai3oBaHa 3a
nonomoroto IEEE P1520 [3]. MapupyTtu3atop 1 KOMyTaTopd MaloThb BIAKPUTHH JOCTYI
BUKOpHUCTaHHs 1HTepdeiliciB nporpamyBaHHi  (API), mo0® HagaTH MOXIHMBICTH PO3pOOIATH
JI0JJaTKOBE IporpaMHe 3abe3neyeHHs A Hboro. HesBaxkaroun Ha JOCIIIKEHHS B CIIBTOBApHUCTBI
OpenSig, neHTpyBaHHs HABKOJIO POrPAaMOBAaHUX MEPEX, MPOMHCIIOBICTh HE aJanTtyBajacs a0 iaei
IIpOrpaMoOBaHUX Mepex 31 ctangaptuzoBanuM APL. Lle mpusBeno 10 MaTeHTOBAaHUX MPOTOKOIIB 13
3aKpUTOIO CKJIaI0BOIO IPUCTPOIO, 110 XapaKTEPU3Yy€ CydacHI MEpexi.

1. ApxiTekTypHu i inTepdeiicu

Pi3HOMaHITTS apXiTEKTyp MPOMHUCIOBOCTI 1 HAYKOBHUX CITIBTOBAPUCTB PO3BUBAINCS MAPAICIbHO
3 MOMeHTY cTBopeHHs1 SDN.

['amy3i B OCHOBHOMY 3aCHOBaHI Ha BilacHOMY po3yMiHHI SDN, xoua geski 3 HHMX Oyiu
CTaH/apTU30BaHi abo, MPUHANMHI, 00rOBOPIOIOTECS B pobounx rpymax Internet Engineering Task
Force (IETF2).

Jnst Toro, 100 NPUCKOPUTH 1HHOBAIIIT B BEHAOpa HEUTPAJIbHUM YMHOM 1 BU3HAUUTHU CTaHIApTH
s SDN, ®@ona Linux BcranoBuB (ODL) 3 naGopatopuux npoekra OpenDaylight. L{s Bigkpura
CTPYKTypa B JaHWH Yac MiATPUMYETHCS 29-Ma NMPOBIIHUMH YJICHAMHU TPOMHUCIOBOCTI, TAKIMH SIK,
Cisco, IBM, Juniper i NEC. Ilpoekr 3acHoBaHMil Ha iCHyHOYMX iHTepdelicax 1 mpoToKoIax
(manpuknaa, OpenFlow i NETCONF [4]), B nanuii 4ac MOKe PpO3IJISAATUCS SIK HAWOLIBII
NEePCHeKTUBHUM KpOK Ha HUIIXy po3BUTKY SDN. Humkue BKazaHi MiAXoJu, 110 BUHUKIU HABKOJIO
SDN.

Y Toit wac sk B OpenFlow OinbImicTh (YHKIIOHATBHUX MOMXJIMBOCTEH YMPaBIiHHS €
HeHTpai3oBaHNUMH, Tessteract po3Mmillye iHTEIEKT B KOMYTaTOPi.

[TnaTdopma mapmpyrtusamnii yrnpasiinas (RCP). Po6ora RCP [5] BUKOHyeThCs 32 JOITOMOTOIO
AT&TLabs nns toro, moO mojosaTH oOMekeHHs BuOOpy uuisixy no Inrepnery. Koxen RCP
MIPUCBOIOETHCST  aBTOHOMHIN cucteMi (AS) 3 mporokoiom Inter-AS Tta iHbopMmariiero mpo
MapmpyTu3anito Mixk HumMH. B mexxax RCP, BorderGatewayProtocol (BGP) BukopuctoByeThcsi B
SIKOCTI TIPOTOKOJIy  YIpaBJIiHHSA JJIs1 OOMIHY JaHHUMH 3 MapIipyTH3aTopaMH. BOHU MICTATh
IUIOIIMHY JaHWX Ha OCHOBI Tabmumpb [P-ekcriequTopchkux, sKi 3a0e3MeuyroTh JIMIIE HEBEIHKY
yacTUHY crucKy mojiB B OpenFlow.

Tesseract. Koncrpyxkist Tesseract [6] 3acHoBana Ha apxiTekTypi 4D, mo npuiimae pimeHHs
PO HOUIMPEHHS, BUSABJIECHHA 1 JaHi IUIOLIMHHU, K BKa3aHo Ha puc. 1 (a). Komyratopu BMHKaOTh
BUSIBIICHHS TETY 3aJUIsl 3HAXOXKICHHS XOCTIB, KOMYTAaTOPiB Ta JJIs Mepeiadi MakeTiB, TPYHTYIOUNCH
Ha IUIOIIMHI JAaHuX. TeccepakT 103BOJISE 3M1MCHIOBATH NPSAMUN KOHTPOJIb KOMII IOTEPHOI MEpexi
IUISTXOM BiJUIIJICHHS JIOTIKM TPUAHATTS pillleHb (HANpUKIIaA, MapuIpyT OOYMCIIEHHS) 3 HIDKYMX
npoTtokouiB. Llell miaxin Moke TakoX BUKOPUCTOBYBATHUCS AJISI PO3TOPTAaHHS IEHTPai30BaHOl
MIOJIITHKY YIIPaBIiHHSA B Mepexi. Y mopiBHAHHI 3 apxitektyporo OpenFlow, nokaszanoi Ha puc. 1
(6), MepexeBi IPUCTPOi MICTATH TUIBKW MOTIK TAOJHIh 1 CIPOIIEHI BUMOTH 0 OOYHCITIOBAIBHOI
TEeXHIKH.

Excnenunis 1 ynpasiiHa enementoM posnoauny (Forces). Merta po6ouoi rpynu (RFC 5810
[5]) momsrae B po3pobmi mpotokony st Software-DrivenNetworking. Ile Bka3zye Ha pgesiky
CXOXICTh 3 MpoTokosoM OpenFlow, okpiM TOro, 110 IJIOLIMHA JaHUX — CTPYKTypoBaHa. Y ToOil yac
gk OpenFlow 3acHoBanmii Ha moromi Tabnumb, Forces BukopuctoBye LFBs (moriuni
(byHKIIOHABHI OJTOKH), II00 BCTAHOBUTHU KaHAJM Mepeaayl JaHUX 1 CTBOPEHHS MaKeTa MOTOKIB.
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Puc. 1. Apxitekrypa Tesseract i OpenFlow

ONF i OpenFlow. ITossa SDN B 3HauHiif Mipi cipusuia po3Butky OpenFlow [1], Binkputoro
MIPOTOKOIY, SIKUH BUKOPHUCTOBYETHCS JUISI OOMIHY TaHUMH MK IIEHTPai30BaHUM MEPEKHUM
KOHTPOJIEPOM 1 MepeKeBUMU MpUCTposiMu. Bona Oyina ininiioBanoto Maptinom Kacano B Etan [2],
SANE [3] i CleanSlate npoexta B CreHdopacekomy yHiBepcuteTi (tadn. 1). B 2008 pomi
OpenFlow OyB ycHilmHO po3ropHYyTHH B iX MEpeXi 3 BUKOPHUCTAHHSAM OOJIalHAHHS KOMYTAaTOpIB,
10 MICTHJIM TUABKH IUIOIIMHY JAHUX, YNPABIIHHA 3 KOTPOTO MEPEMICTHIOCh Ha MepeXeBHUU
koHTpoep (puc. 2). Cnerudiku OpenFlow Buznaueni 1 po3pooneri ONF.

Tabmuus 1. Apxitektypwu i iHTepdeticn s SDN

Apxitektypa | Inrtepdeiicu | Lentpamizamis | Cranmaprusanii | [linTpumMka mpoMucIoBOCTI
RCP BGP, Inter-AS cepeaHs - -
Teccepaxkr MHOXUHHUHI cepenHs - -
- ForCES BHCOKa RFC 5810 -
ODL MHOXUHHUN cepeaHs - Bci 0CHOBHI MOCTavaIbHAKU
ONF OpenFlow BHCOKa - Bci ocHOBHI mocTavaIbHUKH
PCE pCEP HU3bKUI RFC 4655 -
- I12RS HU3BKHK IETF Ilpoekt |(Bci oCHOBHI OCTa4YabHUKH
ONE onePK HU3bKHI MaTEHTOBAHUU Cisco
2004 PCE Tesseract 2008 ONE 2013
2000 2015
RCP 2006 2007  OpenFlow 2012  0DL,12RS
Puc. 2. XpoHosorist ictTopuuHoro po3BUTky SDN
Enement muwixy oOuucinenns (PCE) PCE e nmnporpaMHUM — KOMIIOHEHTOM, —SIKUH

BUKOPUCTOBYETHCS JJIsl PO3PAXYHKY IUISIXY Yepe3 SPIUK 0araTonpoTOKOJIbHOI KOMYTAIIil 0 MiTKax
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(MPLS) mepexi. Takuii miaxig OpU3BOAUTH 0 BUHMKHEHHS MEPEKEBHUX IPUCTPOIB, B KOTPUX
BUJAJSIETHCS 3 TUIOIIMHM YIIPABIiHHS TUIBKM KOMIIOHEHT PO3PaxyHKY yNpaBiliHHA. Y TOH Hac sK
PCE nanae menmie (GyHKIIIOHATBHUX MOXJIHBOCTEH 1 THyukocTi Hixk OpenFlow, ii posropranns B
rnobansHux Mepexkax (WAN) MeHme, HDK JUis OmepaTopiB, TaK SK TUIBKKM KpaioBi
MapupyTH3aTopu moBuHHI Oyt MogudikoBasi [7]. PCE O0yB crannapruzoBanwmii IETF, Hanpuxas,
B RFC 4655 [8].

Inrepdeiic no cucremu mapmpytusanii (I2RS) I2RS sBnse coboro podouy rpyny B IETF, sika
Ma€ MIATPUMKY 3 OOKy psily mocTradajbHHUKIB. BoHa 30epirae maHi i kepyrodi KOMIIOHEHTH B
MepexkeBUX mpuctposix. Ha mporuBary npomnonye iHtepdeiic, sSIKUi [03BOJSE  HalAlITyBaTH
3B’S30K 3 IUIOIIMHAMU YTIPABIIIHHSA, SKI MOXKYTh OyTH PO3TaIllOBaHi 32 MEXaMHU JIOKAJIbHOI MEpExKI.
e no3Boiisie B3aeMOISATH 3 MPOTOKOJAMU MapIIpyTHU3alii BiJ] 30BHIIIHHOIO IPOTrPAMHOIO
3a0e3MeueHHs KepOBAHOTO €K3EMILISPY .

Open Network Environment (ONE). VYmpasminas SDN Bumarae pgekimbkox API-
iHTepdeiiciB, HAPHUKIIAL, OJHOTO KaHATy JOCTYILy IO MEPEXEBUX MPUCTPOIB B TOH Yac sIK Apyruit
Oyne kepyBaTH OOMIHOM JaHUX MK MEpEXeBUMH ciykOamu 1 30BHIIHIMEU AojgaTtkamu. ONE
kommaHnii Cisco [9] e apxitekrypa inTepdeiicy One Platform Kit (OnePK), mo O6ynu 06 enHaHi B
enuHe pimeHHsA. [le m03Boiisse poO3ropTaHHS MEPEKEBUX MTOMATKIB HE TUIBKA HA BHUIIJICHOMY
KOHTpOJIepi Mepexi, sik 3anponoHoBano B OpenFlow, a i Ha caMux MepeKeBUX MPUCTPOsX. TaKkox
Ll BUKJIIOYa€ BUKOPHCTAHHSA TOBAPHOTO OOJIAJHAHHS, ajle J03BOJSE OUIbII THYYKE PO3OUTTA
(YHKIIOHAJIBHOCTI MK JaHUMH 1 IUTOIIMHAMM YIPABIiHHS.

KpiMm BkazaHux apxiTekTyp 3araibHuil auzaitn SDN Bce mie po3BuBaeThes. Hampuxmnan, Fabric
(TkanuaHMA) [10] migxiag noegHye B cobi Mepexi mporpamoBaHocTi 3 MPLS 3 meToro migBHUIIEHHS
SDN. Ilakern, siki BXOJATh ab0 BUXOOATH 3 MEpPEXi, OOPOOJIAIOTHCS 3a JIOMOMOTOIO
BX1/IHOTO/BUXIJJTHOTO TI'PAaHUYHOTO KOMYTaTropa, SKUHA YHpaBIs€TbCs KOHTposiepoM. Bin Moxe
HaJaBaTH MEPEXEBI IMOCIYTH, Takl K Oe3meka, (uibTparis 1 i307smii. 3aBgaHHS TepecuIaHHs
MIAKEeTIB [0 Mepexi 31ICHIOEThCS Yepe3 “‘MepexkeBi JUIAHKK . Takuil moain 103BoJIsE iM 1 caMoMy
nepeMuKavy eBOJIOIIOHYBATH OKPEMO, 0e3 BIUTMBY OJHMH Ha OJHOTO.

Tepmin, axuii TicHo moB’s3anmii 3 SDN — € Bipryamizamiero Mepexi. BoHa mpomonye
CTHKyBaHHS OOJIaJJHAHHS B TpOrpaMHOMY 3a0e3nedeHHi, o0 3a0e3neynTd TeBHI 3aBIaHH,
HaNpuKIana, JUIsS BU3HAYECHHS KUIBKOCTI BIPTyaJIbHHMX KOMYTaTtopiB. BoHM MOXyTh OyTH
peai3oBaHi, HAPHUKIAJ, 3 BIAKpUTHM vSwitch, sSKuii 3aCHOBaHMII Ha BUKOPHCTAHHI BiJIKPUTOTO
IIPOrpaMHOro 3a0e3NedyeHHs 1 LIIMPOKO BUKOPHCTOBYEThCS B onepauiiHuX creHapisx. [loHsTTs
BipTyastizalliss MepeXi TaKOK MOXXYTh OyTH BHKOPHCTaHI B SIKOCTI OCHOBHU Uil pO3POOKH pIIIeHb
SDN.

OpenFlow Ha ocHoBi SDN. LIs crarts ¢poxycyersest Ha OpenFlow — ocHoBi mapanurmu SDN,
TaK SK OUIBIIICTh TOTOYHUX JOCITIHKEHBb 1 MPOTPAMHOI0 3a0e3MEeUeHHs 3 BIAKPUTHM BHXIIHUM
KOJIOM 30CEpe/DKeHa caMe HABKOJIO HbOTO. B pesynbraTi, BiH € BCe HAWOLIbII PO3TOPHYTHM Y
BUpOoOHMUOMY cepenosuii. Hanpuknan, Google BukopuctoBye koHieniiito OpenFlow Ha ocHOBI
SDN s iX BHYTpilIHBOI MaricTpaibHOi Mepexi mig Ha3Boro G-Scale [8], ska e Benmkoro
MDKHapoJHOIO Mepexero. JlocBig kommaHii OyB gyxke 0araTooOiLsOYMM, WO J03BOJIMIO
IIBHJIKOMY PO3TOPTaHHIO 0araThOX (YHKLIH 1 CHOPOIIEHHIO YNpaBIiHHSA Mepexen. Y
IIPOMHCIIOBOCTI OUIBIIICTh BUPOOHHKIB MEPEXKEBOTO YCTaTKyBaHHS 3a0e3leuyloTh MepekeBl
npuctpoi 3 migrpumkoro OpenFlow, Taki sik Cisco, HewlettPackard [11] i NEC. Apxitekrypa SDN
3 OpenFlow nmoka3zanaHna puc. 3 1 CKIaJa€eThCs 3 TPHOX PIiBHIB.

Inppacmpyxkmypa pisns. 1leli piBeHb BUKOPHCTOBYETHCS JUIsI TIEPECUIIKH TAKETIB HA OCHOBI
OpenFlow — migrpuMyBaHuX MepekeBux mpucTpoiB. CremiamizoBane 00JaJHAHHS, BKIOYAIOUN
nam’aTh s 30epiraHHsS TOTOKY iHQoOpMmarii, T03BOJsiE MBHIKY OOpOOKy makeTiB. THUMOBI
MepexeBl NPUCTPOi, AKI HajJexaThb 10 LbOro Iapy, — L€ KOMYTaTOpH 1 MapIIpyTH3aTOPH.
KomyTtarop 3a3Buuail npamtoe Ha piBHiI [SO7 minii 3B’s3ky (L2), B TOH yac ik MapuipyTHU3aTop
MOXKE TaKoK o0pobsaTu mepexeBuit piBeHb (L3) indopmaiiii, 1110 103BOIISIE TIEPECUIIKY MAKETIB 32
Mexi JokaabHuX Mepex (LAN).
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Puc. 3. KoHcTpyKIlist TpupiBHEBOI IPOTpaMHO-BU3HAYEHOI apXiTEKTypH

Koumponw pisns. MepexxeBuil KOHTPOJIEP, SKUI 4acTO BUKOPUCTOBYIOTh B SIKOCTI OTEPAIiHOT
CHUCTEMH, BKJIIOYAE B ceOe TUIONIMHY YMPaBIiHHSA 1 Ma€ IEHTpajizoBaHe nojaaHHs. Lle Moxke Oytu
BUKOPUCTAHO Ui BUKOHAHHS pIIIeHb Iepeajpecarii, o 3acHOBaHI Ha BpaxyBaHHI CTaHy BCIiX
MIJKITI0YEHUX MepekeBUX MpUCTpoiB. KoHTposnep 3a1iCHIOE 3B’S30K 3 MEPEKEBUMH MPUCTPOSIMU
yepe3 inTepdeiic OpenFlow B miBgennomy Hanpsmky. Apyruit tun API, intepdeiic B miBHIYHOMY
HaIpsIMKy, BUKOPHUCTOBYETHCS JUIsi OOMIHY JaHUMH MDK cepBicamu 1 Oi3Hec-gomaTtkamu. Tumosi
MPUKIAAA MEPEXKEBHX IOCIYr BKIIOYAIOTh B cebe MapuipyTusamito, komyrtamii makeriB (L2) i
MPLS. Kpim TOro, KiJIbKa KOHTPOJEPIB MOXYTh OYTH PO3TOPHYTI 3 PI3HUX NMPUYUH, HAIIPUKIIA],
00 YHUKHYTH €MHOT TOUKH BiI]MOBHU a00 I OKPEMUX 3aBJIaHb.

HarxHeHi nmepmmM BiIKpUTUM BUX1THAM MepekeBUM KoHTpoJiepom, NOX [12], Hanucanoi B C
++, HayKOBO-JIOCIiJHI IHCTUTYTH 1 KOMMaHil pO3pOOHIN MEpexeBi KOHTPOJEPH Il LIMPOKOTO
KOJIa Ifilel, 3 BIAKPUTHUM BHXIAHMM KOJOM CIiIbHOTH: THIOBI koHTposmepu POX [13] (Python),
Beacon (Java) i Floodlight (Java). Ocranniii migtpumyethest kommnaniero BigSwitchNetworks, sikwii
BBAXKAETHCSI KOMEPIIIHHUM.

Ipuxnaonuil pisensv. Jlanuii piBeHb J03BOJISIE BUKOPUCTOBYBATH O13HEC-AOJATKHU JIJIsl 3MIHU 1
HaJaHHS MepexeBUX Mmociayr kiieHtam. lle — Bumora BuszHaueHHss APl s Toro, mo6 A03BOJIUTH
CTOPOHHIM PO3pOOHHMKAM CTBOPIOBATH 1 MPOAABATH MEPEKEBI JOAATKH J0 ONEpaTOpPa MEPEXKi.

Frenetic [14] € MOBOW0 mporpamyBaHHS MEpEXKi, 10 BHKOPHCTOBYETHCS IS BH3HAYCHHS
MOJIITUKK BUIOTO piBHA. e 3abe3nedye migBUIICHHS aOCTpaKilii BTPATUTH 3B SA3KY i3 MEPEKEIO
JUTSL TOTO, 100 MpUXOBaTH 0OPOOKY MaKeTiB HU3BKOTO piBHS Bia mporpamicra. [IpoekT HemoaaBHO
OyB 3amporioHoBanuii Python Ha ocHOBI MoBH min Ha3Bor Pyretic [15]. Lle 3abe3neuye cTBOpeHHS
aOCTPaKTHOI MOJIEJIi TAKETY, JIOT1YHY MOJITHKY BUCOKOTO PIiBHS 1 MEPEXKEBUX 00’ €KTIB.

IIporoxkoa OpenFlow. [aTepec mo SDN 3HauHO 3pic micis po3podku mporokory OpenFlow,
[0 CHhOTOJHI BHUKOpPHUCTOBYeThes mia ympamiHHIM ONF [5]. YV Toif wac sk ocCHOBHa
(GyHKIIOHATBHICTH OyJ1a MOBHICTIO pearizoBaHa y Bepcii 1.0, Ou1bII Mi3HI po3po0KH BKIIOYAIOTH B
cebe miarpumky IPv6 1 MPLS.

Mepexesi notoku. IIporokon OpenFlow 3acHoBaHMiT Ha KOHLIEMIIT MEPEKEBUX MOTOKIB JIJIs
MoHiTopuHry Ta ympasiiHHa TRAFFI C Bciei mepexi. Ile momimmmiao MacmTaboBaHICTh 3a
paxyHOK 30UIBIICHHS IIBUAKOCTI MEpEXi 1 B JaHUW Yac MiATPUMYIOTHCS MOTOKH 3 HiATPUMKOIO
MIPUCTPOIB BiJl BCIX OCHOBHMX BHPOOHUKIB. € KiJbKa BH3HAUYCHb TEPMiHA MOTOKY B JITEpATypi.
IPFlow poGoua rpyma B pamkax IETF [16] ommcye IP motik takum cmocodom: “Ilorik, 1o
BU3HAUYAETHCS SIK CYKYNHICTh [P-makeTiB, KOTpUil MPOXOAATH Yepe3 TOUKY CIIOCTEPEKEHHS B MEPEexi
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MPOTSTOM MEBHOTO IHTEpBaTy Yacy. Bci makeTu, 1mo Hanexarb 0 KOHKPETHOTO IOTOKY, MAarOTh Psit
3arajbHMUX BIACTUBOCTEH .

Hanpuknan, 38’5130k MiX JBOMa 00’€KTaMH MPHU3BOIUTH A0 JIBOX IMPHUTOKIB, SIK MIOKA3aHO PHC.
5. TumoBi BIacTUBOCTI OJHOTO MOTOKY BKJIOYalOTh B cebe jkepeno 1 [P-agpecu mpusHaueHHs,
MOPTY JDKEpena i oJepKyBada, a Takox tum npotokony (TCP, UDP, ICMP, i T.1.).

Flow] =

Puc. 4. Flow Ha OCHOBI 3B’ 513Ky MiXk JIBOMa Y4aCHUKaAMHU

Tabmuns BuTpar. s mepecHiaHHS TAKETIB, 3aCHOBAaHMX Ha KOHIICIINI MPUTOKIB, KOXKCH
komyTtaTop OpenFlow Mae MicTuTH OIHY 200 KiJIbKa IIOTOKOBUX Ta0JIMIb, BAKOPUCTOBYBAHHX IS
30epiraHHs MOMEPEAHBrO IMOTOKY 3amuciB/mpaBmwia. Hanmpukiam, aapeca yrnpaBIiHHS JOCTYIIOM 0
cepenoBuina nepenadi (MAC) moxe OyTu BUKOpHUCTaHa JUIsl iIeHTU(IKaLii By3JiB B KOMyTOBaHi|
Mepexi. KoxkeH 3amuc moToky MiCTUTh HACTYITHI KOMITOHCHTH

3icTraBiieHHs TOJIiB | TipiopuTeT | JIiumnbHUKY | iTHCTpYKIii | TaiimMayT | ¢aiin Cookie
Jlis BCiX BXIIHUX IIAaKeTiB, sKI HAIXOAATh HAa PO3MHKAY, TOTIK TaOJHIl TEperysTy
BUKOHYETBCSI [IUISIXOM 3ICTaBJICHHs 3arojioBka makera mpotu Match Fields Bcix moTokiB 3amucis.

Koxen OpenFlow Ha ocHOBI KOMyTaTopa MiATPUMYE BiIIOBIIHICTH IOJIIB, 3a3HAYCHUX Ha pHC. 6,
K1 MOXKYTb OyTH a00 MICTATh Speci 3HaYeHHS.

Match Fields

Puc. 5. Match Fields Bcix moTokiB 3amucis
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BucHoBku

B nanmit wac gocnimkenus B obmnacti OpenFlow Ha ocHoBi SDN Bke TONOMOITH BUPIIIMTH
JesIKl MUTaHHA 10 CTajli OINEepaTUBHOTO pPO3rOpPTaHHS CaMOro MHpoekTy. fIK BHIIE 3a3HAu€HO,
yIpaBIiHHA HECHPAaBHOCTAMHU KOHIICHTPYETbCS B OCHOBHOMY Ha BHSBIIEHHI Ta BHUIIPaBJIECHHI
NepepUBaHHs 3B’SI3KYy, SIKI MOXKYTh MOIIKOJUTH HE TUIBKU JaHl, a i 3B 430K 3 KOHTposiepoM. Jlis
TOTrO, 1100 3alpONOHYBAaTH HOBI CXEMM BHSIBIIEHHsS HecrpaBHOcTel 1uis SDN, BiINOBiIHI METOAU
MOHITOPUHIY Ul 1€l apXITEeKTypud IOBUHHI OyTH BHBYEHI. ICHye nekuUIbKa NIAXOAIB M0
BUMIPIOBaHHSA Ta MOHITOPHUHIY MepeXi, KOTpl TPYHTYIOTbCS Ha BCTaBLi J0JAaTKOBUX IIAPiB MIX
MPUCTPOSIMU 1 KOHTposiepoM Mepexi. lle no3Bomsie 3abe3neduTH  NEPeBIPKY KEPYHOUHX
nosiomsienb OpenFlow. Hanmpuknan, mo6 inentudikysatu Tpadik mnepeBaHTakeHHs. Tak sk
JIOJJaATKOBUH IIap BiJIPI3HSAETHCS BiJl opuriHaibHOI apxiTekTypu OpenFlow i Bumarae qoaaTkoBUX
amapaTHHUX 3aco0iB, aHali3y MOTOKY 3alMCIB Ha Mepexi KoHTposepa. Lle moxe OyTH AOCATHYTO
LIUIIXOM PO3TOPTaHHS aJrOpPUTMIB MOHITOPHHIY, WIO MpAIOIOTh HAa OCHOBI MEPEKEBOI0
KOHTpoJiepa. AHaji3u MOTOKY MOXYTh OyTH BUKOPHCTaHI1 JJIs1 BUSIBJICHHS XapaKTepUCTUK Tpadiky 1
MoOy/TIOBM TOBHOT KapTHHU MEPEKI HMUIIXOM BKJIIOYEHHS BXIJHUX CHUTHATIB BiJl BCIX MEPEKEBUX
IIPUCTPOIB.

Jns HamaroJKeHHs. MPOTrpaMHOro 3abe3NedyeHHs HeoOXiHO 3a0e3MeYuTH KOHTPOJIb 3a
akeTaMM B Mepexi, Xo4 (opMajabHO MepeBipka Moke OyTH BHMKOpPHUCTaHa JUIl BHU3HAYECHHS
MPaBUIILHOCTI MOTOKY. Lle HEoOXigHO It TOTO, MO0 reHepyBaTH JOKIATHI MEPEKEBl 3HIMKH, a
TaKOX 1HCIEKTYyBaTH MapaMeTpu (yHKIII NpU MEBHUX YMOBAaX Mepexi. 3 TOUKH 30py Oe3leKH,
norenuian OpenFlow peanizoBaHuii Ha HOBUX cXxeMax Oe3nekd He Oyiu JoOpe BUBUYEHHM.
Amnanizyroun maketu B noBinomisieHHI Packet Ha KoHTposepi Mepexi BOHM MOXYTb OyTH
BUKOPHUCTAaH1 JUIsl 1AeHTH(IKauii 1 BU3HAYEHHS MPOHUKHEHHS 3B’SI3Ky, MEpII HIXK MOTIK
HaJaTyeTbess. Y TOM uac sK Juid Oe3neku Mepexi Oyin JOCHiDKeHI HOBI BEKTOPHM aTak,
LIEHTPaATI30BaHU KOHTPOJIEP MEPEXI1 1 KaHaJ YIPaBIIHHSA 3JIMIIAIOTHCS YACTKOBO HE3aXHUIIICHUMHU.
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