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IlPHHil,HilLI IlOCTPOEUIDI IlOTOlJHhIX IIIH<I>PCHCTEM 
H IIO,IJ;XO)J,hl K OUEHKE HX CTOHKOCTII 

COBpeMeHHaJI m11ippcucTeMa (J(anee - lllC) rrpen:crnBJI.HeT co6oH: 3rrerCTpOHHoe 
ycTpolicTBo, KOTOpoe ocyrn,ecTBJ15leT mmppoBamie (pacrnmppoBamre) umpopMaIJ;HH H peaJIH3YCT 
KpHIITOHpOTOKOJI corrracoBaHH5l KJIIO'leH KplUITorpaqmqecKHX arrropHTMOB npHeMHOH H 
nepe,n:aIOmeli cTopOHbl. )J,;rn: o6ecneqemur J(OcTaToqHoH: rn6KOCTH B rrrrane B03MO>KHOCTH 

li3MeHemrn: KpHIITOrpacj>H'lCCKHX rrapaMCTpOB, npH TCXHf[qeCKOH pearrH3aI:(IUi rrrn:<PpcHCTCM 

nmpOKO lICIIOJib3YCTC5I KOMfornan:mr soft- M hardware TeXHOJIOfRH, rrpeJ(yCMaTplrnaIOill,aJI 
BbHIOJIHCHHe tTaCTH KplUITOrpacj>H'lCCKOro arrropHTMa arrrrapaTHbIM crroco6oM, a 1IaCTb 
nporpaMMHblMH cpeJJ.CTBaMH. 06biqHo annapaTHbIM cnoco6oM peaJUI3YCTCR OCHOBa 
KpmrrorpacpnqecKoro arrropHTMa, TO eCTb Ta qacTb, KOTOpaJI nenocpeJJ.CTBCI!HO rrpOH3BOJ(HT 
muippoaam1e H pacurn:ippoBamrn JJ.aHHbIX, a rrpeJJ.BapRTeJihnoe npeo6pa3onmrne KmoqeBoi1 

1rn<PopMau;m:1 rrpH cpopMHpoBamrn pa604e20 KlllO'ia Kpmnoai1rop.HTMa rrepe,n: naqaJIOM 

rrrn:cppoBaHH5I (pacmH<PpoBaHmI) BblIIOJIH5ICTC7I rrporpa:MMHO. 

3rreMCHTaMu pa6o'ie20 KlllO'ia 7IBmnoTC5I nepeMeHHbre napaMeTpbI KpHIITOrpacpnqecKoro 

a,1ropHTMa, KOTOpbIC 3aBMC5IT OT KlllO'ie60U ycmaHOBKU IIIH<!>pCHCTCMbI. HMH Moryr 6bITb 
nepeMeHHbIC KOMMyTaTOpbI H IIO.ll,CTaHOBKR, ,l{BOHqHbIC <PYHKIJ;IUf, Ta6JIHIJ;hl 3aMCHhI, uaqa,1bHhIC 

3aIIOJIHCHH7I perHCTpOB renepaTOpa ra\1Mhl H T.LJ:. IloJ( KJllO'ieBOU ycmaN06KOU o6biqffO 

IIOHHMaeTCR COBOKYIIIIOCTb ceK.pemH020 'KJllO'ia II pa306020 KlllO'ia nm<PpoBaHH5l (rrocJIC)J.HHH 
nepe.ll,aCTC5l B OTKphITOM BH.ll,e ). 

llincppcHcTeMa 5IBJI7ICTC5I nomO'iNOU, ecmi: OHa TIOCJIC,llOBaTCJibHO rrpeo6pa3yeT CHMBOJibI 

OTKpbITOro TCKCTa B CIIMBOJihI nmcppTeKCTa c IIOMOmhIO mmppa 3aMeHbl, KOTOpbIH 3aBilCHT OT 

KJIIOqa HOT mryTpennero COCT05IHII7I mH<PpcucTeMhI (HoMepa TaKTa mrrippoBamrn). IIpH pa6oTe 

IlOTO'IHOH umcj>pCHCTCMhI J(Jrn Ka)KJ(OfO IIIH<}JpyeMoro 3HaKa neo6XO,llHMO yKa3aTb 
COOTBeTCTByrom:Hll: eMy umcpp 3aMCHhI. 1103TOMY B KOHCTPYKl(HH IIOTOLJ:HbIX mHcppcHcTeM 
06bI'IHO BhlJJ:CJI5IIOT ,[(Ba OCHOBHbIX y3,1a. ITepBbIH II3 HHX. ocymeCTBJrneT BbI6op mi:nppyIOmero 
npeo6pa30Bamrn, a BTOpOH BhIIIOJIH7ICT co6CTBCHHO mmpp0Bam1e O'Iepe,Z.1,HOro 3HaKa OTKphITOro 
TCKCTa. ITepBhlll y3err Bbipa6aThIBaeT IIOCJICJ(OBaTeJibHOCTh HOMepoB mmppyrourn:x 

npeo6pa3oBaHHH, TO ecTh yrrpaBmreT rrop5IJ(KOM npoueJ(yphl mmppoBamrn. Bhlpa6aThrnaeMy10 

HM ynpaBJIJIIDmYID IIOCJICJ(OBaTeJibHOCTh, npeJ(CTaBmIIOmYID co6o:H HOMepa HCIIOJih3yeMbIX 

npeo6pa3oBamiii, o6httmo Ha3bIBaIOT ynpaellJl.lOUfeii WMMoii mm 2aMMmi UlurjJpoeauuJl. (run 

keys), a CaM 3TOT y3eJI 2eHepamopoM 2a.r14Mbl (Run Key Generator). BrnpoH y3en, B 
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. ~ eTCTBHH co 3HaKOM raMMhI IIIH:tPPOBamrn:, pean:ll3yeT IIpOile.uypy IIIIHppoBaIUi5I TeKyIIleI'O 

. ~-,-· 3ToT y3eJI Ha3hIBaeTcH · y3ROM wu</Jpo6a-Hua Milli Y3llOAt Kpunmo2pacjJui1ecK020 
0 vaJoeaftUR. 

Hap5rny c rrepeq.HcJieHHhIMR y3naivrn - reHepaTopoM raMMhI H y3110M IIImpponamrn, -

pOJib B o6ecrret:femrn Kp.HIITOrpa<t>wieCKOH CTORKOCTH nrn<t>pcIICTeM BhIIIOJIIDICT 

.. ~- ·:1cme1vta UHUlfUOJlU30tjUU pa6oqero K:IIO''-Ia. 0Ha OTBel.J:aeT :m coxpaHeHHe HOM.HHaJibHOH 

· = :=:Iocn1 KmoqeBoli ycTaHOBKH rrpH ee rrpeo6pa3oBainrn B pa6o<rnli Knrori H 06ecneqem1e 

. ~oumx" Kpmnorpa<t>wrecKHX CBOHCTB pa6oqero KJIIff'la. 

1. HeooxoJJ:HMhrn xapaKTepucnIKH noJJ;cn:cTe'.':'u.1 HHHu;naJIH31UJ,1u1 pa6o¥Iero KJI10-•1a, 

Hm:ni;munnaumr pa6o'L!ero KJilOqa o6hI'!HO pa3.a.em1eTCH Ha ,II.Ba :narra. Ha rrepBoM 

.•.. L.EeCTBJUICTC5I orrpenene!rnoe rrpeo6pa30BaIIIIe HCXO)J;HOH KJIIO'!CBOH m-i:<t>op:'.l.1aUIIH - ee 

-; ::.2:.rmpeHIIe» B rrocrrenoBaTeJihHOCTh 6orrhrnero ofo,et.rn. B xo,n;e BTOporo ::nana BhuiOJIHHeTc.sr 

- · ;:.rnpomume 3JieMeHTOB pa6ocrero Kmori:a. 

IlepBhIH 3Tarr CTpOIITC5I TaKHM o6pa30M, qT06I>I co6monanHCh 2 KpHnTOrpa<t>nr-IeCKllX 

.::=;;:3u1ma llleHHOHa: «cMeUiemurn n «paccenBaHnH>» B npHMeHeHnJI K Kmo'L!aM rnmppoBa.FIH.H 

- - ;::HUHII «CMeIIIeHH5f)) COCTOHT B TOM, 'IT06hI II3MeHe1rne mo6oro 1cnori:a B He3HaqHTeJihHOM 

--e:C.1e II03HUHR IlpIIBO,Il,IIJIO K cynwcrneHHOMY II3MeHCHHIO pa6ocrero KJIIO'Ia IIIH<i>poBaHmL 

.- _:ceIIBaHIIe IIO)J;pa3yMeBaeT BJU·Unrne KIDK,noro 3HaKa KJUO'Ia Ha MHO)KeCTBO (Bee) 3HaKH 

-~,~epHpyeMOH raMMhI. 06J:.IqHo pacnmpHTCJII, CTµOHTC5I Ha 6a3e JIHHelinoro rrpeo6pa30BaHII5I 

.:brnoH: pa3MepnocTH. B xo)J;e «pac1m1pemrn;» CIIMBOJihI KJIIO'Ia 3aHOC5ITC5I B 3JieMeHThI 

:= .:.:::umpHTemi:, IlOCJie qero TOT «npoKpyL£HBaeTC5D> 'f1 TaKTOB. «PacuurpeHHM» 

· ::::re)J;oBaTeJihHOCTh o6pmyeTC)l nyTeM C'hcMa 3HaqeH.HH c HeKoToporo 3JieMeHTa pacnrnpIITeJIH 

:: :::ocrre)J;yIOII(llX c TaKTaX pa60ThL I13 coo6pa)l(eIIHH ceKpeTHOCTH, 'ilIC:JO TaKTOB rrpoKpyTKH 

. -,if~eT BbI6HpaThC& rrepeMeHHhIM II 3aBHCeTh OT Kmocra mmppoBaHHx. 

OnepaU,H5! «pacrnHpemurn KJIIO'ICBOH HHcpOpMaUHH IICIIOJih3YeTC5! B Tex crry11a5IX, KOr)J;a 

.:.-.JI IIOCTpoeHmI pa6ocrero KJII{}•Ia Tpe6yeTC51 6om,rne ,n;aHHMX, qeM conep)l(HTC5l B HCXO,[{HhIX 

_--::K)qax. Ilo cyni: TaKoli pacrnHpHTem, npe.uc-raBJUieT co6on ,n:aTq:rrK rrceE.u.ocnyqailHbIX 'IHCeJI, B 

·· ~TopoM B rm11ecTBe «3epHa» HCITOJih3yeTC51 KJIID'IeBa5I HH¢oprvra~IUL K pacrnHpHTeJIIO 

:--_:e,'J;'h5IBJI5IIOTC5I TaKHe )Ke Tpe60B8HH5l, KaK HK «xopollleMy» ,I(aTqJ:IKY 1ICCB,ll,OCJIY1-IaHHbIX 'fHCCJI. 

;::,rxo,n:HaH rrocJieJ(OBaTeJibHOCTb pacnmprITerrH ,n;omKHa HMeTb 6orrhIIIOli rreprro,n:, 'L!T06hI 

~::-:\.'IIO'IPITh B03MOJKHOCTh rroBTopemi:H: pa6oqero Kmoqa. Pacurn:peHHM HHcpop.Marr1rn JJ:Om1u-ra 

. 5.1a,I1;an, MaKCHMaJihHOH JIHHeHHOH CJIO)l(HOCTbIO, •no6:01 B cnyqae BCKpbITirn: OT)],eJihHblX 

~.-:e\fCHTOB pa6oqero KJifOL[a 6hIJIO 3aTpy,Il;HeHO onpeJJ.erremre .Il.PYfHX 3JieMeHTOB. 3To 

~;;6oBaHIIe TO)l(,ZJ;eCTBeHHO TOMy, qTo pacumpemre He rropOJK,Il;aeT 3KBHBarreIITHhIX KJIIOqeiI, TO 

:c: :·;:, qI{CJIO reHepHpyeMhIX pacrnHpHTeJieM IIOCJie)J;OBaTeJihtlOCTeH )J;OJI:iKHO cosrranan, c 

: ·rrmocn.IO KJIIO'leBOH ycTaHOBKII. 

«PacnmpeHHM» IIOCJIC)J;OBaTCJihHOCTh HCilOJih3YCTC5I rrpH <t>opMHpOB8HHll nepeMeHHhIX 

!'. .lHU 3aMeHh1 H Ha'IaJI.bHbIX 3aIIOJIHermli perHCTpOB KplinToarrropIITMa. )J,JI5I IIOCTpOeHH5I 

.:.3HC5III(HX OT KJIIO'-Ia IIlHcppoBa:IHUl )J;BOH"IHhIX cpyHKl(HH, KOMMyraTopOB .H ITO)J.CTaHOBOK 

=~~:.\remIIOTCJI pa3JillqHhie )leTepMHHHpoBaHH:Oie anropHTMhl, KOTOphie B Kat:IeCTBe HCXO,lJ.HhIX 

:O.::'.HhIX IICITOJih3YIOT onpene:ieHHhre yxmcnrn pacrn.HpeHHOH nocrre~~oBaTeJihHOCTH. 

:p.\UipoBaHHe KOMMyTaTOpOB II ITO)J;CTaHOBOK CBO,lJ.l1TC5I K nocTpOeHlifO rrepecTaHOBOK 

.:::e.\reHTOB HeKOTOporo ancpaBHTa. 

OcHOBHOe Tpe6oBaHIIe, KOTOpoe rrpe,Il;b>IBJUICTC}l K arrropHTMfuVi ITOCTpoemrn '.:WeMeHTOB 

- :5oqero KJllO'Ia - 3TO co6Jironerme 6HeKTHBHOCTH OTo6paJKeHirn COOTBeTCTBYIOII(HX BXO).{HhIX 

- .:.:rnoIX anropHTMa B nocTpoeHHhie :meMeHThI paooqero Kmoqa. HeB.bmonHeHHe 3Toro 

-- e6oBamrn npHB0.2J.HT K HepaBHOBepoHTHOMY pacrrpe,I1;erreHIIIO orrpeneneHHhIX qacTeiI pa6011ero 

c·_-::oqa, 'ITO MO)KeT 6bITh HCilOIIb30BaHO ,Il.ITH C03)J;amrn: arrropHTMOB HX HanpaBJie:mmro 

21 



HAYKOBO-,TEXHPlHI1fI JKYPHAJI «CYYACHI1fI 3AXI1CT IH<!>OPMAI_{Ii» JV?.!l, 2012 

onpo60Ba:Hm1. EcJrn: TaKoi1 anropHTM II03BOm1eT cHmr<aTb CJIOJKHOCTb orrpo6oBrunrn: B 

onpe.n.eJICHHOC "<U:lCJIO pa3, Tor.n.a MO)l{HO ronopHTb 0 K03tpqmu;HCHTC CHH)l(CHlUI CTOHKOCTH 

COOTBCTCTBYIDIIJ,HX 3JICMCHTOB pa6011ero KJIID"la. 

2. Oco6eHHOCTH nocTpoemu1 renepaTopa raMMhI. 
feHeparnp raMMbI IIOTO"IHOH mrrcppcHCTeMhI rrpe)lcTaBJUICT co6oli aBTOHOMHbIH aBT01mT c 

KOHC"IHbIM "IHCJIOM COCTO>IHHH, KOTOpblH B KIDK.Zl,OM TaKTC pa60Tbl Bbipa6aTbIBaeT 3HaK faMMhI 

urncpponamrn B 3aBHCHMOCTH OT pa6011ero KJIID"la H cBoero BHyTpeHHero coCTO>IHH>I. 

f eHepnpyeMa>I raMMa )].OJI)l(Ha Y.Zl.OBJICTBOpHTb p>I.UY OCHOBHhIX Tpe6oBaHHll'. o6rra,n:aTb .60JibIIIHM 

rrepHO.Zl,OM, 6oJibIIIOH JillHCHHOH CJIO)l(J-IOCThID II paBHOMepHbIM pacrrpe.ueJICHHCM. 

Pa6oTa rrro6oro aBTOI-IOMHoro aBToMaTa c 3a,D;aHHhIM MHO)l(CCTBOM cocTOJIHIIH 

onpe,Ite.rrneTC5I cpyHKll,HCH rrepexoµ;oB H3 COCT05IHIUI B COCTO>II-IHC, tPYHKll,HCH BbIXO)J,a H 

Ha"laJihHbIM cocTO>IHHeM. B reI-IepaTope ra\1MhI BH.U 3THX Ll.Byx cpYJ-IKll,HH, a TaK)l(e Ha"laJibHOe 

COCT05IH.HC 3aB.HC.HT OT pa6oqero KJIID"la. Ilp.H KOHCTpy.HponamrH reHepaTopa ffu\fMbl 

ocym:ecTBJUICTC>I BbI6op TaKHX tPYHKI(HH nepexo).J,a H BbIXO)J,a, a TaK)l(C cnoco6a cpopMHpOBaHII5I 

pa6oqero KJIID"la, KOTOpnre rapaHTHPYfilT, qTo reHepHpye.Ma>I reHepaTopoM ra\1Ma 6y.n:eT 

YLl.OBJICTBOp5ITb OCHOBHbIM Tpe6oBamrnM. 

,[(JI.H :rroro reHepaTOpbl faMMbI CTp05ITC5I B COOTBCTCTBHH c 2~M5I Kpmnorpa¢:a-qecKHMH 

npHHUHIIal\n1 llleHnona: cMellieHHe M pacce.HBaHHe. CMellieHHe peMII3yeTGlf II)'TCM 
HCIIOJih30Bamrn neJrnHeliHbIX npeo6prooBaHHli ycrro)l(HCHIUI. PacceHnamre no.n.pa3j'MCBaeT 

BJI.HliRllC KaJK)J,OfO 3HaKa KJIIDtia Ha MHO)KCCTBO (Bee) 3HaKH raMM:bl. TaKHM o6pa::mM, 

KOHCTpyKli;Irn reHepaTopa raMMbl IIO.D,pa3yMeBaeT llCIIOJib30BaHHC HCJIHHCHHbIX 

rrpeo6prooBaHIIH, KOTOp1>1e 3HaqwreJihHO ycJIOIKH>IIDT rrpoBe.n.eHHe pro.uenbHOH 

KpHIITOaHaJIHTH11ecKoH: aTaKH Ha Y3JibI reHepaTopa. 

HenHHCHHOCTb MO)KCT BBO.[(HTbC.H >IBHbIM o6pa30M rryTeM 3a,ZJ;aHH.H HCJI.HHCHHhIX ¢YHKIJJIH 

nepexo).J,a H (IIJIH) Bbixo.n.a. Kor.ua HCJIHHeH:no.H >IBJI.HCTC.H ¢YHKD,H.H nepexo).J,a, B03MO)KHOCTH no 

pac11eTy xapaKTepHCTHK renepaTopa raMMbI 5IB.illIIDTC.H BCCI:.Ma orpaHH"ICHHbL'\1ll, IIOCKOJibKY 

TeopeTH"ICCKH 3TOT no.n.xo.u pa3pa60TaH CJia6o. ,[(ocTaTOqHo xopomo HCCJIC.[(OBaHbl TC 

aBTOMaThI, y KOTOpbIX tPYHKll,H.H nepexo,[(a 5IBIDICTC.H JI.HHCHIIOH, a HCJIHHCHHOH 6y).J,CT TOJibKO 

cpyHKUHH BhIXo.n.a. B 3TOM cny'rne npHH>ITO KOHCTPYKTHBHO pm.n.eJI5ITh renepaTop raMMhI na .[(Be 

IIOLl.CHCTeMhl: 3aoa10UfUU zeuepamop (driving part) II 6lloT<. yc;w:J1C1-teNUfl (combining part), [2]. 
3a.n.aIDIIUIH reHepaTop npo,n:yu;rrpyeT TIOCJIC.Zl,OBaTCJihHOCTb COCTO.HHHH c 60JibIIIHM 

nepHOLl.OM H xopornHMH cmTHCTH11ecKHMH cBoil:cTBaMII. K rrpHMepy, 3a).J,amm:1rli renepaTop 

MO)l(CT COCTO.H.Tb 113 COBOKYIIHOCTH JI.HHCllHbIX perncTpOB C).J,B.Hra MaKClfI\.:laJihHOro rrepno,n:a. 

EnoK ycnmKHCHH5I 06ecne11.HBaeT 6oJr:bIIIYfil JIHHeiinym CJIO)l(HOCTh raMMbI 6e3 rroTepM 

xopOIIIHX BCpO.HTHOCTHhIX CBOHCTB c TCM, "IT06bI c,n:enaTb HCB03MO)KHbIMll mo6bie mrneH.HbIC 

KpIInToaHaJIHTII"ICCKIIe aTaKH TIIrra npou,e).J,yphI BepneKeMna-Mecc.H. Pa6orn 6noKa ycno1KHeHH.SI 

MO)l(CT 6hITh npe).J,CTaBJieHa B Bll.Zl.C HCKOTOpoit HCJIHHCHHOH cpyHKIJJIH ycnmrrneHHH qaCTO 

5IBJI.HCTC5I onpaB.[(aHHbIM BBC.UCHHC B COCTaB 6JIOKa ycJIO)l(HCHirn '.3JICMCHTOB Ila.M5ITH, "ITO 

npeBpam:acT ero B KOHC"IHbIH aBTOMaT c BXO).J,OM. 3To 3KBHBaJICHTHO 3HaqHTCJibHOMY 

yBeJIH"leHHID Kom111ecrna apryMeHTOB ¢YHKI(HH ycno)l(HCHII» F. 

3. TpcooBaHHH K KpHnTorp~ujJH'!CCKOMY npco6pa3onamuo. 
KpHIITOrpaqnrneCKHe npeo6pa30Bamrn, KOTOpbIC IICTIOJih3YJDTC.H ,11,JI.H lIIHcppoBamrn, 

).J,OJI)l<HhI o6na,n;aTb p5I.Zl,OM CITCil.HaJihHhIX Ka"ICCTB. 0).J,HO H3 HHX, I13BeCTHOe KaK 3qHpeKT 

«JiaBHHHOCTlI))' ccliopMy JIIIpOBaHO K. illeHHOHOM B [ 1]. CyTn ero COCTOHT B TOM, "ITO 

rrpHMeHeirne mHqipymm:ero rrpeo6prooBamrn K Ha6opaM aprJMeHTOB, OTJIH"laIDIIJ,HXC5I B 

HC3I-Ia"IHTCJihHOM 1IHCITe Il031IJJ,HH, .n.omKHO npHBO.[(HTh K cyu.1,ecTBeHHOMY H3MeHeHHID 

pe3yJihTaTa. J],JI5I TIOBh!llleHHJI KpIUITOrpacpH"leCKOH CTOHKOCTH 1m:1cl>pa qacTO HCIIOJib3YCTC5I 
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cnoco6, OCHOBa:HHhIH Ha rwcne,n;oBaTCHbHOM npRMenemnI K nmrppyeMoMy CHMBOJIY pa3JIH1!HblX 

rrpeo6pa3onaHn:H.. B o.nnoli m pa6oT MeccH [3] ,n:oKa3aHo cymecTBoBanRe coBepmeHHO 

CTOHKOro IIOTO'IBOro IIIRcppa Ha;J, GF(q), B KOTOpOM )lmI urn:cppoBaHIUI KIDK,LJ,Oro 3HaKa 

OTKpbITOro TCKCTa RCIIOJ1L3yeTC51: k cnyqaiIH.bIX HC3aBHCHMbIX MC)K,LJ,y co6oli 3HaKOB raMMbI. 

Cyui:ecTByeT rrpe)l,IIOJIO)KCHHe, qTo UIHcpp 6y;J;eT COBepmeHHO CTOHKHM y)!{e npH HCilOJih30Bamnr 

2 3HaKOB raMMbI Ha Ka)K,D,bIH 3HaK OTKPLIToro TCKCTa. 

OT KpHTITOrpacpHT.J:eCKHX npeo6pa30BaHHH, KOTOpbIC peaTIM3YIOTC5I 6JIO"IHbIMH IIUIQJpru'1Il, 

ofo,rqno rpe6yeTc5I, 1!T06bI ,n;mrna ,n:BoIFmoro rrpe,rr:cTanneHH5I 6JioKa lllmppTeKcTa paBmmacb 

.nmrne HCXO.IB;HOro 6JIOKa OTKpbITOro TCKCTa. AmpaBHTOM, Ha KOTOpOM )J;CHCTBYCT 6JioqHblll 

lllm!Jp, CJIY)KHT MHO)KCCTBO )l;BOH'IHbIX BCKTOpOB-6JIOKOB 0,1]J1HaKOBOH ,ll.HRHbI. IlocTpOeHHe 

npeo6pa30BaHHH 6oJfbIIlliX ampaBHTOB 5IBJI5ICTC5! CHO:>KHOH 3a)~aqe:il li BCTynaer B nponrnope'IHC 

c rrpnHDJmoM npocTOTbI pearrmaiurn mmppa. Omrn m Bh1xo,n.0B m :noi1 CHTyaruu1 yI<a·mn K. 
IlleHHOH [ 1 ], npe,LJ,JIO)KHB peaJIH30BbIBaTL CJIO:>KHbie rrpeo6pa30BaHH.iI B Bll,Ue cyrrepII03HUHH 

HCCKOJibKHX 6a30BbIX HCKOMMYTHpyeMLIX OT06pa:>KeHHH. 06bI1:JHO HCilOJ1b3j'IOTC5! 6a30B.ble 

rrpeo6pa30Bamur P:BYX THIIOB: CJIOJKHh!C B KpIInTorpacpHqecKOM OTHOIIICHHH JIOKaJibHhie 

rrpeo6pa30Bamur Ha,D, OT,UCHLHbIMH qacnIMI1 uni:cppyeMbIX 6JIOKOB H npOCT&Ie rrpeo6pa30BaIHI51:, 

nepecTaBJI5IIOIUHC qacni: mmppyeMbIX 6JIOKOB. I1epBbie npeo6pa30BaHH5! IlOJIY'IIDUI H83Bamie 

nepe,\teLUUBalOUjUX, a BTOpbIC pacceueaTOUjU .. 'C. TipoCTCHIIIHM rrpHMepoM perurn3alJJIII 

rrpeo6pa30Bamu1 rrepeMenurnamrn: HBHHCTCH rro,n.cTaHOBKa. I1epeMemHBam1e ycnoncH5IeT 

BOCCTaHOBJrerme B3aHMOCB5!3H CTaTHCTIP1CCKHX H aHaTIHTff'ICCKHX CBOHCTB OTKpbITOro II 

urncppoBammro TeKCTOB, a pacce1rnanRe pacnpocTpmureT nmurnHe oJXHoro 3HaKa OTKpbIToro 

TCKCTa Ha 6orr:omoe "'UICJIO 3HaKOB mmppTeKCTa, 'ITO II03B0.'15IeT crJia)~HTb BJIIUIHMC 

CTaTHCTifqecKHX CBOHCTB OTKpbIToro TCKCTa Ha CBOHCTBa IllIHppTeKCTa. 

4. Iloti,XO;:J;hl K ouem(e CTOHKOCTH IlOTffqffbIX nn1<}>pCHCTeM. 

lJ,eHTpaJibHbIM I10H5ITHeM COBpeMeHHOH KpimTorpaqnn:I 5IBJI5ICTC5I TIOH5ITHC cmoiilwcmu, 
rro,n; KOTOphIM IIOHliMaJOT cnoco6HOCTb IIIHQJpCHCTCM rrpoTHBOCT051Tb BCCB03MO)KHhIM BH,LJ:a\1 

Harra,n;e1u1H: (KpHIITOaHaJIIffIPICCKlfX aTaK c npHMeHeHHCM Tex HJ1H HHhIX MeTO,LJ,OB 

KpHrrTofillamna) [1,3]. H3necTHbI .n,Ba no.uxo,u:a K aHasney CTOHKOCTH cymecTBYIOIIIHX 

IIHH.jJpcHCTeM [1,3,4], OCHOBaHH.bie Ha cne.n:yrom.nx IIOJIO:>KCHH5JX: 

,l.(OKa3aTe:u,crne meopemuqecKoii ( 6e3ycito@ou nnu coeepiuetfHoii) cmoiiKocmu 
IIIH<j)pcHCTCMbl, TO CCTh CIIpaBC,ll.HIIBOCTH yTBep:>K,n.emtH, 'ITO BCKphITHC illC IIpOTHBHiiKOM, 

o6na;~ruorn.IiM Heorpam-1"l!e1rnI-.IMH Bhr<mcnnTeJibffbIMH pecypcaMH, npHttnunnan:&Ho 

HeB03MO:>Kim; 

- HCCJieJ(OBamIH npaKmuqecKOU (6bll/UCJlUmeflbltoU) cmoitKOCmu m11<t>pcHCTeM, KOTOprur 

orrpe.n.emieTCJI BI:,IqHcJIHTCJihHOH CJ10)KHOCThlO pernemui: KpHTITOaHa'IliTH"ICCKHX 3a;laq no 

BCKpbITHIO KJllO'IeH llII-l(ppoBamrn:. 

B COOTBCTCTBifli orrpe.n.eneirneM K. IlleHHOHa [1], IIIH<j)pCHCTCMa ;;mm1eTC5! COBepmeHHO 

:TOHKOH HHII 6e3ycJIOBHO CTOHKOil (unconditionally secure), CCJIIi B3aI:IMHa5I umpopMamrn 

:\fe)K,n;y OTKpbITblM TeKCTOM coo6rn.e1urn: H COOTBCTCTBYIOIUHM rnmppTeKCTOM paBHa Hy.110 

He3aBHCMMO OT ,ll,JIHHbI coo6m:emuL 3ToMy ycJIOBMIO, K rrpl!Mepy, y,n:oBnernop5UOT 

lIIHrppcHCTCMbI Ha OCHOBe O,UHOpa30BOro mmppa BepHarvm [1,3]. 0.n:HaKo Ha npaKTHKe 

O,!\HOpa30BLie IllIHppcHCTeMbI CJIO)KHhI B HCIIQJII,30BaHim, TaK KaK rpe6yeTC5I rpli3HqecKruI 

pacc&mKa 6on.&IIIIIX o6oeMoB H,UeHni:trnoJ.i mHcppy10me:ll ra.VIMhI Ha Bee y3n.bI CB5!3H. 

ilpaKTHqecKrur HeB03MOJKHOCT.b TIIHpOKOro HCITOJ1h30BaI-HUI O)l;HOpa30BbIX m.H<j)pOB 

i.1pI1BeJia K pa3BHTHIO rroroqHbIX CHCTeM lllHcppoBamuI, KOTOpbie 3arnmppOBhIBaIOT OTKphIThle 

reKCTbI TaKHM :>Ke o5pa30M, KaK H O,UHOpa30Bhle CliCTCMbI, HO npHMeH5IlOT JJ.JI5! 3TOro 

::rerepMHHHpOBaHO creHepHpOBamiyIO IICCBJJ.OCJiyqaHHYJO IIOCHCJJ.OBaTeJibHOCTh faM.MbI. I1MeHHO 

- oEGie lllHcppCHCTCMbl cny:II<aT npe,n:MeTOM KpHrrroaHaJIHTifleCKilX HCCJie,l];OBam1ii rrpli pememnI 
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3a4a11 ,n:enrn¢poBamui:.. Do :)TOH rrpH11Iu-re HaII6orree cymecrneHHhL\1 fi_: 
npaKTII'-IeCKOil CTOilKOCTH. 

CToHKOCTh HCilOJih3yeMhIX rra rrpaKTHKe lllC xapaKTepmyeTc5f :,~ 

orrpe,n:eJUICTC51 Tpy,n:oeMKOCTh!O ITYl.J:illCro H3 H3BeCTHbIX Ha 

KpHIITOaHaJUI3a, KOTopyio rrpHHHMaIOT B Kal.J:eCTBe 011,CHKH 

rn:tt¢pcI1CTeMbl fl,3,4]. 0,n:Irn H3 IIO.L{XO,[{OB K aHa.JUl3Y CTOHKOCTlI 

KpmnoanropHTMa lllC B BII,n:e )l,CTCpMHHHpOBaHHOro m1uppy10men:i 

'-IHCJIOM cocToHHHH. Ha Bxo;:i: aBTm.mTa rrocTyrraeT IIocrre;:i:oBaTe.1hE,: ~ -=-= 

TCKCTa, a c BhIXO,n:a CHHMaIOTCH 3HaKH IIIH¢poBaHHoro TCKCTa. Beer=:: 

BXO,ll,Haa li BhIXOJJ:HM IIOCJie,IJ,OBaTeJihHOCTH }[BJl}UOTC5I )l,BQHqHJ:,L\fL 

OTKpbITOro H m11¢poBaHHoro TeKCTOB rrpe,Il,CTaBJrnIOTC5I c TIOMor:::::::-: 

,[{BOH'-IHbIX KO,Il,OB, TO eCTb mrr¢poBaHHe BblIIOJIH5ICTCH ,[(BOH'-IHhI:\fE 

rrepexo;:i:a H <i>YHKUHIO BbIXO,U:a TaKoro aBTOMaTa MO)l{HO rrpe;:i:cTaBHTb 

6yrrenhIX cpyrrKUHM OT (N+M) rrepeMeHHhIX, r;:i:e N - ;:i:mrna nnorr-qrroro ·- -~:_ :-::-c -
a A1 o6'heM rraM>ITH aBTOMarn B 6HTax. CTOMKOCTh KpHnTorpe. 1~:::-=-:::- ~ 

IIIH$pcHCTCMhI orrpe;:i:emieTC51 CBOHCTBaMH 3THX 6yrrCBhIX cpyHKilE;'' 

nepeMCHHhIX (N+M) JJ:OCTaTO'-IHO 6orrhmoe (> 100), TO rrp0Be,n:e1rne 

<liYHKUMH nepexo.na H <}_lyHKUHH BLIXo,n:a 51BJI51CTC51 HCB03MO)l{HhIM. 

rrpHMerrerrHH MeTo.na ,u:eK0Mrro3m~n11 K nmcppy10meMy aBTOMaTy. B pe3y.~-:- _. _ ~ · 
K 6onee rrpocn:rM rron111ecKH 3aBepmeHHhIM y3rraM rrpeo6pa3oBamr~~. 
CBOHCTBa 3THX y3JIOB, HX B3filiMOCB5I3H H, 3aTeM, cnenaTb BbIBO.U o cBot'1c::-::: ::.:,~ 

lllC. BhID:errem1e «rrorw1ecKHX» )'3JIOB KpHnToanropHTMa H Hccrre;J,oBaHE;;c ::­

neo6xo,lU-IMhIM 3TaIIOM aHaJIH3a CTOMKOCTH JI106oil: IIIIitjlpcHCTC:\1hI. 

TaKHM o6pa3oM, ocrroBHhIMH Y3JiaMH paccMaTpirnaeMhIX llIIIcj:Jpcn:::;;:: 
nmtjlpoBanmi:, reHeparnp raMMLI H rron:cHCTcMa <}:loprvrnpOBamrn - - · 

xapaKTCpHCTHKll l:l. CTOHKOCTh KOTOphIX OTHOCHTCJihHO MCTO,JJ.OB 

aHaJIHTH'-ICCKHX H CMCIIlaHHhIX MCTO,Il,OB KpHIITOailaJIH3a orrpe;:i:eJI51lOT 

BCeil: rn1uppc11cTeMLI. 

TI0Ka3aTem1MH rrpaKTHqecKoi1 CTOHKOCTH m11¢pcHcTeM OTHO::E::;;_ -

onpo6oBaHHR: KJIIO'-Ieli 5IBJI51CTC5I 31_)¢eKTHBHa5I MOII(HOCTh KJIIOtieBC~~: 

K03¢qmu,HeHThI CHH)l{eHH5I CTOHKOCTH 3JICMCHTOB pa6oqero Kmoqa OTEC :;:-::-:­

HarrpaBJICHHoro rrepe6opa B COOTBCTCTBHe. c Bep051THOCT51MH HX IlOCTpoeHli5L 

:. -_' 2 

::r~re IIX 

-- . -:-O CCTh 

_pITMOB 

• ::::f:KOCTH 

. ~:~b!TOfO 

_ ::::oy.t:OII(liX 

=:KIJJHO 

__ ·:epHhIX 

1-fllCJIO 

-:51 y3err 

K:IIO'la, 

_ _ ::.:::roqeli, 

_-::- = :;rKOCTb 

: :eTO,ll;OB 

: .. ::3KH H 

= ::ero.na 

TipaKTH'-ICCKasI CTOHKOCTh mH<}_lpcHCTCM OTHOCHTCJihHO anre6pa<::::;;:-:-·__:::0
: :::'.TO,[(OB 

KpHnTOaHaJIH3a onpe,II.eJI5ICTC5I ):(JIHHOM nepIIO)J,a lI paHroM (JIHHCHHOM c::c;,::,:.:::: - • :::::::- :: ::a\fMbl 

IIIH¢ponaHH5I. 

IlOKa3aTCJICM CTOHKOCTH IlOTO'-IHOH mmppCHCTCMhl OTHOCHTCJU:iHC - : _c:-::-WCTHO-

CTaTHCTHqecKHX MCTOL(OB KpHBTOaH3JIH3a 51BJ15ICTC51 Tpy;:i:oeMKOCTh rrepe6op2. -:;:,: c:_:.::,reHTOB 

pa6oqero KJilO'-Ia, KOTOpble rreo6xo,n:HMO BCKpbIBaTb rrepBhlMH, a - e :'... l:bHhIX 

nm<}_lpcHCTCM B HCJIOM orrpeµ:eJI5ICTC5I Tpy)l;OCMKOCTLIO rry11mero II3 H3BCCTE:C:::\ :.::::-.::"ET\fOB 

KpHnToarrasnI3a, KOTopaa H rrpIIHHMaeTC51 3a ou:eHKY rrpaKmqecKoH CTOHKOCTii _ :;::::;:;\f1I. 
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MO~EJII TA METOJJ:M P03Ill3HABAHH.SI MOBM 

1. IIpuxo:saHi MapKiBchKi Mone.1i 
Hai1IIIBHJJ;rna Ta e¢eKTHBHa B3aeMo;:i:hr Mi)!< JIIO)J.bMH Bi;:i:6yBaeT:&CJI 3a ,n:onoMormo ycHoi' 

MOBII. 3a JJ:OTIOMOfOIO MOBH MO)I(YT.b 6ynI nepe;:i:aHi pi3Hi IIO'iyTrn iI eMorfri, a roJIOBIIe 

KOpHCHa impopMaUiH. Heo6xi,n:nicTb CTBopenmr KOMII
1
IOTepHI1X iHTepcpeiiciB 3BYKOBOro 

BBe)J.eHH&-BHBOl(Y He BHKJIHKae cy~rniBiB, OCKiJI.bKH lX ecpeKTliBHicTb 3aCHOBaHa Ha rrpaKTH'IHO 

Heo6MeJI<CHllX MO)I(JIHBOCT51:X ¢opMymoBaHH5I y BCimrKHX 06smcn1x ;:i:i5l:JihHOCTi. 

Tiepma eneKTpOHHa Marnirna, lll,O Cl1lITe3ye aHrJiiHChKY MOBy, 6yna rrpe,IJ,cTaBJICHa B 

HbIO-MopKy Ha TOproBeJibHiM BHCTa:BUi B 1939 pou;i Ta Ha3HBaJJaC.5I voder, ane 3ByK, HKH:H BOHa 

Bi)J.TBopromrna, 6yB yKpaii He•Ii'rKHM. )I( rrpucrpili !(JI.SI p03IIi3HaBfilIH5I MOBH 6yrro 

crnopeHo y 1 poui Ta 6yB 3,IJ.aTeH pmrri3naBan1 nmpprr [3]. 
y rrpou;eci p03rri3HaBaHH5I MOBH MO)Irn:a BHL(iJIHTH HacTynni CKJial(HOCTi: l(OBiJihHHH, 

HalBHHH KOpHCTynaq; CIIOHTamrn MOBa, cyrrpOBO,IJ.)I(yBaHa arpaMan:I3MaMH H MOBHMM 

«CMiTrnM»; Ha.HBHiCTb aKyCTMqHHX rrepCI1IKOJ( i BHKp11BJICHb; Ha.HBHiCTb MOBHHX rrepeIIIKOl( [20]. 
l3 ycnoro pi3HOMaHiTrn MCTO,IJ.iB y CTaTTi MH po3fJI5IHCMO MOJIGIHBiCTb CTBopeHH5I 

crnn1cT11qHoY MO,IJ.e11i 3a ;:i:orroMororo np.HXOBaHHX MapKiBChKHX 1v10,.n:e11e.H (ITMM) [1]. 
I1pHXOBaHa MapI<iBCbKa MOJ].eJib CTanICTHG.Ha MO.Il,CJlb, ll~O iMiTy€ po6oTy npouecy' 

cxmimro Ha MapKiBCbKHM rrpou,ec 3 neBi;:i:oMHMM rrapaMeTpaMH. 3aB;:i:anHHM TIMM cTaBHT.bCH 

RM'.marreHHJI HeBiJI.OMHX rrapm.ieTpiB Ha OCHOBi CIIOCTepelI\]"Bamrx. 0TpHMaHi napaMeTpll MO:tKe 

6yTH BlIKOpHcrnno B ITO,IJ,aJibIIIOMy anarri3i, nanpHKJia,IJ,, ;:i:rrH p03rri3naBamrn o6pa3iB. TIMM 
\IOJI(e po3rmr)J.arn:c51 HK HaiirrpoCTirna EaB:ecoBa Mepe)I(a ;:i:oBipH [1]. 

TipH np.rrpO,Il.HbOl MOBH rrepIIHIM KpOKOM neo6xil(HO BH3Ha•nnn: ,Il.O 5IKOl qacnrnH 

\IOBH CTaBHTbC.$1. KO)I(He 3i CJiiB y rrporro3HUiL B att:rniHChKi:H: MOBi 3a:B)J.amrn na IJ.bOMY ernrri 

Ha3HBaCTbC5I Part-Of-Speech tagging. 5IKH~f o6paso~r MH MO)I(eMo BH3Ha'HHH 11acnrny MOBH 

OKpeMoro 'IJieHa 1Ip01103HI\ii'? Po3rJUUICMO aHrniHCbKOIO MOBOIO: «The can will rush>. 
0DKC, the apnIKJib a6o qaCTKa «TCM»; can - MO)I(C O)(HO'!aCHO 6ynI M MO,IJ;aJJbHHM 

.::i,ieCJIOBOM, i iMeHHHKOM, i ,IJ,ieCJIOBOM; will MO,n;aru.ne ,n;iecJIOBO, iMCHHHK i ,IJ,iE:CJIOBO;. rust 
i\IeHHHK a6o }J.ieCJIOBO. y CTaTHCTil'IHOMY rri;::i:xo}J.i Heo6xi;:i:HO no6y,IJ;yBaTH rn6.1HIJ,IO 

ll),IOBipHOCTeH BHKOpHCTaHH5! CJiiB y KQ)IUIOMY rpaMaUPTHOMY 3H:aqeHHi. 3aB)J.aHHH MQ)KHa 

p03B
1
5I3aTII Ha OCHOBi TCCTOBHX TCKCTiB, npoanarrbosamrx Bp)TLJ:Hy. I Bi,Il.pasy MO)!<Ha BHl(iJIIITH 

o.:J:Hy b npo6rreM: CJIOBO «cam> y 6iJILIIIOCTi mrna;:i:KiB BHKOpHCTOBYE:T.bC5I 5IK ,IJ,iecrroBa, a11e iHOl(i 

BOHO MO)I(e 6yTH H iMCHHHKOM. BpaxonyroqH HC,Il,OJiiK, 6y,1a CTBOpeua MOl(CJih, rn:o yxBa.nIOe 

B yBary TOM ¢aKT, n~o rricmr apnIKJI5I rri,IJ,e rrpHKMCTHHK a6o iMeHHI1:K: 




