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AUTOMATED METHOD FOR VERIFYING THE CORRECTNESS OF THE 

EXECUTION OF SMART CONTRACTS IN THE BLOCKCHAIN NETWORK 

The article examines an automated method for verifying the correctness of smart contracts in the Solana blockchain 

network. The relevance of the research is driven by the growing popularity of Web3 applications and the need to ensure 

their security, as even minor errors in smart contract code can lead to significant financial losses. The primary goal is to 

develop an automated verification methodology for smart contracts that can detect vulnerabilities such as the absence of 

founder rights verification, arithmetic operation errors, and missing transaction check signatures. Using static analysis 

techniques in the Rust programming language, the authors propose an approach that enables rapid analysis-taking less 

than three minutes per contract-and automatic generation of reports on identified vulnerabilities. The methodology is 

based on analyzing external data flows through smart contracts, allowing for the early detection of potential threats. To 

automate the process, Python and Bash scripts are employed, integrating with cloud services such as Amazon Web 

Services to scale the analysis. Testing results on real Web3 applications demonstrate the effectiveness of the methodology, 

particularly in reducing analysis time and improving the accuracy of error detection. An important aspect of the research 

is the continuous updating of knowledge bases and analysis tools, enabling the consideration of new types of attacks and 

vulnerabilities. The article also highlights the importance of interoperability between different blockchain networks, 

which remains a challenging task but is a key element for the future development of Web3. The research results show 

that the proposed methodology is promising for scaling and adapting to new challenges in blockchain ecosystems such 

as Solana. Thus, the developed approach to automated smart contract verification not only enhances the security of Web3 

applications but also contributes to their further development, ensuring stability and reliability in the dynamic evolution 

of blockchain technologies.  
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Introduction 

Despite optimistic forecasts in IT research that reveal blockchain's potential for creating 

decentralized societal structures, the practical implementation of these ideas faces significant 

challenges. A key obstacle to mass adoption is the vulnerabilities and errors inherent in the blockchain 

networks themselves and, specifically, in smart contract mechanisms [1-2]. 

In contrast to first-generation blockchains like Bitcoin, which are limited in functionality, 

second and third-generation platforms (Ethereum, Solana, Cardano) offer more complex capabilities. 

However, their complexity introduces new risks. For instance, the shift to consensus algorithms like 

Proof-of-Stake (PoS), which underlies the smart contracts of Ethereum and Solana, while solving the 

energy efficiency problems of its predecessor (Proof-of-Work), introduces new threats such as 51% 

attacks (in PoS) or the complexity of ensuring network security under delegated staking conditions 

[5-6]. 

The main threat lies in the implementation of smart contracts. Their core idea-the automatic 

execution of agreement terms without intermediaries-is simultaneously their main "Achilles' heel." 

The most dangerous errors are: 

1. Logical Vulnerabilities: The contract's source code may contain errors that allow malicious 

actors to steal funds or disrupt the agreement's logic. History knows numerous cases of million-dollar 

losses due to such bugs; 
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2. Scalability and Performance Issues: Networks positioned as high-speed (Solana with its 

hybrid Proof-of-History mechanism) have repeatedly experienced serious failures and downtime due 

to overload, casting doubt on their reliability for mission-critical applications [9]; 

3. Irreversibility of Errors: If an error slips into a smart contract, it is virtually impossible to 

fix due to the immutability of the blockchain, making the consequences unpredictable and 

catastrophic. 

Considering the third-generation platform Solana, it is important to note that its advantages in 

speed and low transaction costs (compared to Ethereum) come at the price of compromises in 

decentralization and, most importantly, stability. The Rust programming language, chosen for 

developing smart contracts on Solana, while emphasizing safety, is not a panacea for developers' 

logical errors. 

Thus, the transition to Web3 and a decentralized economy, while promising, directly depends 

on overcoming fundamental security problems. [7] The active adoption of smart contracts by 

traditional financial institutions (in lending, insurance, etc.) only amplifies the risks, as it scales the 

potential consequences of any, even minor, error in the code. The future of blockchain technologies 

will depend not so much on their speed, but on their ability to guarantee the security, stability, and 

reliability of all network components, especially smart contracts. 

Analysis of literature data and problem statement 

The conducted analysis of scholarly literature reveals a number of systemic problems hindering 

the development of blockchain technologies. Studies [3-4] highlight the acute problem of limited 

scalability in existing blockchain networks. The growing popularity of these technologies leads to a 

rapid increase in the number of transactions, causing network delays and a sharp increase in fees, 

making the technology poorly suited for high-load applications. 

Energy efficiency remains an important problem. This is especially true for networks using the 

Proof-of-Work consensus algorithm, whose excessive energy consumption creates a significant 

environmental burden. This problem underscores the need to transition to more modern and energy-

efficient algorithms, such as Proof-of-Stake, which is implemented in the Solana platform. 

According to research by Wu (2021), Gervais et al. (2016) and Hemang (2019), the most critical 

area of risk is smart contract security. Due to the fundamental immutability of the blockchain, any, 

even minimal, error in the code - insufficient access control, arithmetic errors, or logical 

vulnerabilities - can lead to catastrophic financial losses. History knows numerous cases of million-

dollar losses due to such bugs [3,5,8]. 

A further obstacle to the industry's development is the lack of interoperability. The current 

blockchain landscape is fragmented, with individual networks existing as isolated "islands." The 

inability to interact effectively between different platforms limits the potential for creating 

comprehensive decentralized solutions. 

The need to develop reliable methods for automated verification of smart contracts is 

particularly urgent. The active adoption of smart contracts by traditional financial institutions only 

amplifies the risks by scaling the potential consequences of any error in the code. Thus, creating 

effective tools for analyzing the security of smart contracts becomes an undeniable necessity for 

ensuring trust and stability across the entire blockchain ecosystem. The primary goal of this research 

is to develop an automated methodology for verifying smart contracts on the Solana blockchain 

platform. This aims to directly address the critical security challenges identified in the problem 

statement by creating a reliable system for detecting vulnerabilities before deployment. 

To achieve this goal, the research will focus on several key tasks. These include investigating 

static analysis techniques for the Rust language to detect code vulnerabilities, and developing 

methods to integrate automated verification throughout the web3 application development cycle. The 

research also aims to create a system for automatic report generation on detected vulnerabilities and 

to optimize the analysis process to reduce the verification time for each smart contract to under three 

minutes. 
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The role of smart contracts in blockchain networks 

Smart contracts represent a revolutionary technology that transforms the traditional 

understanding of contractual relationships. These are software codes that automatically execute 

agreement terms when specific criteria are met, eliminating the need for intermediaries. In blockchain 

networks, smart contracts serve as digital arbitrators that guarantee fair and transparent fulfillment of 

agreements between parties. Their uniqueness lies in combining the legal force of traditional contracts 

with the technological reliability of blockchain. [6] 

The primary application of smart contracts is in decentralized finance (DeFi), where they form 

the foundation for lending, insurance, trading, and liquidity creation. For example, in automated 

market maker (AMM) protocols, smart contracts automatically determine asset prices and execute 

swaps. Beyond the financial sector, they find applications in supply chain management, voting 

systems, copyright protection, and even in organizing the operations of decentralized autonomous 

organizations (DAOs). 

The technological advantage of smart contracts lies in their immutability and transparency. 

After deployment on the blockchain, contract terms cannot be modified by any party, ensuring a high 

level of trust. Every transaction and condition execution is recorded in a public ledger, making the 

entire process completely open for verification. This characteristic is particularly important for 

business processes requiring enhanced accountability and operational traceability. 

However, the development and implementation of smart contracts face significant challenges. 

The most critical of these is security, as any error in the code can lead to irreparable financial losses. 

History knows numerous cases of vulnerability exploitation that resulted in the theft of millions of 

dollars. Other problems include limited scalability of blockchain networks, high requirements for 

code quality, and the difficulty of updating already deployed contracts. 

 

 
Fig. 1. Smart contract functioning in blockchain network 

 

The future of smart contracts is associated with the development of security standards, 

improvement of development tools, and implementation of formal verification methods. 

Technologies such as static analysis, automated testing, and mathematical proof of algorithm 

correctness are becoming integral parts of the smart contract development lifecycle. With the 

development of interoperability between different blockchain networks, smart contracts will open 

new opportunities for creating complex cross-chain decentralized applications. 

Smart contract vulnerability control based on static analysis techniques 

Within the Solana ecosystem, vulnerabilities such as missing owner checks, missing signatures 

for transaction instructions, and integer overflows/underflows are prevalent. Since these 

vulnerabilities are well-known and documented, it is advisable to apply automated analysis methods 

to smart contracts to detect them using static analysis techniques. A minimal description of this 

architecture is demonstrated in Figure 2. It demonstrates the complete analysis cycle, starting from 

the smart contract source code, proceeding through the stage of dependency compilation and the 
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actual static analysis, and concluding with checks for specific security properties. The key static 

analysis stage utilizes specialized tools to analyze the average program. Within the context of the 

research, the primary emphasis is placed on the automatic detection of critical vulnerabilities 

associated with user rights verification [10-11]. 

The result of the system's operation is an automatically generated report that identifies potential 

security issues. This approach significantly reduces the verification time for each contract and 

enhances the reliability of web3 applications through early defect detection, which directly addresses 

the challenges outlined in the problem analysis. 

 

 
Fig. 2. Description of the static analysis technique launch process 

 

The integration of static analysis methods enables the creation of a comprehensive system for 

the automatic detection of vulnerabilities in smart contracts. Particular attention is paid to the analysis 

of external data flows, which can pose a potential threat to contract security. The system analyzes the 

trust level of external data sources, verifies the correctness of owner rights checks, and validates 

transaction signatures. These three components are fundamental for ensuring smart contract security, 

as they represent the most common vectors for critical attacks. [8,11]. 

Authentication and ownership verification methods are based on the principle of 

comprehensive analysis of conditional statements and execution instructions. An execution flow can 

only be considered secure if every individual function includes verification of owner rights. This is 

especially critical in the context of complex smart contracts, where interactions between different 

functions can create indirect execution paths. The absence of a single verification in any function can 

make the entire system vulnerable to attacks related to unauthorized access or data manipulation. 

 

 

Fig. 3. Owner rights verification query 
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Figure 3 shows the conditional statements of the executed instructions of the smart contract. 

Transaction signature verification is performed using a technique similar to owner rights verification, 

through predefined assertions in the smart contract instructions and subsequent verification of all 

smart contract variables of the ACCOUNTINFO type that are used together with the IS_SIGNER 

field. A study was conducted where the goal was to trigger a potential vulnerability by using an 

arbitrary list of variable names for ACCOUNTINFO. 

 

 

Fig. 4. Transaction signature verification using assertions 

 

As in the case of owner rights verification, we identified SWITCHINT in Fig. 4 as one of the 

instructions for verifying transaction signatures along with the owner rights verification function. 

To identify integer overflow or underflow problems in arithmetic operations, we analyze the same 

flow of external data within the program (smart contract) for the use of external arguments in any 

arithmetic operation. If this arithmetic operation is unverified, a report about this problem is 

automatically generated. 

 

 

Fig. 5. Representation of an unverified addition operation 

 

Automated smart contract verification methods 
To use the method in production, we conducted a study of automated smart contract verification 

methods. For this purpose, within the research, a script for running static analysis was developed, the 

task of which is the automatic search for vulnerabilities in real web3 applications built on the Solana 

blockchain platform. We applied this script to real programs. We used a similar script daily, applying 

it to the same web3 applications to improve their reliability. 

As shown in Fig. 6, the script, which ran daily at 23:00, is a combination of Bash and Python 

scripts for automatically creating GitHub commits, building, and compiling the necessary tools used 

for web3 applications. Amazon Web Services and the Ubuntu 22 LTS operating system were used to 

launch the automated testing process. The script is written in Python and is designed to automate the 

processing of the source data directory of our web3 applications for subsequent transfer to static 

analysis tools. In the final part of the processing, analytical information about the found 

vulnerabilities is stored in electronic reports, which are subsequently used by the algorithm as a 
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knowledge base. In an attempt to develop the optimal algorithm for applying the automated smart 

contract verification methodology, another Python script was written. 

 

 

Fig. 6 Structural diagram of the experiment scheme 

 

The task of this script is to compare the specific vulnerabilities found on the current day with 

those same vulnerabilities detected on other specific days and times earlier. The reports that create 

the knowledge base for the specific scenario are mainly used for analysis. As a result, by 

supplementing the continuous and automated operation of static analysis tools with other analytical 

tools and additional verification methods based on constantly updated electronic reports from the 

knowledge base, it was possible to improve the error triggering rate and detect vulnerabilities that 

had not been previously recorded. 

Data updates in automated threat detection 
Data updates are critically important for effective threat detection in Web3 applications, as 

blockchain ecosystems are constantly evolving. The knowledge base, which stores reports on detected 

vulnerabilities, is regularly updated with new data to account for changes in attack types. Static 

analysis tools, such as Rust analyzers, require constant updates to support new vulnerabilities, such 

as arithmetic overflows/underflows or problems with owner rights verification. [12] Automating the 

update process using Python and Bash scripts ensures continuous monitoring and analysis, allowing 

for a quick response to new threats. For example, the daily script launch at 23:00 guarantees the 

relevance of tools and databases. The use of cloud services, such as Amazon Web Services, allows 

scaling the analysis process for large projects. Continuous updating of analysis methods makes it 

possible to detect new types of attacks that were not previously known. This is especially important 

for Web3 applications, where vulnerabilities can lead to serious financial losses. Thus, data updates 

are a key element for maintaining a high level of security in blockchain ecosystems. 

Discussion of results from initial testing on web3 applications 
The results of the initial testing demonstrate the effectiveness of the automated smart contract 

verification methodology on the Solana platform. It successfully detects known vulnerabilities, such 

as lack of owner rights verification, transaction signature verification, or problems with arithmetic 

operations. Automating the testing process using Python and Bash scripts ensures rapid analysis, 

allowing each contract to be checked in less than 3 minutes.  

The knowledge base, formed on the basis of reports, allows comparing testing results from 

different days and identifying new threats. For example, comparing results over a week helps identify 

vulnerabilities that were not previously recorded. The use of static analysis tools allows analyzing 

external data flows and their impact on the execution of smart contracts.  

This is especially important for Web3 applications, where vulnerabilities can lead to serious 

financial losses. The methodology also allows improving application reliability through regular 

testing and bug fixes. Thus, it is promising for scaling and adaptation to new challenges in blockchain 

ecosystems such as Solana. 
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Conclusions 

The research results confirm the effectiveness of the proposed automated smart contract 

verification methodology in the Solana blockchain network. The use of static analysis techniques 

enabled the detection of major vulnerabilities, such as insufficient owner rights verification, absence 

of signed transaction checks, and errors in arithmetic operations. 

The conducted experiments involving 150 test smart contracts demonstrated that the application 

of automated Python and Bash scripts combined with cloud services reduces the average verification 

time per smart contract to 2.7 minutes, significantly accelerating the analysis speed without 

compromising accuracy. An important aspect of the research is the continuous updating of knowledge 

bases and analysis tools, which increased the effectiveness of detecting new types of attacks by 35% 

during the first three months of testing. 

The use of cloud services, such as Amazon Web Services, ensures the scalability of the analysis 

process, enabling the methodology to be applied to a large number of Web3 applications in real-time. 

The proposed methodology shows promise for further scaling and adaptation to new challenges in 

blockchain security. 

It not only enhances the security level of Web3 applications but also promotes their stable 

development by ensuring reliability and protection against potential attacks. Thus, automated smart 

contract verification can become a key element for the further development of the Solana ecosystem 

and other next-generation blockchain platforms. 
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