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THE CONCEPTUAL MODEL OF THE INTELLIGENT NETWORK

The development of the concept of Intelligent Control Systems (ICS) gives rise to a number of fundamental
problems, one of which is the form of presenting information for the organization of control mechanisms. At the same
time, the most important aspect is the analysis of the possibilities and features of the use of various information
technologies for information processing in the tasks of intelligent control. The conceptual model of the intellectual
network, which is proposed to be used in the synthesis of the control information transmission network in the intelligent
systems of control of the infocommunication networks, is investigated. It is shown that the following features must be
taken into account during the synthesis of Intelligent Control Systems: the processing speed at the upper levels of the
conceptual model decreases with the growth of "intelligence", which in turn falls as we move down the transportation
level of the proposed model. The principles of construction and architecture of the ICS are presented, taking into account
the current readings of measuring and information means. A model for servicing a claim in ICS is proposed, which uses
the use of controllability determinants and centralized logic. Dynamic distribution of information flows has been shown
to be one of the effective ways to increase the use of network resources in an emergency. In order to ensure dynamic
flow distribution in the control information transmission network, it is proposed to use a dynamic flow distribution control
system, which is a subsystem of ICS. Dynamic routing has been shown to be effective only with average channel usage.
It has been proven that dynamic routing is effective only with average channel usage.
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Introduction

The control of modern information and communication networks should be independent of the
services that are provided to the consumer. For the interaction of distributed control components in a
single system, as well as for the implementation of control functions, a network is needed to transmit
control information. The development of the concept of Intelligent Control Systems (ICS) raises a
number of fundamental issues. The first of them is associated with the form of presentation of
information for the organization of control mechanisms. At the same time, the most important aspect
is the analysis of the possibilities and features of the use of various information technologies for
processing information in intelligent control tasks.

For parametric and structural adjustment of control algorithms, modification of the program to
achieve control goals, and if necessary, their correction, taking into account the current readings of
measuring and information tools, the principles of building the ICS are proposed. The need for
effective identification of emergencies, providing significant capabilities for analysis and recognition
of the deviation of the parameters of control objects from the norm, necessitate the use of a
hierarchical organization of ISU. The formation of a strategy of appropriate behavior, planning a
sequence of actions, the synthesis of executive laws that satisfy the specified quality indicators, is
associated with the distribution of intellectual functions between the levels of the network. This
ensures the selection of a unique set of proprietary models for the presentation of information, their
processing mechanisms, means of information support and expectations of control objects.

The main selection criterion should be the necessary quality of the control system functioning
under conditions of uncertainty with the random nature of external disturbances, which include
unforeseen changes in goals, own operational characteristics, environmental parameters, etc.

Literature Analysis and Problem Statement

In recent years, developers are increasingly having to solve the problems of designing object
control systems of a rather complex nature. Objects for which there is a need to develop a new
concept for constructing control systems is commonly called "large systems.” Unfortunately, there
is no clear definition of large systems that would suit all professionals. Quite often in the literature
you can find only those characteristic features that do not allow adhering to traditional methods
developing in the theory of identification. This is confirmed by the works [1].

In [2], the basic methods of the theory of optimal control are considered: dynamic
programming, the Pontryahin minimum principle, numerical optimization methods. These methods
are the basis for building control systems. However, the work does not show the possibility of using
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the considered methods for constructing intelligent control systems. In [3], a comparative
characteristic of information structures in group decision problems and their influence on the
flexibility of group optimization are presented. This is an important issue at the stage of synthesis of
complex technical systems. Moreover, the results of the study for emergency situations are not
covered.

In the literature [4], the term "intelligent system™ was formed, which emphasizes the main
difference between such systems - the possibility of systematic information processing. However,
the issues of autonomy, adaptability and reliability of control systems in the presence of various kinds
of uncertainties are not fully disclosed. The publication [5] presents the features of the synthesis of a
TMN second-level communication network control system with a combined control principle, and
the control principles for perturbation and deviation are considered in detail. Moreover, the results
of the study for the case of intelligent systems are not covered.

Publication [6] is devoted to the study of the architecture of an intelligent network, the
development of methods for calculating the basic parameters of a network, the relationships between
them and vector network synthesis. At the same time, it is not shown which methods of vector
synthesis are appropriate to use when optimizing the intelligent network. In [7], a new technological
approach for the architecture of the Internet of things (IoT) networks was demonstrated. It involves
a multi-tier implementation using cloud servers, optimized data streaming and loading. This will
significantly reduce the transmission time, costs and memory of the main cloud server.

The article [8] explores the main points of the theory of automatic control. The stages of its
formation as a science are given. The terminology and conceptual ideas of the construction of closed
systems, as well as the theory of perturbations, stability and synthesis of self-tuning systems as part
of the general theory of automatic control are considered. However, the synthesis and control of
intelligent systems are not considered in the work. The article [9] explores the technology of building
5G mobile networks, which should provide the conditions for the creation of ultra-dense networks
for high-quality services. A method for optimizing signal parameters by a uniform criterion is
developed. This method can be used to build an intelligent infocommunication network control
system.

Based on the analysis of literary sources, the following conclusions can be drawn. In the study,
analysis and synthesis of information and communication networks, the apparatus of complex
systems is effective. The creation of systems a priori oriented to work in conditions of incompleteness
or fuzziness of the initial information, the uncertainty of external disturbances and the operating
environment requires the use of non-traditional approaches to control using artificial intelligence
methods and technologies. Such systems, called intelligent control systems, actually create a new
class for which the principles of construction, analysis and synthesis methods should take into account
all the characteristic features of heterogeneous telecommunication networks of the future.

Aim of the Article

The aim of the work is to develop the concept of building intelligent control systems to ensure
the effective, flexible and reliable functioning of infocommunication networks. To achieve this goal
it is necessary to solve the following tasks:

formalization of the synthesis problem of the transmission network of control information
according to the conceptual model of an intelligent network;

building and researching the requirements service model in an intelligent control system;

application of dynamic distribution of information flows in an intelligent control system.

The Main Section

Intelligent Network Conceptual Model

The problem of managing infocommunication networks is one of the most important in the
practice of operating networks. The requirements for a modern control system for an
infocommunication network are significantly different from previously known ones. The user of the
digital future should be able to not only receive a variety of high-quality services, but also create the
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services he needs. To provide this opportunity, it is necessary to synthesize an intelligent control
system (ICS). The main property of the ICS is the fact that the control information transmission
network is built according to the conceptual model of an intelligent network (Fig. 1).

Intellectual level

(Intelligent network nodes)
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(Switching nodes)

Fig. 1. Intelligent network conceptual model

Intelligent systems are characterized by two significant features. Processing speed decreases
with the growth of "intelligence"”, which, in turn, decreases as you move down the transport level of
the proposed model. This causes those problems that require an optimal solution when using the
concept of an intelligent network.

Thus, taking into account modern requirements, it is proposed to build infocommunication
network control systems using the methods and technologies of intelligent networks. The main
property of intelligent control systems is the fact that the control information transmission network is
built according to the conceptual model of an intelligent network. With this approach to the synthesis
of the control information transmission network, the processing speed at the upper levels decreases
with the growth of "intelligence", which, in turn, decreases as it moves down the transport level of
the proposed model.

The Requirements Service Model in The Intelligent Control System

The requirements service model in the ICS, shown in Fig. 2, implies the introduction of control
actions determinants - these are additional software and / or hardware tools that facilitate the further
expansion of functions and changes to any system.

The requirements service model in the ICS includes three main components: 1) basic
requirements processing unit; 2) a control action determinant that recognizes applications forwarded
to the ICS and temporarily suspends the requirements service process for the period of information
exchange with the ICS logic control unit; 3) ICS logical control unit containing hardware and software
designed to create additional control actions and transmit information that controls standard
requirements processing processes.

This separation of requirements servicing functions in an intelligent system has several
advantages. To perform the functions of a determinant of the control action, only a small correction
of the existing switching systems is necessary, which is implemented by the corresponding software.
The central logical control unit allows you to speed up and simplify the process of entering new and
correcting existing control actions, which affects the efficiency of the entire network. It is proposed
to consider the ICS conceptual model as a structure of three planes (levels) (Fig. 3).

The model separates control commands and aspects related to the network, which allows you
to describe the capabilities of an intelligent network regardless of the core network over which the
intelligent add-on is created.
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Fig. 2. The requirements service model in the ICS
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Fig. 3. Conceptual model ICS
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The first level is control commands. The second level - functional - describes the capabilities
of the network that are necessary for the implementation of services. The network is considered as a
whole, requirements processing models and structural blocks independent of control commands are
given.

The third level - physical - describes the nodes of the network, the functional elements contained
in them and the interaction protocols. At this level, physical elements are determined, ways of
mapping functional elements to physical ones, and ways to implement network elements of an
intelligent network are described.

Blocks independent of control commands provide standard reusable functions. The basic
process of processing requirements is carried out by a specialized unit that interacts with other units
through points of initialization and completion.

The main requirements for the structure of an intelligent network are:

1) network functions are performed in nodes of an intelligent network;

2) anode can perform one or more functions;

3) the execution of acommon network function cannot be carried out jointly by several nodes;

4) two different nodes can perform the same network functions;

5) nodes must have standard interfaces;

6) the distribution of network functions across nodes and standard interfaces should not be
network dependent.

Thus, amodel for servicing requirements in the IMS is proposed, which implies the introduction
of determinants of the control action and centralized logic, which allows to speed up and simplify the
process of introducing new and correcting existing control actions. This makes it possible to increase
the efficiency of the entire network.

Dynamic Distribution of Information Flows in the ICS

One of the effective ways to increase the use of network resources in emergency conditions is
the dynamic distribution of information flows [7].

To ensure the dynamic distribution of flows in the control information transmission network, it
is proposed to use a system of dynamic control of the distribution of flows, which is a subsystem of
the ICS. Packet transfer with dynamic control of packet flows is provided not only along the direct
path, but also along any of the available workarounds depending on the network situation [8].

The probability of occupying the resources of this path is due to the probability of occupying
the memory resources of the network nodes through which this path passes, and the probability of
occupying the virtual channels, which is characterized by the utilization factor p, 0 <p <1.

With a uniform load on the entire network, the probability of the presence of a busy main, but
free one workaround, that is, the probability of choosing a workaround for packet transmission can
be calculated as follows: P = p (1 —p).

Probability of choosing N — 1 workaround: P = p (1-pN-1).

Fig. 4 shows graphs of the dependence of the probability of choosing a workaround P on the
channel utilization factor p in the presence of two, three and four acceptable directions (paths) of
information transfer.

As can be seen from Fig. 4, the probability P of choosing one of the N — 1 detours is small, both
for small values of p (the load is small, so there is no need to use not a direct, but a detour), and for
large values of p. Since the workaround is usually a longer path, selecting it for transmission leads
to an increase in the overall coefficient use of channels.

Assume that the utilization rate increases uniformly across the network by «, then

P~ p(l+a)A-[p1+a)]N -1). 1)

It should be noted that this dependence is satisfied forp <1/ (1 + a)
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Fig. 4. Graphs of the dependence of the probability P of choosing a workaround on the utilization
rate of channels p in the presence of two, three, and four acceptable directions (paths) of packet
transmission

Fig. 5 shows plots of the dependence of P on p when using workarounds, given that a = 20%.
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Fig. 5. Graphs of the dependence of P on p when using workarounds for o = 20%

Thus, one of the effective ways to increase the use of network resources in emergency
conditions is the dynamic distribution of information flows. To ensure the dynamic distribution of
flows in the control information transmission network, it is proposed to use a system of dynamic
control of the distribution of flows, which is a subsystem of the ICS. To confirm the effectiveness of
dynamic routing, studies were conducted of the dependence of the probability of choosing bypass
information transmission routes on the channel utilization factor. It is shown that dynamic routing is
effective only with the average use of channels.

Result and Discussion

Research Results of the Average Delay Time in the Control Transmission Network

The average delay time of a message in the network, including the waiting time for
transmission over channels, with a static distribution of packet transmission paths:

Z'ST=HXI—/(1_,0)1 (2)

where H is the average number of transit sections in the selected transmission path.
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The calculation by formula (2) implies the following restrictions: Poisson message flows in the
network, an exponential distribution of message lengths with an average number of packets L, and a
normalized unit time of transmission of a packet over a channel.

With dynamic distribution of packet streams, two options are possible: either packets of one
message are waiting for the channel to be released in the originally selected path for the message
(virtual channel network), or transmitted along each of the roundabouts (datagram mode).

For the first case:

ror= HxL/[(1-p(1+a)], (3)

where (1 + o) takes into account the fact that part of the load during dynamic control of the distribution
of packet flows will be transmitted along longer paths.

In the second case, for the condition that there is no waiting for transmission over the channels,
the delay time of a message in the network consists of the time required to transmit L packets from
the first (initial) node, and the transmission time of each packet from H (1+a)-1 other (transit) nodes.
Assuming that the time taken to transmit one packet is equal to one, the total time required to transmit
L packets from the source node is equal to L units.

Since in the datagram mode all packets of one message are transmitted over the network in
parallel in different ways, it can be assumed that the transmission time of all packets through the
transit nodes of the network is numerically equal to the transmission time of one packet over the
network. Thus, in the datagram mode, the transmission time of packets through the transit nodes
takes H (1+a)-1 units of time. Thus:

ro.=L+H(+a)-1. 4)

Given (2) for the main path and (4) for workarounds, we find the total average delay time of
messages in the network with the dynamic distribution of packet flows:

o=0-P)H/(Q1-p)+P[L-1+H(Q+a)]. (5)

Fig. 6 shows graphs of the dependence of the average network delay time on the channel
utilization in the case of static (constant routes) and dynamic (dynamic routing) packet distributions
at o = 20% and two (N = 2) and four (N = 4) valid paths packet transfer.

Graphs analysis in Fig. 6 shows that dynamic routing is only effective with average channel
utilization. However, it is worth noting that this comparison of the dynamic and static distributions
of packet flows is carried out to evenly distribute the load on an absolutely reliable network. In case
of load distortions and / or any damage on the network, the dynamic distribution of packet flows leads
to a significantly greater effect.

Thus, the dynamic control of the distribution of information flows is most effective in
emergency situations on the network. Moreover, in conditions of significant network congestion, the
use of only one dynamic control of the distribution of information flows can not only not improve,
but even worsen the quality of message transmission (message transmission delay). Therefore,
dynamic control of the distribution of information flows must be applied in combination with other
methods, and, first of all, with the method of controlling the amount of information flow entering the
network.

Discussion of Research Results on the Principles of Building an Intelligent Control System
for Infocommunication Networks

Given the trends in the rapid development of telecommunication networks, requirements are
set for a modern control system that differ significantly from previously known ones [5, 6]. The user
of the digital future should be able to not only receive a variety of high-quality services, but also
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create the services he needs [1]. The proposed ICS allows you to not only effectively manage, but
also create a wide variety of services. This is achieved due to the fact that the control information
transmission network is built on the basis of an intelligent network from blocks independent of
services [2, 8].
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Fig.6. Graphs of the average network delay time versus channel utilization coefficient: curve t1(p) -
for the case of static packet distribution; curve t2(p) - for the case of dynamic distribution of
packets at 0. = 20% and N = 2; curve t3(p) - for the case of dynamic distribution of packets at

a=20%and N =4

The concept of an intelligent network allows creating scenarios of a wide variety of services
for each user with a limited amount of databases, which is especially important for the digital
economy. The advantage of intelligent control systems in practice is that the proposed model for
servicing requirements in the ICS implies the introduction of determinants of the control action and
centralized logic, which makes it possible to speed up and simplify the process of introducing new
and correcting existing control actions, which affects the efficiency of the entire network. The main
advantage of the proposed approach is that the introduction of determinants of the control action
facilitates the further expansion of functions and the introduction of changes to any system.

Compared to the combined control principle [6], the proposed approach provides choice of
unique together their own models of knowledge representation, mechanisms for their processing and
updating, information support tools and expectations of facilities control. In addition, unlike the
techniques proposed in [8], it becomes possible to increase the use of network resources in emergency
conditions using dynamic distribution of information flows. At the same time, it should be noted that
the possibilities of applying the proposed approach to the construction of a control system are limited
by the need for a priori knowledge of the network structure.

Dynamic control of the distribution of information flows is most effective in emergency
situations on the network. However, in conditions of significant network congestion, the use of only
one dynamic control of the distribution of information flows may not only not improve, but even
worsen the quality of message transmission. This position requires the integrated use of the dynamic
method with other methods of controlling the distribution of information flows.

Further development of the proposed principle of dynamic control of the distribution of
information flows consists in the need to apply it in combination with other methods, and, first of all,
with the method of controlling the amount of information flow entering the network.
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Conclusions

A model for servicing requirements for an intelligent network is proposed, which involves the
introduction of determinants of control actions and centralized logic, which allows to accelerate and
significantly simplify the process of introducing new or making adjustments to existing control
actions that affect the efficiency of the entire network.

Effective methods of increasing the use of network resources in emergency conditions have
been studied. It was determined that this is a dynamic distribution of information flows. To ensure
the dynamic distribution of flows in the network, we have proposed using a dynamic flow distribution
control system. It has been proven that dynamic routing is effective only with average channel usage.
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