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GDPR —30posi, a He 3axucT

B crarTi posrnmsHyTi ocHOBHI Bimomocti npo GDPR, pernameHT, 1o 3MiHUB BiJIHOLIEHHS JI0 pETyJIOBaHHS
nmaHux B €Bpomi Ta Horo ocHOBHI mpoOiemu. Ha KOHKpETHHX NpHKIaZax HaBEACHI SICKPABO BUPaXCHI HETOTIKH
CTBOPEHOTO PETJIAMEHTY, 3 SKHMH Mae€ 3IMTOBXHYTHCH KOXKEH, XTO BiArernep xoue cmiBmparoBatu 3 €C. OcobnmBa
yBara mpuIilieHa mpo0iieMaM TIPaKTHYHOI peaji3amii perfiaMeHTy, a TaKoX BHKOPHCTAaHHIO SIBHUX HEJOMTIKiB
pernaMeHTy Ha KOPHUCTD 3JI0BMUCHHKA.

Knwuosi cnosa: GDPR, permamenTt, 3axuct maHuWxX, mTpadu, SKCTEPUTOPIaNBHICTh, NOKYMEHT, iHIyCTpid,
O10/KeT, TapreToBaHa pekiiaMa, epcoHalbHi JaHi, BUMOTH, iHpopMallis, npaBo «0yTu 3a0yTUM», cKapra.

1. IIlo Take GDPR?

GDPR (General Data Protection Regulation) — me 3aranbHuil perjaMeHT 3aXHCTy JaHUX,
axuit 3 25 tpaBHs 2018 poky perymoe 36ip, yHi(ikaIito i BAKOPUCTAHHS MEPCOHATBHUX JaHHUX Y
kpainax €C. Mis mporo Pernmamenty mnommproeTrbess W Ha Kommadii 3a Mexamu €C, Tomy
MIJIPUEMCTBA, SKI 3MIACHIOIOTH MAisUIbHICTE Ha TepuTOopii €Bpocorody abo B mpoleci CBOET
IisTbHOCTI 30MparoTh MaHi rpomassH €C, moBuHHI Bignosinatu Bumoram GDPR [1].

3a TekcToM oKyMeHTy, Metoro GDPR e:

e ["apMoHi3aIlisi 3aKOHOIaBCTBA PO 3aXUCT JAaHUX 10 BcboMy €C;

e MoepHi3allis 3aKOHIB PO 3aXKUCT JAHUX Y CBITIII TEXHOJIOTIYHUX 3MiH;

e [locuneHHs npas rpomMasH;

e 30UIBIICHHS] BUMOT JI0 BIIOBIJAIBHOCTI i 000B’A3KiB KOHTPOJIEPIB TaHUX Ta OOPOOHHUKIB
JaHUX;

¢ BoCKOHAJIEHHS MPOIECY CTBOPEHHS OOIIKOBUX 3aMKCIB KOPHCTYBAYiB, a TAKOX KOHTPOIIb
3a JOTPUMaHHIM 3aKOHIB PO 3aXUCT JaHUX;

e 3abe3neyeHHs OUIBIIOT MPO30POCTI TOTO K BUKOPUCTOBYIOTHCS JIaH1, KMM 1 JIJIsl 4OTO.

GDPR perymntoe po6oTy 3 0cOOMCTUMHU JaHUMH, SKi 30€piraloThCs K Ha €NEKTPOHHUX HOCISX
iH(opMallii, Tak 1 B IHIIOMY BUIJIsAL. BianosinHo 10 HOpM PernameHTty nepcoHanbHi AaHi — 1€ BCl
JaHi, 10 JO03BOJIAIOTH MpsiMO abo omocepeakoBaHO iAeHTUdiKyBaTu ocoOy (im'a, IP, ampeca
CIIEKTPOHHOI MOIITH, COOKIES, reosIoKallis, JIOTiH, TOIIO).

2. XTo nmignmagae mijg airo perjiaMenrty?

Posrnsinemo sixk GDPR BrimmBae Ha kommaHii B KpaiHax, siki He € uneHamu €C. Hampukian,
BI3bMEMO KOMIIaHIIO fKa HaJa€ MOCIYrd, YU Mpojae ToBapu yepe3 I[HTepHET, B TaKOMY BHUIAJKY €
BIPOT1JHICTb, 1110 KOMITaH1s MiANaAe Mij] perjiaMeHT [2].

Jami, npuBeeMo JeKiibKka MUTaHb, SIKi JOTOMOXYTh BUSHAUUTH UM MiJNaga€ MiANPUEMCTBO
I1J] pEerJIaMeHT:

e Uy HamieHu# Baml MapKeTHHT Ha kopucTyBauiB €C? (Y 1boMy BUNAJIKY PO3TIISAAETHCS
TIIBKM TapreTOBaHUM MapKeTHHT, HANpHUKIa] pexinaMa y OelicOyk s kopuctyBauiB €C)

e Yu maere BU KIi€HTIB B €C?

e Yu maere BU CIiBpOOITHUKIB, IO MPaIo0Th B €C?

e Uu Mae KOMMaHist MocTiHe npeacTaBHULITBO B €C?

e Uu 06poluisieTe BU EpCOHANbBHI JaHi Cy0’ €KTiB, sIKi 3HAXOAAThCS B OAHIN 3 Kpain €C?

e Uy criBOparoeTe BM 3 KOMIAHISIMH, SIKI BXK€ BTUIMIIM BUMOTH PETJIAMEHTY, B CBOIO YEpTry
OCTaHHI Ta i 30€peXeHHs CBOTO CTAaTycy IOBHHHI OOMpaTH MiApsSIHUKA 33 THUM CaMUM
MIPUHITATIOM.

Sxmo Ha OyIb-siKe 3 MUTaHb BU MOXKETE BIAMOBICTH TaK, TO KOMIIaHIS MiANagae MiJ A0
pernamenty. Takox, skmo Bwu mpuitmMaeTe mnatexxi B €Bpo, TO Bam Takox mpuitaeTbcs
3ITOBXHYTHCH 3 BUMoramu GDPR.
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3. Homy Hac mae e TypoyBaTu?

[Tepm 3a Bee, perimamMeHT Oyie CTOCYBaTUCh PI3HUX MIKHAPOIHHUX IPOCKTIB, HAPHKIIA]]
OJnaroIiifHi MPOEKTH 3 MEPEIIKOHKaHHsI TOPTIBII JIFOJbMHU, HapKOTpadiky, Hanpukiaa Polaris
Project, Slavery Footprint, International Justice Mission ta 6araTto iHIIHX.

[To-gpyre GDPR 3maeTbcst cTBOpeHUM OUTBII AL TOTO, 00 3MYCHUTH NPHBATHUH CEKTOP
0i3Hecy BuTpayaTu rpomri Ha IT Ta momoBHIOBATH OIOKET 3a JOIMOMOIOI0 BEIMYE3HUX IITpadiB.
Jlo Takoro BUCHOBKY MOKHA MPUITH MpoaHaizyBaBiy iHpopmarlito B mxepenax [3] ra [4]. HoBoui
JIOPEYHO 3rajiaTd, M0 po3Mip mTpady 3a HEBUKOHAHHS pPEerJIaMeHTy ckianae a0 4% Bif piyHOTO
obopoty abo 20 minbiioHiB €Bpo. He auBisunch Ha Te, IO L€ BEPXHS Mexa mrpady, ACKpaBUM
npukianom crane kommnanis UBER, ska HemonasHo Oyna omrpadoBana Ha 434 Tucsdi eBpo. Ale
TAKOX PO3IUBMMOCH MpUKIan kommawii British Airways, ska Brpatmmna 380 THcsd 3amuciB 3
NEPCOHATBHUMHU JAaHUMH KJII€HTIB, B TAKOMY BHIIAAKY MITpad MOXKe CKIACTH 563 MUIBHOHU €BPO
(4% Bin piuHOTO 060POTY).

Fines are determined by the nature and severity of the infringement

Maximum fine of Maximum fine of
€20M / ~$22M, or 4% €10M / ~STIM, or 2%
of global annual turnover from the of global annual turnover from the
prior year (whichever is greater) prior year (whichever is greater)

. Failure to adhere to core principles of Failure to comply with technical and -

data processing, infringement of organizational requirements such as
personal rights, or the transfer of impact assessments, breach
personal data to other countries or communications, and certifications.

international organizations that do not (articles 25, 32, 33, 35)
ensure an adequate level of data
protection. (article 44)

Puc. 1. [IpuHuun po3nofiieHHs YacTKH mTpadiB 3a MEeBHI TUIIH HOPYIIECHb.

Jlo Toro ’, SKIIO MEPEeHECTUCh Ha JAaTy MOYaTKy Aii peryiaMeHTy, rajair0 KO>KHUH 3 Hac
OTPUMYBAB TOHHY €JIEKTPOHHOI MOUITH sfKa 1HpopMmyBasa Bac mpo Te, 110 KOMMaHisl aoNTyeThCs
nig Bumoru GDPR. Hanpuknan, s oTpuMaB JUCT BiJ KOMIIaHii 10 MOCIYT sKOi He 3BepTaBcs 4
POKH, 1, 3 YChOT'O I[LOTO MOXHA 3pOOUTH MPEKPACHUN BUCHOBOK — HIXTO HIKOJIM HE BUAAJISE Balll
JaHi MIiCJs OTPUMAaHHS.
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HERE'S HOW THE 4% GDPR FINE WOULD IMPACT THE LARGEST U.S. CORPORATIONS

Y walmart ¥ UnitedHealth Group

REVENUE REVENUE

5482B

¥r Exxon Mobile YX CVS Health

REVENUE REVENUE

$246B

General Motors
REVENUE REVENUE

% Berkshire Hathaway

REVENUE

¥t McKesson #r Ford Motor

REVENUE REVENUE

$181B

Puc. 2. Moxnusi mrpadu Ha HaiOu1bII komnanii CILIA

4. Haitcmaunimi pakTn

eV pernamenTi npucyTHi TepMminu Ilpsmuii Ta Henpsmuii, 1 came TayMadeHHS TaKUX
TEPMIHIB € NOCUTh TyMaHHUM. [Ipsmi ineHTH(iKaTOpu BKIIOYAIOTH IM's, ajpecy, HOMeEp
CTpaxyBaHHA, I1ACHTUQIKAIHHUA KoA, HoMep TenedoHy, €JIeKTPOHHY IMOINTy Ta
6iomeTrpuuHi 3anucu, IP ta MAC aapecu Ta iH.. Y Toil 4ac sk HENPSIMUM 1I€HTU(PIKATOPOM
€ Oyap-siKi JaHl, fKi B IO€JHAHHI MOXYTb JONOMOITH BH3HAUMTU OCO0Y, HampuKial
KOMO1HAIIis CTaTi, AaTU HApOKEHHs, Teorpad14yHOro 1HIUKATOPy Ta 1HIII.

e [loBTOpIOIOYKCH, TiJ Mit0 MiAManae He TUTbku Teputopis €C, a it kommnaHii Ta ocoou
3a 11 TepUTOPIEIO.

eHE 3000B’s3ye ix Oytu rpomamsaamu €C. /o Toro >k He OOYMOBIIOE€ TEpPMiH
«TPOMAJITHCTBOY

o HE Bupi3Hs€ 4iTKO Pi3HHUIIIO0 MK IPYIOI0 Ta KOPIOPALI€LO.

e JlepxaBHi Ta IPaBOOXOPOHHI OpPraHu Ta JAesKi rPOMaJChKi 00’ €JHAHHS YaCTKOBO ab0
MOBHICTIO 3aXMIeHi. AJlle MiApsIHUKH, CTOPOHHI BEHAOpU Ta HesanexHi ekcreptu HE
3aXHUIIEHI PErJIAMEHTOM 30BCIM.

e3rimHo medium.com, cepennsi BapTicTh npoBeaeHHs GDPR aynuty cknamae 2470
€BPO.

e Cepenniit vac nns miarpumka GDPR cywmicHocTi cknamae 172 roauHu Ha MIcCSIb,
3rigHo medium.com.

5. IlpuyuHM poBay

¢ 37I0YMHIII 3a3BUYall HE CIIAYIOTH OYKBI 3aKOHY.
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e PernmamMeHT 3aHa/ITO KOMITJICKCHUH Ta CKIAIHUIA 10 BTUICHHS.

e Henomik 1opuCaMKIIT U 3aTBEPHKECHHS BIAMOBIAHOCTI.

e Henomik po3yminns komriekcHocTi IT mporecis.

©3aKOH 3/1a€ThCSA PO3POOJICHUM OUIbINE JIJISi HAHECCHHSI EKOHOMIYHUX 30UTKIB, aHIXK

TUISL 3aXUCTY JIaHUX.
Ha imrocTparnii Hmkde [2], HaBeaeHui mpUKIag TOro, K 3a 12 KPOKIB JOCSIITH CYMiCHOCTI 3

perimaMeHTOM. AJie 10 KOXKHOMY 3 IUX KPOKIB MOKHA IPOBECTH JIEKIIIIO HA TOJIMHY, 1 IIIe BeTMYe3HA
KUIBKICTh pecypciB Oyze moTpiOHa abu alonTyBaTH HaBITh HEBEIIMUKY CUCTEMY.

Becoming Aware Becoming Accountable Communicating with Personal Privacy Rights
—’ —>Staff and Service Users
Review and enhance your ~ Make an inventory of all Review all your data privacy Ensure your procedures cover
organisation’s risk personal data you hold. Why notices and make sure you keep all the rights individuals are
management processes —  do you hold it? Do you still  service users fully informed entitled to, including deletion
identify problem areas now. need it? Is it safe? about how you use their data. and data portability.
Processing Using Customer Consent What we mean when we How will Access
Children’s Data as grounds to process data talk about a ‘Legal Basis’ Requests change?
«Are you relying on consent, ‘_ Plan how you will handle
Do you have adequate  Review how you seek, obtain legitimate interests or a legal requests within the new
systems in place to verify and record consent, and whether enactment to collect and process timescales - requests must
individual ages and gather you need to make any changes  the data? Do you meet the be dealt with within one
consent from guardians? to be GDPR ready. standards of the GDPR? month.

Data Protection Impact Reporting Data Breaches Data Protection Officers

Assessments (DPIA) and Data

Protection by Design and Default Are you ready for mandatory breach Will you be required to designate a
reporting? Make sure you have the DPO? Make sure that it's someone

Data privacy needs to be at the heart procedures in place to detect, report who has the knowledge, support and

of all future projects. and investigate a data breach. authority to do the job effectively.

International Organisations and the GDPR

The GDPR includes a ‘one-stop-shop’ provision which will assist those data controllers whose
companies operate in many member states. Identify where your Main Establishment is located in the
EU in order to identify your Lead Supervisory Authority.

Puc. 3. ImocTpaiiist KOMIJIEKCHOCT1 perjiaMeHTy

6. Peakuis inaycrpii

[lepmr 3a Bce peryiaMeHT BHKJIMKaB OaH kKopucTyBauiB 3 €C, ajpke HabaraTo Jerie MmpocTo
3a00pOHHTH JOCTYyn a0 pecypey, anbk BrumroBath GDPR. Takoxk, Bke BTUIEHI TMOJITHKA
3aJIMIIAIOTHCS. HEJOCKOHAJMMH Ta 1HOJI HaBITh CYNEPEeUYUTh CBOIH BIAMOBIAHOCTI CTaHAAPTY. Aje
HANTOJIOBHIIIUM € T€, [0 CTPOTUil peryiaMeHT BUKIIMKAB BIATIK O13HeCYy 3 €Bpomnu, Yi NepeBeeHHS
kopuctyBauie B €C Ha croemianpHi Bepcii, NOMICSYHI TUIATHI CEepBiCH, AK1 IHII OTPUMYIOTh
OeskomroBHo. Hanpukman Facebook map Bimokpemutn 00poOKy maHUX Ui MiBTOpa MiTbspiAa
KOpHUCTYBayiB, siKi He € rpoMazsiHamMu €C 1 s kopuctyBauiB €C, skux npubnauzHo 370 MibHOHIB.

7. licTh KpOKiB 10 «BindiIeHHD)

OTxe po3rissHeMO KOHKpeTHHH nmpukiaja toro, sk GDPR Mosxe Oyt BUKOpHUcTaHMi K 30post
[5]. VsaBimo mo Bu creriamict 3 kibepOe3neku Ta 3apo0sseTe Ha X0 3 MacjaoM po3pOOKOIO
IIKiATUBOTO MPOTpaMHOro 3ale3rnedeHHs, i, A0 ychoro, BU e i rpomagsaud €C. I Bu xouere
3/1aBaTUCh OUIMM Ta IIyXHACTUM, OTXE OCh 1110 BU POOUTE:

1. BusHauaeTte, sSiKi KOMIIaHii, [0 MalOTh BiTHOLIEHHS 10 Oe3neku abo 10 Bac Oynb-skum
YUHOM MArOTh Ballll JaHl.

2. Hancwunaere hopmalibHE TOBIZJOMIICHHS TIPO BUKOPUCTAHHS CBOTO «I1paBa OyTH 3a0yTHM.
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3. Buuikyete 30 aHiB.

4. BrieBHIOETECH, YU BUAJICH] Ballli JaHi.

5. Skmo Buganeni — ycmix. Tenep yci gokasu, 1mo Oyiu MpOTH Bac y KOMITaHii BUIAJICHI.

6. Skio Hi — BH peECTpyETE CKapry Yepe3 aJiBoKaTa 1 mepeaere 1o 10 Cyay.

Ocn 1 Bee, y Oyap-skoMy BUIAIKY BU 3JIMIIAETECH Y MO3UIIT epeMoxkid. He nuBnsunch Ha
Te, 0 30epiraHHs JaHUX PO aBTOPIB MIKIAJIMBOTO MPOTPaMHOTO 3a0e3MeUeHHsT MOXKE 3aXUCTUTH
MUTBHOHM JIIOACH, KOMIIaHisi MaTUMe BUIATUTH yci 3i0pani mani Ha npotssi 30 nHiB. Un Tak mae
NpAIfOBaTH PETrIaMEeHT, HAPABJICHUH Ha 3aXUCT BAIIUX JAHUX?

BucHoBku. He muBisunch Ha SICKpaBi 3aroJIOBKY Ta 11€10 MOKpamuTH cydacHuit csit, GDPR
€, OyB, 1 TMEBHO 3aJHUIIUTHCS IOBOJII CYMHIBHHM JOKYMEHTOM, Y SKOMY, B peajlisix Cy4acHOTO
Oi3Hecy Ta 3aKOHOJABCTBA, Ha SICKPaBHX NPHUKIAAAX MOXKHA Oa4WTH peasbHI 3aCTOCYBaHHS
HEraTUBHUX CTOpiH perinameHTy. CycmiibcTBO mOTpeOye KapAMHAJIBHO HOBUX pIMICHb Yy
3aKOHO/aBYIi cdepi, ki MawTh OyTh Ha piBeHb Buile aHbX GDPR Ta cnoBHeHi riambokoro
PO3YMIHHSI TIPOLIECIB Ta MPUHIHMITY (DYHKIIOHYBaHHA ycCix iH(popmamiifHuX cuctem. OTKe, TOKH
PETJIaMEHT 3aJIMIIAETHCS JIMIIE OCKOMOIO JJISl YChOTO CBITY, KM JIMINE YCKJIaIHUB MapTHEPCTBO 3
koMmmaHisMu €C 1 MH MOXEMO JIMIIEe CIOJIBAaTUCh HA Te, IO OJHOTO JHS If0 MpoOieMy
NepeCTaHyTh iIrHOPYBaTH.
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