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atakoBaHo JlepkaBHe miampueMcTBO "AIMiHICTpariss MOpPChbKUX TOpTiB YkKpainu". Ilepen tum
IIKiATMBE TIporpaMHe 3a0e3nedyeHHs BHsBIEHO B iH(popMariiiHux cucremax Opechkoi imil
Hep>xaBHoro mianpueMctpa "Jlenpra Jlorvan".

Takox y 2016 poui Oyno BHUSBIEHO CIPOOM NPOHUKHEHHS 1O KOMII IOTEPHHUX MEPEex
YKpaiHCbKUX OaHKIB 13 3aCTOCYBaHHSM CIICIIaJIiI30BAaHUX MPOTpaM, sKi MOTCHIIIITHO MAaOTh O3HAKH
IIKIJUTMBOTO MPOrPaMHOr0 Kojy. PerenpHe BUBYEHHsS OOCTaBUH Ta TEXHOJOTIYHMX JAaHHUX TIPO
3a3Hauy€Hl aTaku JO03BOJIJIO 3pOOUTH MPUIYUICHHS, IO BOHU CIPSIMOBAaHI Ha OTPUMaHHS
HECaHKI[IOHOBAHOTO JIOCTYMy 10 omepaTopchbkux Micib cuctemu SWIFT, saxi 3HaxomsThes y
0aHKIBCbKHX YCTaHOBaxX YKpaiHU.

Y uepBHi 2017 poky 3adikcoBaHO (HaKTH HECAHKI[IOHOBAHOTO BTPYYaHHS B poOOTY
iH(pOpMaLiiHO-TEIIEKOMYHIKALIHHIX CHCTEM OpraHiB JepKaBHOI B Ta YIPaBIIIHHS, KOMIIAHIH
€HepreTUYHOr0 KOMIUIEKCY, JepKaBHUX Ta MPUBATHUX (IHAHCOBHX YCTAaHOB, ONEPATOPIB 3B’SA3KY
Ta TPOBAKACPIB TEICKOMYHIKAIIMHUX IOCIYT, 110 BUKIMKAIA 3HAYHUN PE30HAHC Y CYCHUIbCTBI.
Bxkasana araka ctaya BijjomMa y CBITI ITiJT yMOBHOO Ha3Boro "Petya.A".

Posnoscromkennss 1113 3miiicHIOBAIOCH 4epe3 OHOBIEHHS CHUCTEMH EJIEKTPOHHOTO
nokyMmenToo0iry (SupplyChainAttack — ataka yepe3 noBipeHe IHKepeno).

3M0BMHCHUKY BUKpadM ayTeHTH(]IKaIiifHI AaHI aaMiHICTpaTopa Ta 3 BHKOPHCTAaHHIM HOTO
paB 3MIHWIM KOHDIrypariitHuil Gaiisi OHOBIEHb MPUKIIAJTHOTO IPOTPAMHOTO 3a0€3MeUeHHSI.

OCHOBHMUMH WUISAMU 3JIOBMHCHUKIB OyJIM BENWKI Jep)KaBHI Ta TPHUBaTHI KOMIIaHii,
MOpPYIIEHHSI IITaTHOTO  (PYHKIIOHYBaHHS 1HGoOpMAIiHUX  IHQPACTPYKTYp SKUX  MOXKE
necTabiTizyBaTh CUTYaIliio B KpaiHi.

Y ciyni Ta kBiTHI 2018 poKy pOCIHCPKMMH CHEUiaJbHUMHU CIYXKO0aMH OpraHi3oBaHO
KiOepHeTHUHO-1H(pOpMaIIiifHy Omepallifo 3 HECAaHKI[IOHOBAHOTO BTPYYaHHS B poOOTY OdiliiiHOrO
caiity Jlep:kaBHoro mianpuemMcTBa "AHTOHOB" Ta MOUIMPEHHS HEIOCTOBIpHOI iH(OpMaIIil 3 METOIO
JTUCKPEIUTAIll IePKaBHOTO MiIIPUEMCTBA HA MI>XKHAPOIHIHN apeHi.

Taxox y 2018 porii BusiBeHO Ta nonepeaKkeHo akilito kibepuernyHoi po3Biaku @Ch P, sika
peamizoBana xakepcbkuMm  yrpynmyBaHHsM "TURLA" Ta copsMoBana Ha  OTpPHUMAaHHS
HECaHKI[IOHOBAHOTO JOCTYyNy 10 iH(GopMaliiHUX cucTeM MiHiCcTepcTBa 3aKOPJOHHUX CIIpaB
VYkpainu.

Sergiy Kuchma
Kommanist «ABTOpY»
KuiB, Ykpaina

RADIO COMMUNICATION AND IP NETWORKS PROTECTION

Radio communication with improved anti-jamming ability and udition protection

This is intended to provide high stealth, noise immunity and protection against eavesdropping.

Features:

= Digital methods of voice and data transmission.

= Stealth and noise immunity improvement: FHSS, DSSS — wideband signals for direct
spread spectrum.

= Crypto protection of guaranteed sustainability.

= SDR implementation of radio station.

= Mass and dimensional characteristics of radio station units do not exceed the analogues
parameters of the P-863 radios

= Use of the existing cable and antenna-feeder system installed at the aircraft will ensure the
replacement of radio stations without making changes to the construction of the aircraft.
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Main regimes work and characteristics for radio station:

=  Amplitude modulation/Frequency modulation - to ensure compatibility with other types of
aviation radio stations.

= FHSS, DSSS - to provide increased secrecy in use.

= Digital voice transfer with speeds 2000 bit/s and 4800 bit/s.

= Data transmission with speeds up to 32 kbps.

= Emergency radio receiver.

= Strong crypto protection for analog and digital modes operation.

Audition protection of analog VHF/UHF radio

The system of protection intended to protect radio aviation channels against eavesdropping.
The system consists of device for protecting negotiation - flight operator, pilot and software for
generating and managing of key information and provides cryptographic protection of information
transmitted by analogue radio channels of the ultra-short waves and short waves range.

Features:

= Voice bitrate — 4800/2000 bps.

= Encryption according to national encryption standard GOST 28147: 2009, key length - 256
bits. International encryption standards may be implemented.

= Delay - less then 0.5 sec.

To modulator
K)— Speech codec Encryptor —— Modem >

IP networks protection

AVTOR’s IP encryption complex is a totality set of tools, which is necessary and sufficient for
construction of a Virtual Private Network (VPN) through any IPv4-networks. The information is
transmitted over IPv4-networks in tunnel mode when the original IP-packets are encrypted and
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encapsulated in entirely new packets, which are transmitted between nodes (IP-encryptors) of the
protected network.

IP-encryptors in IP networks provide:
= data confidentiality and integrity;
= data source authorization;
= protection from traffic analysis;
= hiding of the protected network topology.

IP-encryptors key features:
= Software defined Hardware encryption (256-bit key)
= Security Smart card Crypto Ignition Key & key storage
= Easy insertable/removable Crypto Ignition Key (sim card form factor)
= Local (via USB) and secure remote (via Black network) management and
= Local and remote key zeroing
= Fanless, low power consumption devices

monitoring

Protected IP network architecture
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Smart card technologies

The main smart cards advantage is the presence of a highly intelligent chip that provides a
wide range of uses. Smart cards can analyze information, perform mathematical calculations and
make logical conclusions. In addition, the memory of smart cards exceeds the volume and speed of
all its competitors.

Smart cards have a much higher level of reliability and security than all other carriers do. The
production of smart cards has reached a level where the intelligence card provides the highest level
of protection against unauthorized use. Due to the unique code fixed in each card, duplication of its
data is impossible.

The multi-step process of card personalization makes it the most reliable for storing sensitive
information All user data is encrypted and protected by encrypted passwords.

Attempting to break a smart card leads to the fact that her work stops temporarily or
permanently. There is also the possibility to close access to the modification of certain data stored
on the card.

Advantages:

. Encryption processing is implemented inside of smart chip;

. Encryption keys never appears outside of smart chip;

" Hardware protection against PIN code attack and tampered access;

" Own operating system;

. We use smart cards that based on NXP and Infineon chips. Certificates: Common

Criteria CC EAL5+, CC EALG+.
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