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Buxoas4m 31 CBITOBHX OCBITHIX TEHIEHIIM B IMIATOTOBIII HOBOTO IOKOJIHHS (DaxiBIIiB
KibepOe3neKu, MPOMOHYETHCS 1 Jalli yIOCKOHAIIOBATH iX MiATOTOBKY, HATPUKIAA JJISl TUCHUTUTIHH
kadpenpu IKb «3axuct indopmarii B iHbOpMaIiiHO-KOMYHIKALIMHUX CHUCTEMaX 1 Mepexax» 3a
4OTUpPMA MepeI0aYeHUMH MTiJICUCTEMaMH O€3MEeKH Y TAKMX HAIPSIMKaX:

1. lapmoHi3allis HaIiOHATBLHUX CTAaHAAPTIB 3 iX MDKHAPOJHUMH aHAJIOTaMH 3 KiOepOe3rneku
(ISO/IEC 2700X, ITU X.805, CMU/SEI 2004-TR-015, NIST SP 800-61).

2. OcHOBHM Oprasi3aiii nmporeciB po3ciiayBanss iHIAeHTIB Digital forensic.

3. OsnaiiomnieHHs: 3 ocHoBamu Websecurity, apxitektyporo moOymoBu Web-pecypcis,
ocHoBHUMH ypaznuBoctsmMu Web-pecypcis (SQL-in'exuisi, XSS, bruteforce).

4. Tlo6ynosa C3I KC Ha cyvacHux mnatdopmax ceptudikoBanoro 113.

5. Oznaifomniennss 3 MbkHapogHuMm J1ocBimom mnporpamu ENGENSEC mno wmeromam
nocIiKeHHs 3arpo3 Malware analysis 1 3acTocyBaHHs 3ac001B aHTUBIPYCHOTO 3aXHCTY.

6. BukoHyBaTH aynuT aHajily PHU3HMKIB IIOJ0 MOXIHMBOCTI 37iiiCHEHHS Kibep3arpo3 Ha
MpeAMET BUSBIICHHsS Ta Jokaiizamii By3bkux Micib B C3I. Po3pobmstu pexomeHparii oo
MiBUIICHHS e(DeKTHUBHOCTI icCHYtounx mexaHi3miB Oesneku KC.

7. BukoHyBaTH nepeBipKy calfTiB Ha HasBHICTh KOMI'IOTEpHUX BipyciB. [lepeBipka caiiTiB Ha
HasiBHICTH BipyciB VirusTotal, Google, McAfee, Symantec ta Trend Micro.

8. O3HaifomyIeHHS 3 OCHOBHMMH 3aco0aMu BipTyamizamii Mepex 3 KibepOes3mekwu.
BinmparmroBanHss TEXHOJIOTIM BUSBICHHS KiOepaTak 1 MNpOTHIi iM, JKBiJaIlis HACITiIKIB
3aCTOCYBaHHA 1 BIJIHOBJICHHS HOPMAJIbHUX PEXKUMIB (YHKIIOHYBaHHS MEpeX YIpaBIiHHA
KibepiHppacTPyKTypH.

9. MexwmepexeBe ekpanyBanHs (Brandmauer ICS/SCADA).

10. 3abesmeuenns Oe3nexku B KC Ha 06a3i mporpamHo-amapatHoro 3a0esmnedeHHs Cisco
Packet Tracer Ta IBM (AppScan, Network and Endpoint Protection).

Pimenns xoMIuiekcy 3aBnaHp Ha jaepskaBHoMy piBHI 1o Ib [3] i miaroroBka ¢axiBmiB 3i
CelialbHUX JWCUUIUIIH, HA JYMKYy aBTOpa pPOOOTH, MOXKE JOIMOMOITH aJanTyBaTH 3MICT
miaroroBku ¢axiemie 'y BH3 mns cydacHux 1 mepcmekTuBHHX m1OTped iH(oOpMmariiiHoi Ta
KibepOe3neKu.
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LABORATORY COMPLEX “CYBER RANGE”

These theses contain information about the laboratory “Cyber Range” of the Department of Information and
Cyber Security.

State University of Telecommunications in cooperation with the European Union participated
in the Tempus project #544455-TEMPUS-1-2013-1-SE-TEMPUS-JPCR “Educating the Next
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Generation Experts in Cyber Security: the New EU-recognized Master’s program” (ENGENSEC)

[1].

As a result, it was created a unique complex “Cyber Range”, which is used during the
sessions in bachelor and master degrees:

1. Security Software Development.

2. Advanced Networks and Cloud Security.

3. Malware.

4. Penetration Testing and Ethical Hacking.

5. Wireless and Mobile Security.

6. Web-security.

Cyber range is a virtual environment where computer networks, attackers, and victims are
modeled. Hardware supports virtualization at the processor level, and allows you to use docker
virtualization environment on it (fig. 1).

The OpenStack platform is deployed with ready-made network solutions based on docker.

n openstack
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Fig. 1. Block scheme of the OpenStack platform work

Physically, this virtual environment is a switch, a controller and two compute nodes. Network
equipment Mikrotik is used as a switch to create a virtual network and exchange control and data
information (fig. 2).
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Fig. 2. Structural elements of the cyber range
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Access to virtual laboratory and practical work provides by the web-interface RESELA+,
developed by Blekinge Institute of Technology (Sweden).

Within the framework of participation in the European Tempus Project, the staff of the State
University of Telecommunications developed a course on “Wireless and Mobile Security”, which
was implemented by all project participants. The laboratory workshop was published in both
English [2] and Ukrainian [3].

The work of cyber range is provided by 3 Dell servers, 15 workstations, and router Mikrotik
(see fig. 3) received within the project by the European Commission.
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Fig. 3. Process of the cyber range hardware installation

We are using a library with more than 300 tools to provide laboratory works and workshops:
. Information Gathering.

. Vulnerability Analysis.

. Wireless Attacks.

. Web Applications.

. Exploitation Tools.

. Stress Testing.

. Forensics Tools.

. Sniffing and Spoofing.

. Password Attacks.

10. Maintaining Access.

11. Reverse Engineering.

12. Reporting Tools.

13. Hardware Hacking [4].

This amount of software is beyond the scope of the educational process. This gives an
opportunity for our students, graduate students, and teachers to use this platform for scientific
circles and researches and to write bachelor’s and master’s works, as well as PhD.

Thus, the implementation in the educational process of the State University of
Telecommunications innovative technology “Cyber Range” allows to training on the specialty
“Cyber Security” at the level of international European standards. The most important is to level up
students practical skills in cyber protection of information systems in accordance with world
standards.

O©oOo~NOoO ol WN -

References:

1. Educating the Next generation experts in Cyber Security: the new EU-recognized Master’s program.
http://engensec.eu/about-the-project/

© 2018
107



Cyuacnuit 3axucm ingpopmayii No2(34), 2018 ISSN 2409-7292

2. Sokolov, V. Wireless and Mobile Security : Laboratory Workshop / V. Sokolov, M. Taj Dini, V. Buryachok.
— K. :SUT, 2017. — 124 p.

3. Coxomnos, B. FO. besmneka 6e3mpoBogoBux i MoOLTbHUX Mepex : Jlabopatopruit mpaktukym / B. FO. Cokonos,
M. Tamx-Jini / pen. mepeki. O. I1. Paiirep. — K. : JIVT, 2018. — 122 c. [Ukrainian].

4. Kali Linux Tools Listing. https://tools.kali.org/tools-listing

€Breniii SIkoBeHKO
CutyauiiiHuii neHTp nporuaii kibepbarakam CBY
KuiB, Ykpaina

KIBEPHETUYHI ATAKH HA OB’€EKTU KPUTUYHOI IHOPACTPYKTYPU
YKPAIHHA

OcHoBHUM 3aBaanHsAM CHUTYaliifHOTO LEHTPY MPOTH Il Kibep3arpo3am € CTBOPEHHS YMOB JIJIs
Oe3reyHoro (pyHKI[IOHYBaHHS KiOEpIpOCTOpy, HOTO BHKOPHCTAHHS B I1HTEpecax CYCIUIbCTBA 1
JepkaBu - 3a0e3MeyeHHs KiOep3axHcTy JAep)KaBHUX EJIEKTPOHHHMX 1H(OpMAIiHUX pecypciB,
O6opoTeba 3 KiOepTepopu3MOM Ta KiOepIINUTYHCTBOM, a TaKOXX pearyBaHHS Ha KOMII'FOTEpHI
IHIMIEHTH y cdepi AepKaBHOT Oe3eKH.

[Ipotssrom 2017 poxky CuryamiiiHUM LEHTPOM MPOTHUMli KiOep3arpo3aMm BHSBIECHO Ta
MOMEPE/DKEHO  TPOBEIACHHS  CIeliaibHUMH  cioyxOamu  Pocilicekoi  @enepantii  HU3KH
[IJIeCIPSIMOBAaHUX KIOEpHETHUHUX aTaK HAMpaBICHUX HA OTPUMAaHHS JOCTYyNy 10 iHopMarlii, 1o
00poOmIoeThess B iH(pOpMAIiiHUX CHCTeMax OpraHiB JIepXKaBHOI BiIaad YKpaiHH, a TaKoxX
MIPOBEJICHHS aKIi TEXHOJOTIYHOTO (KiOEpHETUYHOTO0) TEPOPU3MY, CIPSIMOBAHUX Ha MOPYIICHHS
IITaTHOTO  peXHMy (YHKIIOHYBaHHS KOMIT IOTEPHUX MEpeX Ta CHUCTEeM KepyBaHHS
TEXHOJIOTTYHUMHU MpoliecaMH Ha 00’ €KTaX KPUTUYHOI IHPPaCTPyKTYpH HAILOI JepHKaBH.

CriBpoOiTHuKH CHUTYyaliifHOTO HEHTPY MPOTUAil Kibep3arpo3am mpuiiMain Oe3rnocepesHio
y4acTh Yy pO3CHiAyBaHHI OUIBIIOCTI KibepaTak IIOAO JAEpPKaBHUX EJIEKTPOHHMUX 1H(OpMAIiiTHIX
pecypciB Ta 00'€KTiB KpUTHYHOI iHPOpManiiHOT iHGpacTpyKTypH YKpaiHu.

KitouoBumu ¢yskuisimu LleHTpy € 3ampoBajykeHHsI CUCTEMH BUSBJICHHS Ta pearyBaHHS Ha
kibepataku Ta mabopaTopii 3 KOMIT'IOTEPHOI KPUMIHANICTUKU. 3a MIATPUMKH MDKHAPOIHOI
CHUJILHOTU B YKpaiHi Oy/ie CTBOPEHO MEpeXy CUTYalliiHUX LIeHTpiB KibepOe3neku. [IpuHimmnosum
acniektoM pobotu Llentpy CBY € #oro BIZKpHUTICTb JUIsl CHIBIIpAlll 3 MI>KHAPOAHUMH YCTaHOBaMH,
opraHizalisiMu, MiANPUEMCTBAMH Ta MPO(PITEHUMH (PaxiBISIMHU.

Boiiosi nii y kibepripocTopl CTaHOBISATH BaXJIMBUN €1€MEHT TOpUAHOI BIHHU IPOTH Y KpaiHu.
KinbkicTh KibepaTak 3 03HaKaMu yyacTi crienciysx0 Pocii HeBnuHHO 3pocTtae npotsirom 2014-2018
pokiB. [Ipu yoMmy, iX mpoBeneHHs HANpaBIEHO Ha BUKpPaJeHHS 1H(OpMalli B OopraHax AepxaBHOI
Blaau YKpaiHu, OJIOKyBaHHS poOOTH MiJNPUEMCTB COLIalbHOI cepH, HaHECeHHs (PiHAHCOBOI Ta
MaTepiajJbHOi IIKOAU AEepKaBHUM IHCTUTYIS, PO3MIIIEHHSI HEJOCTOBIpHOI 1H(OpMalii 3 MeTor
JTUCKpeAUTAL] Ypsy.

Tax, y 2014 pomi xiOepmInmuryHchKi Haray 31iCHEHO Ha KOMIT'IOTepHI Mepexi LlenTpanbHoi
BuOOpuoi komicii, MiHicTepcTBa 3akopioHHUX crpaB, IloconabcTB Ykpainu y Jlutsi, Ectomii,
bensprii, Micii Ykpainu npu HATO. ¥V 2015 poky 310BMUCHMKaMU BHKpadajiachk iHpopmaris 3
KOMIT'IOTEpIB CMiBPOOITHUKIB MPAaBOOXOPOHHUX opraHiB, 30poitHux Cui ta yuacHukiB ATO.

[Ipore, Ha pyOexi 2015 1 2016 pokiB JeCTPyKTUBHUM IPOrpaMHUM 3a0€3ME€UEHHSIM BUBEICHO
3 Jajly KOMI'IOTEpHI Mepexi eHepreTMyHux mnianpueMctB KuiBcbkoi, XMenbHUIBKOI, [BaHO-
@pankiBchkoi, UYepHiBeIbKkoi 00JacTeil, BHACIIJOK 4Oro 0Oe3 eNeKTPONOCTaYaHHS 3alMIINIOCh
JIeKiJbKa JECATKIB THUCSY CIOXKHMBAuiB IUX perioHiB Ykpainu. Y rpyaHi 2016 poky BigOymock
JeKiJbKa TOCHIIOBHUX TMOTYXHUX KiOepaTak Ha BaXKJUBI 00'€KTH E€KOHOMIKH, E€HEpPreTHKH 1
TPAHCIIOPTY YKpaiHU.

Taxk, 6 rpynHs arakoBaHo Jlep:kaBHe kKa3HauelcTBO Ta MiHicTepcTBO (iHaHCIB, 14 rpynHs —
nyOsiyHe ToBapucTBO "Ykp3amizHuig". 17 rpyaHsS BHAcHiZOK KibepaTaku BHBEIEHO 3 JIaay
enekrpomniacranuito "lliBHiyna" HarionansHoi eHepreTuunoi komnanii "Ykpenepro". 20 rpyaHs
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