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IOCTAHOBKA ITPOBJIEMU 3ABE3IEYEHHS IHOOPMAIIIIHOI BE3ITEKH
JEPKABHU Y COITAJIBHUX IHTEPHET-CEPBICAX

Ha cyuacHOMy erami po3BHUTKY iH(OpPMAamiHHOTO CYCIJIBCTBA COIiaJIbHI iIHTEPHET-CEPBICH IEPETBOPUIINCS HE
TITBKN Ha e()eKTUBHHM 3aci0 KOMyHiKalii, ajge W MpeacTaBIsOTh cOO00I0 Mi€BHMH iIHCTPYMEHT BIUIMBY Ha CYCIIBbHI U
MOJIITHYHI TIpotiecH y AepkaBi. B ymoBax rio0amnizamii iHpopMamiiHOTO MIPOCTOPY 1 TiOpuam3amii BOEHHUX KOHQIIKTIB
comiaNbHI IHTEPHET-CEpPBICH € JDKepenoM 3arpo3 iHdopmariiiaii Oesmeni aepkaBu. ToMy TiIBHINEHHS piBHSA
iHpopmaniiiHoi Oe3mekn YkpaiHm mpu BukopucTaHHi ii rpomaasHamu CIC 3amumraeTbcs OIMHIEIO i3 HarajabHHUX
mpobyieM, IO MOTPEOYIOTh CBOTO BHpINICHHA. B CTaTrTi BHKOHAHO (Qopmaiizaiito mnpodiieMu 3abe3neucHHs
iH(pOpMAaIiHHOT Oe3MeKH IepKaBu y COLaIbHUX IHTEPHET-CepBicax i BU3HAYCHO MEPCIEKTUBHI HAPSIMKH JOCIIXKCHB.
OTpHuMaHi pe3ysbTaTH MOXYTh BUKOPUCTOBYBATUCS AJISI PO3B’ 3Ky YAaCTHHHHUX 3a/1a4 Y paMKax BHUPIIICHHS MPOOJIeMHU
3abe3neueHHs iHopManiiiHoi Ge3mneky 1epKaBu y colialbHIX IHTEpHET-cepBicax.

Kniouoei cnosa: ConiansHuii iHTepHET-cEpBIic, akTop, iHpopMaliliHa Oe3reka Jep>kaBH, 3arpo3u, METOJI0JIOTis.

IMocTanoBKa npodeMun

Hacninkamu 1HTEHCUBHOTO PO3BUTKY iH(OpMALIMHUX TEXHOJOTiH Yy CBITI Ta YKpaiHi €
norubieHHs iHpopmaTH3amii CydacHOro CYCIIJIBCTBA Ta aKTHBI3allis TI00aTi3aiiHUX MpPOIECiB
[1]. Taki Tpancdhopmarii 3HAUILIM CBOE BiMOOPaKEHHsS W B CHCTEMI CTpaTETiYHUX KOMYHIKaIliif
CYCHJIbCTBA, IPOBIAHE Miclle B K CHOTOJHI BiJBOIUTHCA collianbHuUM iHTepHeT-cepBicam (CIC).
CIC HagaroTh KOpUCTYBadyaM, SKMX HAa3MBAaIOTh aKTOpPAaMH, 3acO00U /17151 OOMIHY KOHTEHTOM Pi3HOTO
TUIy, BCTAHOBJICHHS B33a€MO3B’S3KIB 3 IHIIUMH AaKTOpaMH 1 BIPTYaJIbHUMH CIIUTBHOTaMH,
IHCTPYMEHTH JJIsl CAMOBUPAXKEHHs TowIO [2].

VY pesynbTari iHTeHCHBHOTO 3pocTanHsa nomyisipHocti CIC B cydacHoMy iH(popMaIiiftHOMY
CYCIIJIBCTBI, BOHM MoegHanu Bci chepu mroacbkoi AisiibHOCTI. B ymoBax cworomenust CIC
MIEPETBOPIIINCS Ha 3aci0 3aydeHHs TPOIIOBUX, iIHQOPMAIIMHUX, JIOACPKUX Ta IHIINX PECypCiB Yy
HalllOHATIbHY EKOHOMIKY JUTsl 3a0e3mnedeHHs ii cranoro 3pocranHs [3]. Tak, CIC BUKOPHCTOBYIOTHCS
i mpodeciiHuX KOMyHIKamiii 1 (axoBOro po3BHTKY aKTOpiB, peamizaimii Oi3HEC-TPOEKTIB,
MOKpAIEHHS pe3yNIbTaTiB eKOHOMIYHOI AisibHOCTI Tomo [2]. 3 iHmoro 6oky, CIC npeacTaBnstoTh
co0010 J1€BUN IHCTPYMEHT IJIsl PO3BUTKY I'POMaASIHCHKOro cycniuibcTBa. Takum umHoM, CIC e
HEBiJ’€MHOI0 YaCTHHOIO HalllOHAJIbHOTO iH(pOpMaliiHOro MpocTopy JepkaBu [4, 5], 3abe3neuye
CTBOPEHHS KOHTEHTY y Mepexi I[HTepHer, Horo 30epiraHHs, MHOLIMPEHHS Ta 1HQOpMaIiiHy
B3a€MO/III0 aKTOPIB 3 METOO 3a/I0BOJICHHS iX iH(opMaliifHuX MoTped 1 BIIIMBAE HA €(PEKTUBHICTh
CYCIIUJIBHOI JISITBHOCTI.

B cBiTmi ocrannix noaii, CIC nmeperBopuiincs Ha JKepeso 3arpo3 iHpopMaliiiHiil 6e3neri
nepxasu (IBJ) [6, 7], ockinpku notmperns: y CIC HeIOCTOBIPHOTO, HEMOBHOTO YH YIIEPEIKEHOTO
KOHTEHTY y MO€IHAHHI 3 TEXHOJIOTIIMU 1H(QOPMAaLIHO-IICUXOJIOTTYHOTO BIUIMBY Ha 1HIUBIAYyalbHY,
KOJIGKTUBHY 1 MAacoBYy CBIIOMICTb MOX€ MAaTH HAaCIiJKOM TpOSIB y CYCHIUIBCTBI COLIaIbHOT
HaIpyXeHOCTl, MDKHAI[IOHAJIbHOI BOPOKHEYl, MPOTECTHUX HACTPOiB, HE3aJOBOJICHHS 1CHYIOUOIO
CHCTEMOIO YIIpaBIliHHA B JiepxkaBi Tomo. Jlocsia 30poitHoi arpecii Pocidicekoi deaepanii mpotu
VYkpainu Brepie npojaeMoHcTpyBas, 0 CIC € oqHuM 3 epeKTUBHUX IHCTPYMEHTIB BEJAECHHS HOBOI
dbopmMu MpOTUCTOSHHS — TiOpuaHOi BiKiHU. OTxe, kommuiekcHUM xapaktep 3arpo3 IBJ[ y CIC
notpedye po3poOsieHHs] HOBUX €(EKTHBHUX MIIXOIB J0 MPOTHIIi, IO € aKTyaJbHUM TEOPETHKO-
MIPUKIIAJHUM 3aBJaHHSM.

AHaji3 ocTaHHiX aocaigxkeHb i myOuaikamid mokasaB, 10 HE3BaKAIOUM HA TMOCTIHHO
3pocTarody  KUIBKICTh — MyOJiKamif, MNpUCBIYEHUX BIPTYaIbHUM CIUIBHOTaM, IpoOiema
3abe3neuenHs IbJ] y CIC 3anumaerbcs HEBUPINIEHOK. Y CBOKO 4Yepry, 3 L€ IpoOiieMoro
noB’si3aHl nutaHHs [8, 9] 100 BUSBICHHS 1 OIIHIOBAHHS 3arpo3 JKUTTEBO BAXIMBHUM iHTEpecam
ocobucrocTi, cycniiabcTBa Ta aepxkabu y CIC; po3poOaeHHST HOBUX MIIXO/IB 1 KOMIUIEKCY 3aXOJIiB
13 mpotuii 3arpo3am y CIC; po3pobiieHHs HiTiCHOT MeTOA0I0Tii MOOYyA0BH cUcTeMU 3a0e3meueHHs
iH(popmaniiiHoi 6e3nexu nepxxasu y CIC Tomio.

[Ty6mikanii [10-13] nponemoncTpyBany, 1mo 3arpo3u y CIC HOCATh KOMITJIEKCHHUIA XapakTep,
a iX KUIBKICTh MOCTIHHO 301bIIyeThes. Betanosneno, mo 3arpo3u IBJ[ y CIC BiapizHstoThCs 3a
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MacITaOHICTIO, CITOCOOOM BIUIMBY Ha aKTOPIB, YacTOTOI MOBTOprOBaHOCTI Tomo [5, 9]. Tomy
CYYacHi 3arpo3u € CKJIaaHO(pOpMali30BaHUMH CYTHOCTSIMH, XapaKTEPU3YIOThCS PI3HUMH O3HAKAMU
MPOsIBY K B OKpeMuX, Tak 1 y pisHuX Buaax CIC. BHacnmiiok BiJICYTHOCTI y3arajJbHEHHUX O3HaK
3arpo3 iH(opmauiitHiii 6e3neni aepkasu y CIC, po3BUTKY TEXHOJIOTiH HNPUXOBAHOTO BIUIMBY Ha
aKTOpIB, YCKJIAQJHIOIOThCS M MpolLecu iX JAeTeKTyBaHHS. ToMy eusenenns i ouino6anHsa 03HAaK
3azpo3 € npoOIeMoro Ha NUIAXy oOynoBu AieBoi cuctemu 3abe3neuenns IbJ] y CIC. Tlopsia 3 Tum 3
npans [14, 15] Bimomo, mo CIC Hamexarb A0 KiIacy CKJIAIHUX HETIHIMHUX JTUHAMIYHHUX CHCTEM.
OpHi€ro 3 BIACTHBOCTEM TAaKUX COIIOTEXHIYHMX CHCTEM € TepeXiJ /10 XaOTHYHOi IHUHAMIKH Yy
pe3yabTarti Aii Ha HuX 30ypenb. Oke, HachiakoM peanizarii 3arpo3 IbJl y CIC moxe Oytu nepexin
BIpTyaJIbHUX CIIJIBHOT aKTOPIB JIO HEKEPOBAHOTO CTaHy 1 HemepeadaudyBaHICTh iX IOBEIIHKH B
peanbHOMY KHTTi. TOMY HHHI 0COOJIMBO TOCTPO CTOITH MPobdIeMa PO3pOOIICHHS KOMIUIEKCY 3aX0/1iB
JUTsI 3aBYACHOT Ta €EKTUBHOT npomuoii 3azposzam ingpopmauyiinii 6e3neui oeprcasu y CIC.

3abe3nedeHHss BHU3HA4YeHOTo (OaxkaHOro) cTaHy iHGopMamliiHOT Oe3meKu JepKaBU Y
BIpTyaJIbHUX CIIBHOTAX, BiANOBiAHO 10 yrHHOI JlokTpuHM iH(oOpMaliiiiHOi Oe3neku Ykpainu [6]
ta npoekty Konnenmii inpopmaniiinoi 6e3nexu Ykpainu [5], BUMarae CTBOPEHHSI CHCTEMH 3aXHCTY
iH(popmaniiinoro npocropy B CIC. Hocmimxkenns [8, 16, 17] nokazanu, mo cuctema 3a0e3neueHHs
IB/l mpencrapiisie co000 CKIAJA0BY CHCTeMH 3a0€3TEUYCHHS HAIlIOHAIBHOT OC3MEKH JCpKaBU 3
OJTHOTO OOKY 1 CKIIQAAa€eThCs 3 BIAOMYHMX MiJCUCTEM JUIsl BUPIIICHHS OKPEMHUX 3aBJaHb 3 1HIIOTO.
BcranoBieHo, 1o B yMOBax 3pOCTaHHS PiBHS 3arpo3 y JepXKaBi 6i0CymHa HAYKOB80 00IpyHmosana
Memooonozia nooyooeu cucmemu 3aoesnevenna Ib/] y CIC. Anani3 nokasas, 1110 iICHYIOU1 3aC001
1 BIJIOMYI MiICHCTEMHU HEAOCTAaTHRO 3a0e3medueHi iHcTpyMeHTapieM BusBieHHs 3arpo3 IB/] y CIC, a
OPOTUIIS 3MIACHIOEThCS 13 3arpuMmkoro [18]. BnHacnmigok HeZOCTaTHHOTO PIBHS 3aXUCTY
iHpopmaniiinoro npocropy CIC Bim 3arpo3 naepaBa, il CYCHUIBCTBO 1 OKpeMi TPOMaJIsHU
MIEPETBOPHIINCS Ha CY0’ €KTHU JECTPYKTUBHUX 30BHIIIHIX Ta BHYTPIIHIX 1H(OpMaIIHHUX BIUIMBIB.

TakuM YMHOM, y3arajbHIOIOYM MPOBEACHUN aHalli3 JIITEPaTypHHUX DKEPeIl, MOXKHA 3pOOHUTH
BHUCHOBOK, L0 Mpo0OiieMa CTBOPEHHsI Ta BIPOBAKEHHS CHUCTEeMH 3a0e3neueHHs iHQopMalliitHoi
6esnexn nepxasu y CIC € akTyanpHOIO 1 TOTpedye CBOTO BUPILICHHS.

Mera crarti nonsrae y (opMyBaHHI HEOOXIIHHMX 1 JOCTaTHIX YMOB JUIsl CTBOPEHHS
MPUHLIMIIOBO HOBOI METOJ0JIOrli MOoOyHoBHM CUCTEMH 3abe3neudeHHs 1H(opMaliiHoT Oe3nexu
nepxkaBu y CIC pansa BuacHOi edexkTHUBHOI MPOTHUIIi BHYTPINIHIM 1 30BHIIIHIM 3arpo3am
HalllOHAJIbHUM 1HTepecaM YKpainu B iH(opmauiitHiii chepi.

Jl11s nocATHEHHS MOCTaBICHOT METH c(POPMYITHOBAHO HACTYIHI YaCTUHHI 3aBJaHHS:

npoanaiizyBaTH poib 1 miciie CIC B nmporeci 3a0e3nedenns 1b/1;

BHU3HAUWTH MIAXOIU A0 BUSBIEHHS 1 OI[iHIOBaHHA 03Hak 3arpo3 y CIC;

BCTAHOBUTH NEPCHEKTUBHI HanpsMKH npotuii 3arpo3am I/ y CIC;

dbopmanizyBaTu BUMoru 1o cucreM 3abesnedenss [b/] y CIC.

Amnauni3 poui i micus CIC B npoueci 3a0e3nevyenns 151

Bimomo [19], mo B ocHoBy ¢yHKIioHyBaHHa ycix CIC moximaneHo (heHOMEH CcoImialbHOT
MmepexeBoi komyHikauii. [Ipu nbomy akropu B CIC € By3namu 3B 513Ky, a BITHOLIEHHS MK HUMH —
KaHajamH nepenadi iHpopmariii. Takum yrHOM, BipTyanbHa crniibHOTa akTopiB y CIC npexacrasinsie
co0OI0 cHCTeMy BY3JiB, 3B’A3aHHX MDK c000r0 KaHajmamMM nepeaayi iHdopmanii. MoxxHa
NPUIYCTUTH, IO 3B’SA3KM MDK aKTOpaMu € TOpPH30HTalbHUMH, ToMy yci By3nmu CIC e
piBHOMpaBHUMHU. OCKIUIBKM aKTOPH MOXKYTh BCTAHOBJIOBATH 3B S3KM 3 IHIIMMM aKTOpamMH abo
BIPTyaJIbHUMH CIUIBHOTAMH, TO MOXKHA CTBEPIKYBATH MPO PO3MOJUICHUNA XapaKTep 3B A3KIB MIXK
By3J1aMu. Y 3arajgbHoMy BUTIIsI B3aemoisa aktopiB y CIC nogana Ha puc. 1.

Ha puc. 1 akTopu mo3HaveH1 Kpy>KKaMH, a BIATOBITHI B3a€EMO3B’ 13K MIDK HUMH — JIIHISIMH. Y

CBOIO Hepry, akTOpH MOXYThb 00 ’€IHYBaTHCs y BipTyanmbHi cmimbHOTH BC,, i=1n. Anami3

MPUHLMIIB oprasizaiii B3aemoii aktopiB y CIC (aus. puc. 1) no3Boisie 3p0OUTH Takuii BUCHOBOK:
aKTopH, 00’enHaBImIMCh Yy BipTyanbHi coiutbHoTH B CIC CyTTEBO MNPUIIBUALIYIOTH OOMIH
iH(popMalli€ro, fKa Michs 11 CHIPUNHHATTS CBIJOMICTIO aKTOPIB B1IOOPa)Xy€eThCS y BUIJISAL 3MIHU X
MOBEJIHKU Y PEAIbHOMY >KUTTI.
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Puc. 1. Ilpuanun oprasxizanii B3aemozii akropiB y CIC

CeitoBuii 1 BiTUM3HSHUN nocBig nokaszanu, o CIC moB’s3aHi 3 MOSBOI HOBUX BUKIIMKIB
iHdopmariiiHii Oe3reni JIAUHU, CyCHiIbCTBa, aepxkaBu. [lepmri 3raaku npo BukopuctanHs CIC
JUIl BIUTMBY Ha BIIQAY TIOB’S3aHI 3 NMPOTECTAMH MOJIOJI TPOTH PE3yJbTATIB MApIaMEHTCHKHX
BuOOpiB y MonnoBi y kBitHI 2009 p. CyTTeBa BIAMIHHICTH JIaHUX COLIaJbHUX ONUTYBAaHb BiJl
o(imiiHO OroJOMIEHNX pe3ynabTaTiB BHOOpIB BHBeNa Ha Bynuii KummniBa Tucsdi monei. s
MONIMPEHHS 3aKJIMKIB 70 y4acTi y MITHHrax BUKOpucToByBanucs Facebook i Twitter, 3okpema iz
reur-terom #pman (Ilsima Mapiit Anyneps Hamionane — ronoBna rwioma KumuniBa) y Twitter
aKTOpU MyOJIIKYBaJdl HOBUHU Ipo po3BUTOK mofiit [11, 20, 21]. Takum 4rMHOM, KOOpAMHAIS ik
MPOTECTYBAJIbHUKIB BHKOHYBanacs 3acobamu CIC. [nsg 1poro myONiKyBaJluCs 3aKIUKH 0
o0’eqHaHHs oOmMO3MIli, iHGoOpMaIis Tpo [Jii NPABOOXOPOHHUX OpraHiB, CTaH 1 KUIbKICTh
MOCTPAXKIAINX y CyTHYKax 3 TMONIII€0, JaHl Mpo Micls NpOBEAeHHS akimiii Ttomro. [licms
OJIOKYBaHHS BIJIAJIOI0 CTIIBHUKOBOTO 3B’SI3KYy IPOTECTYBAJbHUKH BUKOPHUCTOBYBAIM MOOUIBHUI
iHTepHeT ans B3aemonii Ta myoOmikamii xkonteHty B CIC. Ilpum mpoMy YacTWHa TMOBIJOMIICHB
nyOJliKyBanacs aHIIiMCbKOIO MOBOIO JJIsl IHMPOKOTO BUCBITIIEHHS B 3apyOixkHUX 3MI. OnHouacHO
NOLIMPIOBAJIMCS Bijeo3anucu mnofii B YouTube [20]. V pesymbrari 1i monii oTpumainu Ha3By
«Twitter-peBosrorisi» 3a IPOBIHY POJIb MIiKpPOOJIOTY B OpraHizariii mpoTecTiB.

Amnanoriuni noaii Mamm wMicue B Ipani y yepBHi 2009 p. 1 moB’si3aHi 3 MpOTECTaMM MPOTH
pe3yNbTaTIB MPEe3UJIEHTCHKUX BUOOPIB. Y BIIMOBIIb Ha MOIPOMHU 1 MIINATH MPOTECTYIOUMMH OY/iBeNb
JeprkaBHUX ycTaHOB y Terepani Biiajia BBesa CypoBy iH(oOpMaIliiHy 0J10kaTy Ta MPOBOIIIIA TTOMIIEHCHKI
peitn. [ mporo Oyno 3a00KOBaHO CTUIBHMKOBHH 3B 130K, OUtbIIicTh CIC, 3apyOiHI paioCTaHIii.
IIpu mpomy naepxkaBHi 3MI BuCBITTIOBaIM BUKTIOYHO Oe3naaum Ha BYIUIpIX. [IporecTyBanbHUKH
BHKOPHCTOBYBAITH IS KOMYHIKallil MOOLTbHUIA iHTEpHET 1 TWitter, 3a 0moMororo sIKoro OOMiHIOBATHCS
¢dorto- Ta Bimeomarepianamu, iH(OpPMAIIE TPO HOBI aKIlii, CIIMCKaMHU 3aapellITOBAaHHX, JAaHUMH TIPO
nepemilieHHs nomiuekcbkux Tomo [11,20]. 3 meroro mpotuiii MpeAcTaBHUKM Biaaau Ipany mina
BHUIJISIZIOM  OIO3UIIIOHEPIB IyOJIKyBaJIM HEOCTOBIPHUI KOHTEHT y Twitter. V' cBoro depry,
MPOTECTYBAIbHUKK TOUIMPIOBAJIM PEKOMEHAIlli 3 BUSBJICHHSA TAKUX AreHTIB BJIaJu 1 MPUXOBYBAaHHS
cBoix nepcoHanbHuX MaHuX y CIC. Takox y Twitter mommproBaaM MOCWIAHHS Ha 3aCTOCYHOK JUISI
opranizarii DD0S-atak Ha fgep»xaBHi iH(pOpMaliifHi pecypcu.

VY rpyani 2010 p. y Tynici po3ropHyIHcsi peBOJIOIIHI TO/I1, OB’ sI3aH1 3 HE3aJ0BOJICHHIM
TPOMAJIIH TOJNITUKOI Tpe3uaeHTa. OcoOMUBICTIO IUX PEBOMIOLIMHUX MOMAIA CTalo X aKTUBHE
sucsiTiienns y CIC Facebook i Twitter [21, 22]. [IpoTecTyBanbHUKH €(EKTHBHO BUKOPHCTOBYBAIH
komyHikaniitHi nepeBaru CIC ans koopauHarliii cBoix i, 0OMiHY iH(pOpMaILi€l0 MPO MPOTECTH B
pi3HHX MicTax i Oe3MevHi HaNPsIMKK TIepecyBaHHs, MyOuikarii GpoTo- i BigeomarepianiB momaii [22].
VY pesynerati CIC meperBopmnmcs Ha HeszanexxHi 3MI mis myOmikaiii HOBMH 1 BUCBITJICHHS
iHouaeHTiB y Tynici. Cmix BIAMITUTH, 110 1H(QOPMYBaHHS CBITOBOIO CITIBTOBApHCTBAa 3a YMOB
irHopyBaHHs mnoxii aepkaBHumu 3MI BinOyBanocs Takox uyepe3 CIC. Hacmigkom xBuimi
3araJbHOHAI[IOHATBHUX MPOTECTIB CTAJIM BIJACTaBKA MPE3UICHTA 1 3MiHA yPAIY.

PosrnsHyTi nofii y TyHicl cTamy mo4aTkoM cepii MacoOBUX MPOTECTIB IPOMaJIsiH, PEBOJIIOLIHN 1
BHYTPILIHIX BIACHKOBUX KOHQUIIKTIB y KkpaiHax I[liBHiunoi Adpuxu it bauspkoro Cxoxy Ta
OTpUMAaH Ha3By «apabchka BecHa». PesympTatamu mpoTectHoro pyxy B JliBami, Mopnani, Omani,
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€runri, €meni, baxpeiini, JliBii, Kyseiiti, Mapokko, Cupii Oyno nmoBajieHHS ypsiaiB a0o iX 3MiHa,
TpHBAJIi TPOMAJICHKI 3aBOPYIIECHHS TOLIO.

VY3araJbHUBIIK XPOHOJIOTIIO MO «apaOChbKOI BECHH» MOXHA TOJATH y BHUIJIAAI 4acOBOT
aiarpaMu Ha puc. 2.

Civens 17, 2011, OMan . Motui 15, 2011, Nisin
A&l rozareiis ypray

. TIpOTeCTH Ta 3MikK YPRAY
Civens 14, 2011, Vopaania
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Puc. 2. YacoBa nmiarpaMa XpoHOJIOTiT IOJi «apabCchKkoi BECHM»

CHinpHOIO PUCOI0 TPOMAJSHCHKUX BUCTYHIB MpoTu Biagu Oyno BukopuctanHs CIC mms
KOOpJWHAII TMpOTECTiB, AaKTWBI3allii CYCHIbCTBA, MOIIMPEHHS MPOTECTHUX  HACTPOIB,
OTIEpPaTUBHOTO BUCBITICHHA MOAiM Ta iHpOpMmyBanHs MixHapomHux 3MI. Cruin 3ayBaxurtu, M0
KOMYHIKAI[isl yYaCHUKIB MPOTECTiB BigOyBajnacs 3 BUKopucTaHHAM Aekiabkox CIC omHovacHo [ist
[IMPIIOTO OXOIUICHHS IJIbOBOI ayauTOpii 3aBASKH TOMMPEHHIO MYJIbTHMEIIHOTO KOHTEHTY
PI3HOTO THITY.

CIC akTMBHO BHKOPHMCTOBYBAIMCS y 'POMAJSHCHKMX npotectax y Hero-Mopky min Hassoxo
«axonu Yomr-ctpity (Bepecerb 2011 p.) [11]. YyacHMKH AeMOHCTpallii CTaBUIM 32 METY
3aXOIMUTH BYJIHIIO Y OJJI-CTPIT, HA SKIA PO3MINIY€EThCS (hiHAHCOBHUI LEHTpP MicTa, 00 MPUBEPHYTH
yBary J10 3pocTarouoro BIUIMBY Kopropauiil Ha ypsan CIIA i 3akiukaTH 10 CTPYKTYPHHX 3MiH B
exoHoMmimi. Takox Mapmi mportecTiB BimOyBamucs i B iHnmmx mictax CLHA 1 TpuBamu nexiiabka
micsiB. JIo3yHru mporecTyBalbHUKIB BIEpIIE MolupoBanucs y Tumblr, a qs 3amydeHHs HOBHX
Y4YaCHHUKIB BUKOpHCTOBYBamcs Twitter ta inmi nomyssipai CIC [21].

CporonHi Ans OpOTUAIl 3arpo3aM HalliOHaNbHINA Oe3mewli psii KpaiH OOMEXYIOTh JOCTYI
rpoMajisia o CIC. 3 2003 p. B pamkax mpoekTy «30JI0THH IIUT» CTBOPEHO Tak 3BaHUU «Benukuii
KkuTaiicbkuii paepon» ans ¢unbTpanii konteHty mepexi Iarepuer KHP [21]. Ha tepuropii KHP
oomexxkeno moctyn mo Google, Flickr, Dropbox, Facebook, Twitter, YouTube i uactkoBO 10
Wikipedia, ToMmy rpomMajsiHu KOPHCTYIOThCS KUTaiicbkumu aHaioramu. OmHak, crpoOu oprasizarii
IPOTECTIB I'poMaJsdH Ha (oHI Mol «apabcbkoi BeCHM» MOKa3ald, IO 3Ba)KalOUM Ha MOCTiiiHe
3pOCTaHHS KUIBKOCTI KOPHUCTYBaudiB Mepexki IHTepHET MOBHUN KOHTPOJb 1H(QOpPMAaLIMHUX MOTOKIB
Ha PIBHI JIep’KaBH € CKJIAJHUM 3aBAaHHAM. [IpakTuka mocTifHOro abo TUMYacOBOTO OJIOKYBaHHS
CIC Takox BukopucroByetbcsi y IliBHiuniii Kopei, Ipani, [lakucrani, B’etnami, CayniBcbkuit
Apasii, €runti, Typeduuni Ta iHIIUX KpaiHax.

[Tonii anekcii Kpumy 1 30poiinoi arpecii Pociiicbkoi @eaepariii Ha cxoal YKpaiHu Mokasanu,
mo CIC akTUBHO BUKOPHUCTOBYBAJIMCS Ha eTamnax MiArOTOBKH i Oe3rocepeIHbo Mij] 4ac iX BEJECHHS.
Tak, nmocmimkenust [23,24] indopmamniitHoro cympoBony anekcii Kpumy y Oepesni 2014 p.
npoaeMoHcTpyBain  3actocyBaHHs CIC y  iHpopMmauiiHO-IpONaraHAMCTChKIA  TisSUTBHOCTI
Pociiickkoi  @enpepanii. 3a  iHpopmali€er0 — aMepuKaHChbKkoro aHamituka M. [onoses,
omyOikoBaHow Juis BilickkoBoro BumaBHuiTBa CIIIA Realcleardefense [25], ypsa Pociiicbkoi
@enepanii BuTpatuB 19 MinbioHIB AodapiB ans (iHaHcyBaHHS JOisuibHOCTI 600 crenianbHO
sanyueHux aktopiB Facebook, Vkontakte, Odnoklassniki. [disipHicTh IMX akTOpiB mossirana y
nyOikaii ctaTeil 1 KOMEHTapiB 10 HUX 3 METOI0 (JOpMyBaHHS B YKPaiHCHKOTO Ta MIXXHApOJHOTO
CYCIIJIBCTBA BPAKEHHS MPO MIATPUMKY MICIIEBUM HaCENEHHSM aHEKCii, AUCKpemuTaIlii MicreBoi
OTIO3MIII1, MOIIUPEHHS Cepel] HaCeJIEHHsI YyTOK, MOYYTTIB cTpaxy W HeHaBucTi. [lepmi myOmikamii
pOCifichkMX BiliCBK iH(OpMaliifHuX omepauiii 3’sBuiamcs y Facebook, oxnak HaiiGinbIry
NONyJISIpHICTh iX myOmikamii 3m00ynmu y Vkontakte, mpuuoMy HMIBHUAKICTH TOMIMPEHHS KOHTEHTY
CKIajana 5 Tucsd penocTiB 3a A00y. Takuii KOHTEHT MICTHB TEXHOJOIIl MaHINMyITIOBaHHS
CYCHIJIBHOIO AYMKOIO JJisi 30UIbIIEHHS ayAUTOpii BIUIMBY BiJl CTapIIMX IOKOJIHb JI0 MOJOII,
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nomsipu3aniii  cycmisnibetBa.  CIC  BUKOpuCTOBYBanmucs  JJig  JIETITHUMI3aIii  pe3ybTaTiB
ncepnopedepenaymy mpo craryc Kpumy. Takox y Kpumy pociiicekumu — BilicbkamMu
iHopMaIiiHUX omeparlliii cTBOproBaBcs iH(GOpPMAIiHHUN BaKyyM HUISIXOM OJIOKYBaHHS YPSIJIOBHX
caiiTiB, 3/ilicHeHHs KiOepaTak Ha caidTd 3MI. Pe3ynbraToM Takux Iiil cTaso OTPUMAHHS CYTTEBUX
nepesar y iHGOpMaIiifHOMy HpOCTOpi JUIsl CIIPOIIECHHS Jii 3 aHekcii miBocTpoBa. TakuMm 4uHOM,
a"ekcis Kpumy nociyxuia JOCHiIHUM MalJaHYUKOM Il TIPOBEIEHHs iH(GOpMaLiiHUX onepamnin
npotu iH(opmMmariiHoi Oe3neku AepkaBu 1 npoaeMoHcTpyBaia, mo CIC e edekTuBHUM
IHCTPYMEHTOM YIPABJIIHHS CYCIIbCTBOM.

Y kBitHi 2014 p. TpopoCiliCbKi aKTUBICTH pPO3IMOYAIM 3aXOIUICHHS aIMiHICTPAaTUBHUX
oyniBenb lonbacy. OqHOYACHO aKTHBI3yBaJlacs MISUTBHICTH CIEIIaJbHO CTBOPEHHUX BIpTyaJIbHHX
cnimbHOT y CIC, mepenycim Vkontakte. Temaruka Takux BipTyaJbHHX CHUIBHOT SIK AHMUMAtioan,
Hosopoccus, Pycckas éecna 1 6araTboX 1HIIUX MPUCBSUYBANach iesiM AHTUMAilIaHy Ta MoJisrana
y CTBOPEHHI aJIbTePHATUBH IPOMAISTHCHKUM TipoTecTam PeBomronii ['igHOCTI. Y naHuX BipTyaabHUX
CHUJIBHOTAX IOIIMPIOBajacs HEAOCTOBIpHA iH(OpMAIlis, MHUPOKO BUKOPHUCTOBYBAIUCS TEXHOJOTII
MaHIMyJALii CyCHUTBHOIO TyMKOIO, a iX JISUTBHICTH LiJecIpsiMOBaHO Ha’s3yBanacs aktopam CIC.
OpnuMu 13 3aBAaHb OyNnoO MOIIMPEHHS ariTaliiHUX MaTepialiB, CHUMBOJIKH KBa3iJlep>KaBHOTO
YTBOPEHHS JUIsl HOTO JIEriTUMIi3alii B CyCHIbCTBI, pEriOHAIbHOI BOPOXKHEUI Ta CTBOPEHHS HOBOI
MITYYHOI HAI[lOHANBHOI 1JEHTHUYHOCTI, BiIMIHHOI BiA yKpaiHcbkoi. MeTow iH(oOpMariitHIX
orepauii mpoTH iHpopmaniiHoi Oe3MeKn JIIOIMHH, CyCIiIbCeTBa, Aepxkasu y CIC mix gac 30poitHoi
arpecii Pociiicpkoi @epepartii Ha Cxoni YkpaiHu cTainu AecTpyKTUBHUHM iH(OpMaliifHuii BIUIUB Ha
CBIZIOMICTh aKTOpiB, MOIIUPEHHS 3aJaHUX 1JCOJOTIYHUX 1 COI[iaIbHUX YCTAaHOBOK, BHUPOOJICHHS
3aJ[aHUX CTEPEOTHIIIB MMOBEIIHKH, OaXkaHi IEPETBOPEHHS CYyCIUIbHUX HACTPOIB, MOYYTTIB, BOJI [23].

V npaui B. Perry [24] npoanaizoBaHO iHCTpyMEHTH, BUKOpHCTaHi Pociero mij yac riopuaHoi
BiiiHM 3 YKpaiHOIO, Ta BU3HAYEHO, 10 HAMOLIbII eEeKTUBHUMHU 3 HUX € 1HPOpMaIiiiHI omepartii.
KoHTpons Haj eckamaiiero CUTyalii IOCATaBCs 3aBISKA AaKTHBHIM TPUBANIA MPOPOCIHCHKIN
npomnarasii cepen HaceneHHs [liBneHHO-CXiMHUX perioHiB Ykpainu. Hacnmigkamu Takux aii cTanu
CIPUHHSATTSA HACEJICHHSM BIAMOBIIHOTO HapaTWBY 1 (OpMyBaHHS MPOPOCIMCHKOI iHIIIaTHBHOL
OUTBIIOCTI, sIKAa CTajJla OCHOBOIO Ui KOHCOJNiAalii CemnapaTuCTiB Ta MIATPUMKH I1HTEPBEHLIT
30poiiHUX (OpMYBaHb.

Cratucruka BukopuctanHg CIC B YkpaiHi Ta cBiTi cTaHoM Ha jquneHb 2016 p. 3a naHumu
kommanii Adpro noxana Ha puc. 3.

Facebook 1712

WhatsApp 1000

QQ 899
WeChat 806

QZone 652
Tumbir 555 Instagram 2122
Instagram 500
Twitter 313
BaiduTieba 300 Twitter 2587
Skype 300
SinaWeibo 282
Vibe 243 Linkedin 0.745
LINE 218
Snapchat 200
¥y 122
Linkedin 108
VK 100
Pinterest 100
BBM 100 Odnoklassniki 5.780

Facebook 8.022

VK 11.972

Telegram 100
0| 200| 400| 600 800 | 1000| 1200 1400| 1600 | 1800 ol 1 2| 3| 4| 5| | 7| 8 9|10 1| 12| 13
KinbKiCTb aKTUBHUX KOPUCTYBaYis, MAH. Yon. KinbKiCTb aKTHBHUX KOPUCTYBaYIB, MIH. 4ON

a) 0)
Puc. 3. Cratuctuka Bukopuctanus CIC: a) y cBiTi; 6) B Ykpaini (6e3 BpaxyBaHHS THMYaCOBO
okynoBaHux teputopiit JIyrancekoi ta Jlonenpskoi o6nacteit Ta AP Kpum)

Amnai3z puc. 3 mokasas, o B YKpaiHi, Ha BiIMiHY BiJl pElITH CBITY, CyTTEBAa YacTKa PHHKY
CIC nanexuTth pociiicekuM cepBicam. 15 tpasus 2017 p. Ilpesunentom Ykpainu mianucaHo Yka3
PO BBEJIEHHS B Ait0 pieHHs Pagu HanioHanbHO1 6e3neku 1 o0oponu Ykpainu «IIpo 3acTocyBaHHs
MEPCOHANBHUX CIEliaTbHIUX EKOHOMIYHHMX Ta IHIIUX OOMEXYyBalbHUX 3ax0[iB (caHKIii)». Lleit
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JOKYMEHT 3a00pOHs€ 1HTEpHET-TIpoBaijepaM 3MilcHIOBaTH mocayrd 3 poctymy g0 CIC
OonoknaccHuku 1 Bkonmakme Ta NESKUX IHIIMX POCIHCBKUX pecypciB. Y 3B’S3KY 3 MM BiJOyBCS
icToTHMIA mepepo3noaia kopucryBauiB Mix iHmumu CIC, 30kpema, 3a nanumu Buganus \Watcher,
ayauropis Facebook y ceprai 2017 p. 3pocna 10 9 mitH. KopucTyBauiB, a Instagram — no 6 MiH.

VY3aranpHIOIOYHM, TMPOIECH MPOBEACHHS POCIMCHKUX 1H(GOPMAIIMHUX omepalii B YKpaiHi
JOIIIBHO MPEICTABUTH y BUIIISI MATTEPHIB (pHc. 4).

Puc. 4. Ilarrepuu inpopMmaniiiaux onepariii Pociiicbkoi Deaepalrii Ha MOYaTKOBHUX €Tamax
riOpunHoi BiliHU B YKpaiHi

OnHuM 3 pe3ysbTaTiB NMPOBEACHHS iH(OpMaIiHHUX omepariii B YKpaiHi CTago CTBOPEHHS
CYTTEBUX TIEPEIIKOJ JUTSI IPUUHSATTS YIIPABIIHCHKUX PIlIEHb HE TUIHKW HA PETIOHAIILHOMY, aje 1 Ha
nepaBHOMY piBHI. Tomy, MOxHa 3poOuTH BHUCHOBOK, mo CIC BigirpaBaiau mpoBiAHY pOJIb JUIS
opranizanii aHekcii Kpumy i po3nanroBaHHs CyCITUIBHOT BOPOXKHEUI W eckanamii HaCHILCTBA Ha
Cxoni Ykpainu.

Bu3snauyeHHs1 miAX0AiB /10 BUSAABJICHHS i OLiHIOBaHHA 03HaK 3arpo3 y CIC

3a0e3nedeHHs] CTIHKOTO pPO3BHUTKY iH(MopMaliitHoi cdepu nepxkaBu HeMoOxiuBe 0e3
cBoeuacHoro BusiBieHHs 3arpo3 IBJ[ y CIC. V3aranpHeHHS JOCBily IpoBeleHHs 1H(OpMaLiiHUX
orepariii mpoTu YKpaiHu 3 BUKOPUCTaHHSIM MpoTHOopuoro cropoHoro CIC mokazano, mo s ix
peaizanii BUKOPUCTOBYIOThCS 3HauHI 1H(opMaliiiHi pecypc, MEXaHi3MU TapreTUHry i BIUIUBY
Ha [[TbOBY ayIUTOPIIO, 10 3a0e3neuye BUOIPKOBHIA XapakTep iHPOpMAIiifHOTO BILTUBY [26].

Onnum 3 Hainommpenimux sBuny y CIC € BHUKOpHUCTaHHS coLialbHUX OOTIB JJIs
(GbopMyBaHHS CYCIIJIBHOI TYMKH 3 aKTyaJbHMX MUTaHb, aKTUBHOTO OOTOBOPEHHS y BIPTyallbHHUX
CNUJIBHOTAX JPYTOpsSAHUX MOAIN, OJOoKyBaHHs akayHTiB okpemux aktopiB CIC tomro. Hanpukiarn,
nociipkeHHs: kommanii TheRespo pasom 3i cremianicramu VoxUkaine [27] odiniiiHoi cTOpiHKH
npesunenta 1. [lopomenka y Facebook 3a mepion 3 07.06.2014 p. o 31.05.2017 p. noka3zainu, mio
TUIBKUA 2% KOMEHTapiB myOikaliii HanexaTh couianbHuM Ootamu. IIpu npomy comianbHi 60TH
HaO1IbII TPOYKTUBHO KOMEHTYIOTh JIONMCH 31 CTOPIHKH Mpe3uIeHTa — iM Hanexartb 15% Bif ycix
KOMEHTapiB, TOOTO KOXEH MIOCTUH 3 HHUX 3poOsieHuid O0ToM. IlO3UTHBHOIO TOHANBHICTIO
XapaKkTepu3yloThes KomeHTapi 27% 060TiB, HeratuBHOIO — 29% 1 HelTpanbHOO — 44%. Taki gaHi
CBIYaTh IPO 3aITYYEHHsI CIIELIaTbHOIO MPOrpaMHOro 3a0e3MeueHHs] KOMYHIKAllTHUMU rpyHamMu 3
MPOTHJICKHUMH LIJIIMH [T cTBOpeHHs y akTopiB CIC BpaskeHHsI PO MIATPUMKY YU HECTIPUHHATTSA
CYCI1JILCTBOM IOJIITUKH MPE3UIEHTA.

Pesynprat aHamizy TEKCTOBOTO KOHTEHTY, SIKMH IOIIMPIOBABCS OOTaMM MOKa3aid, IO B
HBOMY MiCTHJIACsl Jie3iHdopMarlliss 3 eJeMeHTaMH MaHinyimoBaHHs [28]. Takuii KOHTEHT, SK
NPaBUJIO, BUCBITJIIOBAB aKTyaJlbHy TEeMaTHKy TMoOAii, ska 3arpoxxysana IBJl. IlepeBaramu
3aCTOCYBAaHHS MaHINyJALIN cycnuibHOK0 AyMKolo akTopiB y CIC € HaB’si3yBaHHS 1 CHOHYKaHHS /10
BUKOHAHHS BHM3HAYEHMX i HE TUIBKM y BIPTyaJdbHMX CIUIBHOTAX, aje W B pEaJbHOMY XKHTTI,
MPOSIBIB OKaHUX €MOIIHHUX CTaHiB, 0OTOBOPEHHS HEJIOCTOBIPHOTO KOHTEHTY Tomio [29]. Takoxk
BUKOPHUCTOBYBAJIUCS CYTTEBI BIAXMIICHHS BiJl 3araJibHONPUIHATOT KOHIEMIIT BUKOPHCTAHHS JIEKCEM
KOHKpETHOI MpeaMeTHOT o0acTi myOsikalii, BHaCI110K 4oro 3AiiicHIoeThes BIUIMB Ha aktopiB CIC.
Hanpuknan, Bupa3 «Biaga JAep’kaBu LIJECIPIMOBAHO 3HUIIYE TPOMAJISH MEHCIHHOTO BiKY» BKa3ye
Ha CBIJIOME 3HUIICHHS HACEJEHHsS CTapUIOoro BIKY 1 MOIIMPEHHS TaKOr0 KOHTEHTY HETaTUBHO
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BIUTMBA€ HAa TPOMAJICHKY TYMKY. TakiuM YMHOM 3aBJSIKM JIATEHTHOMY XapakTepy BIUIMBY Ha aKTOPIB
1 BUCOKMM TEMIIaM TOSIBM HOBUX MAHIMYJSITHBHUX TEXHOJIOTIH 3JOBMHCHUKAMH JOCSATAIOTHCS
OJIHOCTPOHHI IepeBaru B iHPOPMaIITHOMY IIPOCTOP1 AepKaBH.

OcnoBuuM xepenoM KoHTeHTY y CIC € akTopH, SIKi BUKOPUCTOBYIOTH HasiBHI 3aCO0HM He
TUIBKH JIJIs TyOJTiKarii caMOCTIHHO CTBOPEHOTO KOHTEHTY, ayie 1 /ISl MOMTUPEHHS KOHTEHTY 1HIIHMX
aKTOPIB 4M BIpTyalbHUX CHIIBHOT a00 30BHIMHIX 10 CIC 3MI. Anani3 i y3arajapHeHHs iH(popMarlii
npodinie akropiB y CIC, iX 3B’SI3KiB 3 IHIIMMH aKTOpaMH ¥ BIpPTyaJIbHUMH CHUIBHOTAMH,
0COOJIMBOCTEH MOBEIIHKY OHJIAMH J03BOJISIOTH 3pOOMTH BUCHOBOK IPO 1X y4acTh B iHPOPMAIIITHUX
akuisx npotu Ib/l. Tomy onintoBanns npodinis aktopiB CIC nae 3mory BUSBUTH 0ci0, SKi 3aTy4deHi
no indopmariiinux onepamiit y CIC. Takum yuHOM, 3arpo3u iH(opmariiliHii Oe3reri JIFAWHH,
cycninbeTBa, aepxau y CIC xapakTepu3yloThCsl pi3HUMHU O3HAKaMH, 1[0 BH3HAYAIOTh ACMEKTH 1X
nposiey. OkpeMi iH(popMaIiiiHi orepariii MOKyTh BIAPIZHATUCSA MK COOOI0 HE TIJTLKH 3MICTOM, aJie
1 BUKOPUCTAaHMMHU TEXHOJIOTISIMU MPOBEACHHS, IO JOJATKOBO YCKIIQJHIOE MPOLEAYPU BHIBICHHS
O3HAaK MPOBEJCHHS Ta OILIHIOBaHHS PiBHs 3arpo3. OTke, y3arajJbHIOIOUN BUIIECKa3aHe, mpooieMa
BusiBJieHHs o3HaK 3arpo3 IBJ] y CIC i omiHiOBaHHS iX piBHS 3BOAUTHCS 10 PO3POOJICHHS HOBHX
METO/IIB 1 TEXHOJIOTI BUSBIICHHS CKJIQJ0BUX O3HAK 3arpo3 Ta OL[iHIOBaHHS iX piBHS (pHcC. 5).

xouteut CIC

> Osznaku 3arpo3 IbJ] y CIC
BUSIBIICHHS BUSIBIICHHS BUSIBJICHHS .
. o . . OIIIHIOBAHHS
oprasizamifHux 3MICTOBHUX MaHIMyJIATUBHUX .
npodisto akTopa
O3HaK O3HaK 03HaK

— L = L

OnintoBanns o3Hak 3arpo3 IbJ] y CIC

v

Bcranosnenns pisus 3arpo3 I/l y CIC

v

BupoOenHs 3ax01iB 3 IpOTH/IiT 3arpo3am
Iy CIC

Puc. 5. KonnenryansHuii 6a3uc BUSBIEHHS 1 OIliHIOBaHHs o3Hak 3arpo3 IBJ] y CIC

[Ipu ubomy HeoOxigHO BpaxyBaTH, 110 3arpo3u 1B/l y CIC He 3aBxau MposBIsSIOTHCS BCiMa
O3HaKaMu ojiHouyacHo. Ha ocHOBI Bu3HaueHoro piBHs o3Hak 3arpo3 y CIC npoBoasThes 3ax01u 3 iX
HeuTpamizauii Ta IpoTHIT BIIMOBIAHUMHU BIIOMCTBaMH H MiAPO31TIaMH.

BceraHoBiieHHs epcneKTUBHUX HaNpsAMKIB npoTuaii 3arpozam 1B/l y CIC

I3 nocnmimxkens [14, 15, 30] Binomo, mo akropu y CIC cymicHO 31 3B’sS3KaMH 3 IHIIMMHU
aKTOpaMHu Ta BIPTyaJbHUMH CHUIBHOTAMH YTBOPIOIOTH CKJIQJHY HENIHIHHY TUHAMIYHY CUCTEMY.
CIC nenepepBHO B3a€MO/IIIOTh 3 HALlIOHAJTBHUM Ta IN100aIBHUM iH(QOPMAIITHUMU IPOCTOpaMHU, SKi
MPEACTABISIIOTE COOOK0 30BHIIIHE CEPeoBUIE 11X (YHKIIOHYBaHHS, 1 OJHOYACHO € MOro
CKJIAJJOBUMHU MiJCUCTEMaMH, TOOTO XapaKTepU3YyIOThCS EKBIMOTEHLiNHHICTIO. ToMmy KomyHikaris
aktopiB 'y CIC xapakTepu3yeTbCsl  BIJKPUTICTIO, HENIHIHHICTIO, HEPIBHOBWKHICTIO 1
aucunaTuBHicTIO. [Ipu 1bOMY aKTOpM 3[aTHI J0 CcaMOOpraHizamii 3a CHUIBHHMHU IHTE€pecaMu
[IJITXOM YTBOPEHHSI CKIIQJHUX CTPYKTYp 0€3 30BHIITHHOTO YIIPABIISIOYOTO BIUIMBY, IO TPU3BOIUTH
70 YCKJIaJHEHHsI OpraHi3aliifHoi CTPYKTYpH 1 B3a€MO3B’S3KiB YYaCHHUKIB BIPTyaJIbHUX CHUIBHOT.
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Hacnigkom Bucokoi uyrnuBocti CIC g0 3MiHM cHCTEMHHX mapaMmeTpiB 1 nii 30ypeHb, 30KpeMa
JNECTPYKTUBHUX 1H(GOpPMAIIMHUX BIUIMBIB, € TMEpPeXili OO0 XaOTHYHOI JMHAMIKH BIPTyaJbHUX
cniabHOT akTopiB. Ilpu mpomy B3aemomis aktopiB y CIC mepeTBOpro€ThCcsi Ha BHUITAIKOBY 1
HEMPOrHO30BaHY HAaBITh 3a YMOBH JIETEPMIHOBAHOCTI Mojenel ix B3aemonii. Takum dmHOM, 3
Meroro npotuaii 3arpo3am IbJ[ y CIC i ympaBmiHHS TpoliecaMyd B3a€MOJIl aKTOPIB JOIIBHO
CKOPHUCTATHUCS TOJIOKEHHIMH TEOPii Xaocy.

BinmoBigHO A0 TEOpEeTUYHHX MOJOXKEHb Teopii xaocy, AocsirHeHHs OaxkaHoro crany CIC
MOXJIMBE 32 YMOBHM IPUTHIYEHHS XaOTHYHOI JMHAMIKH TIpoleciB B3aemomii aktopiB. Cepen
KJIACUYHUX METOJIB YNPABIIHHSA XaOTHMYHOIO IHMHAMIKOIO CHCTEM BUAUISIOTH MPOTPaMHI METOAU
yOpaBIiHHSA, METOX JiHeapu3allii BimoOpakeHHs IlyaHkape, MeTOI 3BOPOTHOTO 3B’S3KY, IO
3aIMi3HIOETHCS TOIMIO. 3arajlbHUM HEIOJIKOM TaKMX METOJIB € CKJIAJHICTh BHUKOHAHHS BUMOTHU
MaJIOCT1 YOpaBIIHHS, HEXTYBaHHSA SKOK CTBOPIOE XHOHE OadeHHs MPOCTOTH YIPABIIHHSI
Xa0THYHOW AuHaMmikoro cuctemu [31]. Peamizarist ympaBiiHHS TakKMMH METOJAMH IOB’s3aHa 3
MIPUBHECEHHSIM CYTTEBUX 3MiH HE TIJIbKU B JIWHAaMIKy CHCT€MH, a U y ii CTPYKTypy BLLJIOMY, TOMY
He Moxke BukopuctoByBatucs y CIC.

I3 myOmikamiii [32—-35] BCTaHOBJEHO, 110 Y CKJIAJHUX TUHAMIYHHUX CHCTEMax, JalleKHX BiJ
CTaHy piBHOBarw, BUHUKAIOTh MPOLIECH caMoopranizamii. 3aBasku camoopranizaiii aktopiB y CIC
BUHUKAE, BIATBOPIOETHCS a00 YAOCKOHANIOETHCS OpraHi3aiiifHa CTPYKTypa BIpTyalbHUX CILIBHOT.
Tomy MOXHa BHIUIMTH HEBEJNHMKY KUIBKICTh 3MIHHHX YHM XapaKTEPUCTHK iH(OpMAIiifHOTO
CEpENIOBHUINA, BapilOBaHHS SKUMH IMPU3BOAUTH N0 OakaHoi 3miHu muHamiku CIC. Taki 3miHHI
MPEJCTABISAIOTh COOOI0 IMapaMeTpu MOPSAKY CHCTEMH 1 pa3oM 3 TEOPETUYHHMH OCHOBAMHU
CHUHEPreTHUKU MOXYTh OyTH TMOKIJIaJeHI B OCHOBY €(EKTUBHUX METOJIB MPOTUAIl JECTPYKTUBHUM
iHpopmaniiinum BrutmBam Ha akTopiB CIC.

Omxe, nepcrekTUBHUM HarpsiMmkoM mipotuii 3arpozam IBJ[ y CIC € po3po6ienHs koHmemnii
CHHEPTreTUYHOTO YIPABIIHHA B3a€EMOJIEI0 AKTOpiB, NpU SKOMY BigOyBaeTbcsi KepoBaHa
camooprasizallis Y4acHHUKIB BIpTyaJbHUX CHUIBHOT. [I0 CHHTE30BaHOTO yNpaBIiHHS BUCYBAIOTHCS
BUMOTH Y3TO/DKCHHS MPHUPOJHHUX 3akoHOoMipHOcTel ¢yHKionyBanHs CIC i3 BuMoramu
peaizoBaHOCT1 YIPaBIiHHS, aCUMITOTUYHA CTIHKICTh KEPOBAHOI CUCTEMH, 11 TpyOiCTh, MiHIMI3aLlIs
3a 4acoM IepexiqHuX mpoiiecis oo [35].

VY3araabHenuii anajis i ¢popmadizauis npo6JjemMu po3podJeHHA MeTO10JI0Tii MO0y 10BH
cucreMm 3a0e3nevyenns I/l y CIC

Cucremuuit anani3 posi CIC B HanioHanbsHOMY 1H(OpMaLIHHOMY IIPOCTOP1 AeprKaBH I1OKA3aB,
10 BOHM 3/aTHI CYTTEBO BIUIMBATH Ha MOJIITUYHI W CYCIIIbHI MPOLIECH Yy JIep’KaBi, TOMY Taki
cepeicu € 06’exrom 3arpo3 IB]] (puc. 6).

JIxepenamu peabHUX 1 MOTCHI[IHHUX 3arpo3 MOXYTh BUCTYMAaTH akTtopu 4, b, C, abo ix

m?!
BipTyasipHi cniiibHOTH A, B, , C,, 1m0 npenctaBisoTs co00r0 BHYTpilHI Jkepena 3arpo3 IB/l y

CIC. V cBorw uepry, yci CIC ¢yHKIIOHYIOTH Yy 30BHIIIHBOMY CEPEIOBHILI, SKE INpe/CTaBlICHE
MDKHApOJAHMM 1 HalllOHAJIbHUM 1H(pOopMaliiiHuM npoctopoM, 30kpema 3MI. ITpu upomy cy0’ektamu
3arpo3 BUCTYNAIOTh 1HO3EMHI Jep)kaBU, OKpeMi ocobu uM ix rpynu. s peamizamii mocTaBIeHUX
uineit cy6’extu 3arpo3 IBJ[ y CIC 3anmydaroTs Bilicbka iH(OpMaLiiHUX onepaliii, a IHKOJIU W CUITN
Ta 3aco0u Kibepmiapo3aitiB. BukopuctoByroun iHdopMaliiiiHy 30poro Taki MiAPO3AUIH 37aTHI
LIJIECTIPSIMOBAHO BILIMBATH Ha 1HUBIyaJbHY 1 TPYINOBY CBIJOMICTh aKTOPIB.

3acTocyBaHHS ICHYIOUHX BIJIOKPEMJICHMX KOMIIOHEHTIB CHUCTeMHU iH(opMauiiHoi Oe3nexu
(CIb) nepxaBu, BimoMuux mijacucteMm 3a0esneueHHs 1B/ ans npoTtuaii okpemMuM BHUIaM 3arpo3 He
703BOJIsIE €()eKTUBHO BUPIIIUTH MPOOIEMY 3aXUCTY JIIOIMHU, CYCIIUIBCTBA, JIePKABU BiJl 30BHIIIHIX
1 BHyTpimmHIxX 3arpo3 y CIC.

3Bakalo4M Ha CKJIAJHICTh MPOLECIB YIPABIIHHS COLIOTEXHIYHUMH CHCTEMaMH, IHTEHCUBHUN
PO3BUTOK 1H(OPMALIHHUX TEXHOJIOTIH BIUIMBY Ha CYCHUIBHY JAYMKY, JIATEHTHUIN XapakTep 3arpo3
IB/I, ocoGuuBOi akTyaabHOCTI HaOyBa€ HEOOXITHICTH PO3pOOJIEHHS METOA0JNIOrii No0ya0BU
cuctemu 3abe3neuenss IbJ] y CIC.
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Puc. 6. CIC sk 00’€ekT 3arpo3 iHpopmarliitHiii 6e3meri qepxasu

BincyrHicTh BinmoBigHO1 MeTomomorii 00yMoBiIeHa POOIEeMOI0 MPAKTUKH, SKa MOB’sA3aHa 3
THM, I1I0 B YMOBax BeJleHHs iHopMalliiiHoro mnpoTudopcTBa A OyAb-SKOi PO3BHHEHOI Jep)KaBH
CBITY ¥ YKpaiHu 30KpeMa, HarajJpbHOIO € morpeba B MiABHINEHHI piBHS BiacHOi iH(opMmariitHOi
6e3neku npu BukopucTanHi ii rpomagsnamu CIC. 3 iHmoro 0oky, HenockoHanicTs cucremu 1B/l B
[IOMY Ta, SK HACIiZOK, BiJICYTHICTh LIJTICHOI HAyKOBO OOIPYHTOBAHOi METOMOJIOTIi MOOYIOBU
BiImoBiAHOI cuctemu ii 3abe3meuenHs y CIC 30kpema, IO TapaHTye CHUCTEMHICTh Ta
KOMILJICKCHICTD Y TIPUIHSATTI pillieHb (pHc. 7).

IIpobsema npakTHKH: IIpobaema naykm:

Henockonanicts CIb nepxaBu B Iijomy
Ta, SK HAaCIiZOK, BIICYTHICTh IIUTICHOL
HAayKOBO  OOIPYHTOBAaHOI ~ METOJOJOTIT
noOysoBH  BIAMOBIAHOT  cucTeMH il
3a0esmeueHns y CIC  3okpema, 1o
rapaHTye CUCTEMHICTh Ta KOMIUIEKCHICTb Y
MPUHHATTI pillieHb J

B  ymoBax  BemeHHs  iH(opMaIiifHOTO
npotudopcTBa Uit Oy/Ab-SIKOI  PO3BUHEHOT
JepkaBM  CBITy #  VYKpailHM  30KpeMa,
HarajbHOIO € T0Tpeda B MiJBUIICHHI PiBHA
BiIacHOI  iHpopMamidiHOT  Oe3meku  mpu
BUKOpHCTaHHi 11 rpomansHamu CIC

-

O0'exTnBHE
HPOTHPIYYsL

N/

AKTYAJIbBHA HAYKOBO-ITPUKJIAJHA ITPOBJIEMA

MiABHUIIEHHS PiBHA iHpopMaliitHoi 6e3neku nepxasu y CIC

~_~

HASBHICTD I[TPOBJIEMU

CYTTEBO CTPUMYE TTOOYIOBY i PO3BHTOK €()EKTHBHOI CUCTEMH 3a0€3NeUCHHS
iH(popMaLiitHOT Oe3MeKH AepKaBH, CYCIIIIIbCTBA Ta JIIOAUHI

Puc. 7. CyTHicTh HayKOBOi TPOOIEMH PO3POOIIEHHS! METOI0JIOT1T TOOYA0BU CUCTEMH
3abe3neuenns IbJ] y CIC
Buxonsun 31 3MicTy HayKoBOi NpoOiieMH pPO3pOOJEHHS METOJ0JIOTii MOOYJOBU CHUCTEMHU

3abe3nedyenHs I/ y CIC mominsHO chopmymntoBath ii HactynmauM unHoM. Hexait CIC nepeOyBae B

w

ofHOMY 3 W MOXJIMBUX CTaHiB, IO BHU3HAuae piBeHb ii iHdopmamiiinoi OGesmexu S, i
XapaKTEePU3YEThCS BEKTOPOM napameTpiB cuctemu P . Toxai ctBopeHa cuctema 3adesneuenns [b/] y

CIC nosuHHa CHHTE3yBaTH TaKy ympasiswody airo U, (P) , J=1mM 3 MHOXWHH MOXJIMBHUX, 100
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TPUBAIICTh MEPEXITHUX IMPOLECIB [p; MEPeXOoAy BIPTyalbHOI CHUIBHOTH aKTOPIB A0 Oa)kaHOTO

v

crany inpopmaniiinoi 6esnexu S, Oyna MiHIMAIBEHOIO

u.(P
S::al (t) TpRim)in ESgllccept (t+TPR)'
HeoOxigHo po3pobutu merononorito modymoBu cucreMm 3abesnmeuenns IbJ[ y CIC, mo

3a0e3me4YnTh Mepexi A0 OakaHoro cTaHy iH(GOpMaIliifHOT OE3MEeKH 32 YMOBHU PECYPCHUX OOMEKEHb.

BucHoBku

Bcranosieno, mo CIC € nieBUM iHCTPYMEHTOM BIUIMBY Ha CYCIHiJIbHI i MOMITUYHI IPOLIECH Y
nepxkapi. Tomy 3abesneuenns 1B/ y CIC B ymoBax riobamizanii iHGopmaiiiiHOro mpocropy i
riopuau3anii BOEHHUX KOH(JIIKTIB 3QIUINAETHCS OJHIEIO 13 HAraJIbHUX MPOOJIeM, SIKi OTPeOyIOTh
CBOTO BUpilIeHHS. B cTaTTi y 3aransHoMy BUMIIiAlL (hopmanizoBaHo npobieMy 3ade3nedeHHs 1bJ] y
CIC Ha OCHOBI KpUTHYHOT'O aHANi3y CY4YaCHUX MiJIXOMIIB 1 BU3HAYCHO MEPCHEKTHBHI HANPSMKHU
nociimkenb. Bceranosieno, mo BussineHHs 3arpo3 IBJ[ y CIC nominbHO peanizyBatu 3a
YaCTUHHUMHU O3HAKaMH X MPOsIBY — OpraHizalliiHUMH, 3MiCTOBHHMH, MaHIMTyISTHBHUMH Ta Ha 0a3i
oliHOBaHHSA mnpodiniB iHMopmaniiHoi Oe3meku akTtopiB. CQopmMyabOoBaHO TilmoOTe3y Mpo
e(EeKTHBHICTh BHKOPHCTAaHHsS NPOIECIB caMOOpraHi3allii B CKIQIHUX HENIHIHHUX CHUCTeMax s
npotunii 3arpozam IBJ[ y CIC. IlepeBaroro Takoro miAXoay € BHUKOPUCTAHHS TNPHUPOIHHUX
oco0nMBOCTeH (YHKIIOHYBaHHS CKJIQAHMX CHUCTEM Ui INTYYHO KEpPOBAHOTO YIIPaBIiHHS
nuHamikoro mporieciB B3aemonii aktopiB y CIC. Ilpu upomy mepexia BipTyaiabHOi CHIIBHOTH 0
O0axxaHoro CTiKOro crany iH(opMmariiiHoi Oe3rekn BiAOYBAa€THCS 3a yYMOBH peali30BaHOCTI
CHUHTE30BAaHOTO CHHEPTreTUYHOIO YIPABIiHHSA 1 MiHIMaIbHOI TPHUBAJIOCTI MEPEXiAHHUX IPOLECIB.
Bu3HadeH1 miaxoau 10 BUSBJIICHHS 03HAK 1 TPOTHUIIT 3arpo3aM MPOTIOHYEThCS BUKOPUCTOBYBATH JIJIS
noOynoBu cuctemu 3abesneuenns IbJ[ y CIC, mo go3Bonuth cyrreBo miaBumuTH piBeHb IB/] y
CIC. Otpumani pe3yiabTaTd MOXYTb BHUKOPHUCTOBYBATHCS JUIA PO3B’SI3KYy YAaCTHHHUX 3a7ad y
pamkax npobnemu 3abe3neuenns IbJ[ y CIC.

Cnucox BUKOPHCTAHOI JiTepaTypu

1. IIpoGeMu cycHTBHOI OS3MIEKH B TIPOLIECi PO3BHUTKY COLIANBFHIX Mepexk : [MoHorpadis] / [B. [Tomwk (kep. mpoekTy),
B. I'oposwit, O. Ormmmenko Ta in.] ; HAH Ykpaiau, Har. 6-ka Ykpaiau iM. B. 1. Bepraacekoro. — Kuis, 2015. — 202 c.

2. ComianpHi Mepexi K YMHHUK PO3BUTKY TPOMaJITHCHKOTO CyciibeTBa : [MoHOTpadis] / [O. C. Onumenko, B.
M. l'oposwii, B. 1. ITomuk 1a iH.] ; HAH Ykpainu, Ham. 6-ka Ykpaiau im. B. 1. Bepraacekoro. — K., 2013. — 220 c.

3. UapopmannonHsie pucku B comuanbHeIx cersix / I'. A. Ocramenxo, JI. B. [lapuroBa, B. 1. benoHoxkwuH,
W. JI. baraponos, K. B. Cumounos / ITox pex. unen-kopp. PAH JI.A. Houkoga. 2013. 161c.

4. Konax B. K. Hauionanenuii indopmauiitnuii npoctip Ykpainu: npoGiiemu (GpopMyBaHHS Ta JepKaBHOTO
perymoBanHs : aHaiiT. gor. / B. K. Konax. — K. : HICJ], 2014. — 76 c.

5. [lpoext Konuenuii iHpopmaniiHoi Oe3neku Ykpainu : [Enextponnuii pecypc] / Odiuilinuid caifr
MinicrepcrBa iHdopMariiiinoi momiTHkH Ykpainu. — Pexum moctymy: http:/mip.gov.ua/documents/30.html (mara
3BepHeHHs 30.08.2017). — Ha3Ba 3 expany.

6. JokrpuHa iHpOpManiitHOi Oe3nekn Ykpainu (3aTBepmkeHa ykazom [Ipesmmenta Ykpaiam Ne47/2017 Big 25
motoro 2017 poky) : [Enextponnuii pecype] / Odimiitne npeacraBaunTso [Ipesunenra Yipainu. — Pexxum moctyty :
http://www.president.gov.ua/documents/472017-21374 (nara 3Beprenns 30.08.2017). — Ha3Ba 3 ekpany.

7. OsnakoBuid mnpuHIMN ¢opmyBaHHS Kinacudikaniii  kideparak / O. I Kopuenko, C.B. Kasmipuyk,
€. B. [Mauipa, C. O. I'nariok, B. M. Kinzepsiuii / Bicauk CHY im. B. Jlanms. — 2010. — Ne4, 1. 1. — C. 184-193.

8. IOxin O. K. Indopmamiiina 6e3neka aepxasu : Had. moci0. / O. K. FOxin , B. M. Borym. — Xapkis: Koncym,
2004. - 508 c.

9. Jlinkan B. A. Tndopmaniiina Ge3nexa Ykpainu B ymoBax eBpoiHTerpaunii : HaBd. moci6. / B. A. Jlinkas,
10. €. Makcumenko, B. M. XKenixoscekuii. — K. : KHT, 2006. — 280 c.

10. 3osorap O. O. Knacudikauist 3arpo3 inpopmauiiitoi 6esnexu / O. O. 3omorap, 1. O. Tpy6in // Indopmaris i
npaso. — 2013. — Ne 3(9). — C. 105-112.

11. I'pumyx P. B. OcHoBu kibepHernuHoi 6e3nexu : MoHorpadis / P. B. I'pumyk, 0. I'. Jlanuk; mig 3ar. pen.
npod. FO. I'. lanuxka. — XXuromup : KHAEY, 2016. — 636 c.

12. Mononeurka K. B. Couianbhi iHTepHeT-cepBicH sk cy0 ekt iHdopmauiiinoi 6e3mexu nepxkasu / K. B.
Monogzerpka // Information technology and security. — 2016. — Vol. 4, Iss. 1(6). — C. 13-20.

© P.B. I'puwyx, K.B. Monooeyvka-I punuyx, 2017
95



Cyuacnuit 3axucm ingpopmayii No2(30), 2017 ISSN 2409-7292

13. IMeneummmn A. M. 3arpo3u iHpopMmauiliHOi Oe3neku AepKaBy B colianbHUX Mepexax / A. M. Ilenemumn,
P. B. I'ymincekuii // Hayka i texnika [ositpsaux Cuit 30poitaux Cun Ykpaian. — 2013, — Ne 2. — C. 192-199.

14. CazanoB B. M. Counanbasie cetn : Ananm3 — Texaomnorun — [lepcrektussl. O030p : [eneKTpoHHHUN pecypc]
/ Caiit JlaGopartopuu CBM. — Pexum moctymy: http://ntl-cbm.narod.ru/CBM-NET/net_rew.doc (mara 3BepHCHHS:
30.08.17). — HasBa 3 expany.

15. Barrett Ch. Modeling and simulation of large biological, information and socio-technical systems: an
interaction based approach / Chris Barrett, Stephen Eubank, Madhav Marathe // Interactive Computation. — Berlin :
Springer Berlin Heidelberg. — 2006. — P. 353-392.

16. Jlinkan B. A. IIpaBoBi 3acagu po3BUTKY iH(pOpMAaIiifHOTO cycmiiibcTBa B YKpaiHi : [MoHorpadis] / B. A.
Jlinkaw, I. M. Cominko, B. O. Kip’sH ; 3a 3ar. pex. B. A. Jlinkana. — K. : ®OII O. C. Jlinkan, 2015. — 664 c.

17. Jleuenko O. [lornsan Ha CTBOpEeHHs cHCTeMU iH(popManiiHoi Oe3neku Ykpainu Ta ii 30poitaux Cui / 1O.
Panxosens, O. Jlesuenko, O. Kocoros // Hayka i o6opona. — 2014. — Ne 1. — C. 38-42.

18. Mamuk . [apopmaniiina Oe3mexka YkpaiHu: CTaH Ta MepCIeKTUBU po3BUTKY / 5. Manuk // EdextuBHicTD
nepxaBHOTo ynpasiiaasa. — 2015. — Bum. 44. — C. 13-20.

19. Korar K. M. ComianmpHi Mepexi SK €IeMEeHT HOBOTro comianpHOTO cepenosuma / K. M. Koram //
MixxHapoaHUi HAYyKOBHH (OPYM: COIIOJIOTs, ICHXOJIOTis, exarorika, MeaexkMenT. — 2014, — Bun. 16. — C. 61-71.

20. CazonoB T. CommanpHas ceTh MUKpoOmorrmHra Twitter Kak WHCTPYMEHT «IIBETHBIX PEBOIIOIHID)
[Dnexrponnsiit pecypc] / T. Cazonos // Hayuno-kynbryponoruueckuii xypHai. — 2010. — Ne 6(204). — Pexxum mocrtyna:
http://www.relga.ru/Environ/WebObjects/tgu-www.woa/wa/Main?levell=main&level2=articles&textid=2608 (nata
obpamenus 30.08.2017). — HazBanue ¢ 3kpaHa.

21. Manuk FO. T'. MoOinbHI coliaibHi IHTEPHET-CEPBICH SIK OIIMH 13 PI3HOBHIIB MAacOBOI KOMYHIKAIli HA Cy4acCHOMY
erami / }O. T'. lanuk, P. B. I'punryk, O. B. Camuniims / besneka indopmarrii. — 2015. — T. 21, 4. I. — C. 16-20.

22. Onumryk M. 1. Ponb comianbHUX MeEpeX B MOJITHYHHX mpoiiecax Ha biauspkomy Cxofi Ta B MiBHIYHIN
Adpuui / M. 1. Oaumiyk, B. I1. Jlemyk // Bicuuk KuiBcbkoro HanioHansHOTo yHiBepcutery iMeni Tapaca llleBueHka.
BiiicekoBo-cnenianphi Haykd. — 2012, — Bum. 28. — C. 15-17.

23. TadopmariifHi BUKIMKH TiOpUIHOI BIHHN: KOHTEHT, KAHAIH, MEXaHi3MH MPOTHUIII : aHAJIT. JIOM. / 3a 3ar. pe.
A. baposcbkoi — K. : HICII, 2016. — 109 c.

24. Perry B. Non-Linear Warfare in Ukraine: The Critical Role of Information Operations and Special
Operations [Online] / Bret Perry // Small Wars Journal. — 2015. — Vol.11, No.8. — Available at:
http://smallwarsjournal.com/jrnl/art/non-linear-warfare-in-ukraine-the-critical-role-of-information-operations-and-
special-opera (Accessed 30.08. 2017). — Title from the screen.

25. How Russia Weaponized Social Media in Crimea [Online] / Realcleardefense.com. — Available at:
https://www.realcleardefense.com/articles/2017/05/10/how_russia_weaponized_social_media_in_crimea_111352.html
(Accessed 30.08.2017). — Title from the screen.

26. Kymraip O. B. Tadopmariiiini omeparii Sk xapaktepHa 0coOmuBicTh cydacHocti [Enmexrponnuii pecype] /
O. B. Kymnip. — Caiitr I'mobansHoi opranizaiii corosuunbskoro sigepcrsa GOAL. — Pexxum poctymy: http://goal-

int.org/informacijni-operacii-yak-xarakterna-osoblivist-suchasnosti/ (mata 3sepuenns: 30.08.2017 p.). — Haszsa 3
eKpaHy.

27.Tlone OutBel — Facebook. Ckoipko 60TOB «kuBeT» Ha crpanuiie Ilerpa Ilopomenko [Online] /
Voxukraine.org. — Pexum moctyma: https://voxukraine.org/longreads/bots/article-ru.html (mara oOGpameHus:

30.08.2017). — Ha3Banwue ¢ 5KpaHa.

28. Yepnnmyk C. B. Meroayka BHSBICHHS KiOEpHETHYHHMX 3arpo3 y IpupoaHoMoBHHX Tekcrax / C. B.
Yepuuiyk // TIpobnemMu cTBOpeHHs, BUIPOOYBaHHS, 3aCTOCYBAHHS Ta €KCILTyaTalii CKIIaAHUX 1HGOpMAaLiHHUX CHCTEM.
—2013. — Bumn. 8. - C. 112-121.

29. CyrecTuBHI TEXHOJIOTI] MaHINyJSITHBHOTO BIUIMBY : HaBd. moci6. / [B. M. Iletpuk, M. M. IIpucsikHIOK,
JI. ®. Kommnannesa, €. J[. Ckymum, O. JI. Boiiko, B. B. OctpoyxoB] ; 3a 3ar. pexa. €. JI. Ckynuma. — [2-re Bua.] — K. :
3AT “BIIIOJI”, 2011. — 248 c.

30. Epstein, Joshua M. Generative Social Science : Studies in Agent-Based Computational Modeling /
Joshua M. Epstein. — Princeton : Princeton University Press, 2012. — 384 p.

31. Aunpuesckuii B. P. Ympasnenue xaocom : Mertoasl M npuinoxenus : [B 2 u4.]. / B. P. AunpueBckui,
A. T. ®panxos // ABromaruka u Tenemexanuka. — 2003. —Y 1 : Meromsr. — Ne 5. — C. 3-45.

32. Huxonuc [Ix. JIlnHamMuka uepapXu4ecKux CHCTEM. DBOIIOIMOHHOE TpencTasienue / Jx. Hukonmc. — M. :
Mup, 1989. — 488 c.

33. MecapoBud M. Teopust nepapxu4ecKux MHOroypoBHeBbIX cucteM / M. Mecaposud, [I. Mako, 1. Taxakapa.
— M. : Mup, 1973. — 344 c.

34. Tabop M. Xaoc 1 MHTEIPUPYEMOCTb B HelIMHEIHOM quHamuKe [riep. ¢ anra.] / M. Tabop. — M. : Dauropuan
YPCC, 2001. - 318 c.

35. KonecuukoB A. A. CHHepreTH4eckoe METOJIbl YIPABJICHUS CIOXKHBIMH CUCTEMaMH @ TEOPHS CHUCTEMHOTO
cunresa / A. A. Konecuukos. — M. : Enquropan YPCC, 2005. — 228 c.

Haniiimma 11.08.2017 p. Penensent: a.1.H., mpod. lllenect M.E.

© P.B. I'puwyyk, K.B. Monodeyvka-I punuyk, 2017
96



