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AHOTAIIIl / AHHOTAIIMHA / ANNOTATION

YIK 621.373-187.4; 621.39.072.9

®egopoa H.B. “IIlpyHomMn cnpaBeUIMBOCTI” NPH KOPCTKOMY YNPABJIHHS MYJbTHCEPBICHOIO
MaKpoMepekKero.

Po3risiHyTO mepcrieKTHBY CTBOPEHHS MYJIbTHCEPBICHOT MakpoMepexki Ha 0a3i texHodoriit 2G, 3G, 4G Ta 5G.
Bu3HayeHo akTyanbHI MUTaHHS W 3a/a4l NMpH BIPOBA/DKEHHI W (YHKIIOHYBaHHI IHTErpOBaHOI Mepexi. A TaKoX
3alpoONOHOBAaHA MOJIENb YIIPABIIHHS MYJIBTUCEPBICHOIO MaKpOMEPEKEIO 32 KPUTEPIsIMHI: MEpeKeBUI pecypc — IiHa.
3anpornoHoBaHa TONITHKA (OpPMYyBaHHS IEPCOHAIBHOrO Tapudy KOpUCTyBaua Ha 0a3l MEpCOHAIBHOTO MaKeTy
CepBiCiB.

Knrouosi cnosa: texuonorii 2G, 3G, 4G, 5G, mymnpTHCEpBiCHA MaKpoMepeka, MEpPCOHANBHHUU Tapud,
HepCOHaJ’IBHI/Iﬁ IIaKET CepBiCiB, 3aXUCT JaHUX KOpHUCTYyBayda.

YIK 621.373-187.4; 621.39.072.9

®egoposa H.B. “IIpuHumMn cnpaBefHBOCTH” NPH KECTKOM YNPaBJCHHM MYJbTHCEPBHHOMH
MaKpOCEeThIO.

PaccMOTpeHBI MepCreKTUBBI CO3/IaHns MYyJIbTHCEPBUCHOM MakpoceTH Ha 06a3e TexHonoruit 2G, 3G, 4G u 5G.
O0o03HaueHbl aKTyalbHBIE BOMPOCHI W 33Ja4d MPHU BHEAPEHUU M (QYHKIIMOHMPOBAHWUHM HWHTETPUPOBAHHON ceTH. A
TaKKe MpPeMJIOAKEHa MOJENb yIPaBJI€HUS MYJIbTHCEPBUCHOM MaKpCEThIO MO KPUTEPHUSIM: CETEBOM pecypc — lieHa.
Hpe,unoxceHa IIOJIMTHUKA (bOpMI/IpOBaHI/IH NEepCOHAJIBHOTO Tapmba MOJIB30BAaTCJId Ha OCHOBEC IMCPCOHAJIBHOI'O IMaKeTa
CCPBUCOB.

Knrouesvie cnosa: texnonorun 2G, 3G, 4G, 5G, MynbTHUCEpBUCHAs MakKpOCeTh, NMEPCOHAIBHBIA Tapug,
HepCOHaJ’IBHHﬁ MaKeT CCPBUCOB, 3alllUTA JAHHBIX IMOJIB30BATCIIA.

UDC 621.373-187.4; 621.39.072.9

Fedorova N. “The principle of justice” at rigid management of multiserviny macronetwork.

The prospects of creation of multiservice macronetwork based on technologies 2G, 3G, 4G and 5G are
considered. Topical issues and tasks in case of implementation and functioning of the integrated network are
designated. And also management model multiservice macro-network by criteria is offered: a network resource — the
price. The policy of forming of a personal rate of the user on the basis of a personal packet of services is offered.

Keywords: technologies 2G, 3G, 4G, 5G, multiservice macro-network, personal tariff, personal package of
services, data protection of the user.

YK 004.056

AxpamoBu4 B.M. AaminicTpaTuBHuUii piBeHb indopmaniiinoi 0e3mexu.

JocmipkeHi: akTyanbHICTh MpodsiemMu iH(popManiiHoi Oe3MeKH, agMiHICTpaTUBHI PiBHI 3riHO MIXHAPOJAHUX
CTaHIapTiB, BKa3aHO TMEpeliK HEOOXiMHMX MOKYMEHTIB Juid 3a0e3ledyeHHs INOJITHKH Oe3leKkn oprasisarii,
MANPUEMCTBA 3 PI3HUMH 33 HAaCHYCHICTIO 3aco0aMM 3aXMCTy, opraHizamiiiHoro crpykryporo. CdopmoBani mimi
Oe3mekd, MiAKpecieHa BaXIJMBICTh y9acTi B po3poO0Ii MOMTHKK Oe3meKkd Mepmux ocid, Ta MMepcoHaIbHOI
BIAMOBIZANIEHOCTI CHIBPOOITHHUKIB, OCOOIHMBO CIIemialicTiB 3 obnacti Oe3nexu, JOTPUMAaHHA 3aKOHHOCTI. Po3kpuTo
OCHOBHI eTanu aHamnizy pusukis amst IC.

Knrouoei cnosa: anmMiHiCTpaTHBHHMI piBeHb, KEPIBHUIITBO, OpraHisailis, 3axWCT, iH(OpMaIlis, MOJITHKA
Oe3meKu, piBeHb, €Tall, MOTPO3H, TEXHOJIOTI], 00J1aCTh 3aCTOCYBaHHS, PO, OOOB'SI3KH, ITPABUIIA, META, I[iJIb, PU3UKH,
30UTKH.

YAK 004.056

AxpamoBny B.H. ATMUHUCTPATHBHBIA YPOBeHb HH(POPMALMOHON 0€301aCHOCTH.

HccrenoBanbl: akTyalbHOCTh MPoOIeMbl MHPOPMAIMOHOW OE30MacHOCTH, aJMUHHCTPATUBHBIA YpOBEHH B
COOTBETCTBHHM C MEXHApOAHBIMH CTaHJapTaMH, yKa3aH OOBEM HEOOXOIMMBIX JOKYMEHTOB Uil oOe3nedeHus
MOJIUTHKH 0E30MacHOCTH OpraHW3allMd, TPENNpUsATHS 3 pasHbIMH CPEJCTBAMH 3allUThl, OPTraHU3AIMOHHOMN
cTpykTypoil. ChopMynmupoBaHbl Ienn 0S30MaCHOCTH, IMOAYEPKHYTAa BaKHOCTH Y9acTHA B pa3pa0dOTKEe MOJUTHKH
0€30MMacHOCTH TIEPBBIX JIHI, a TAK)XE IMEPCOHAIBHONH OTBETCTBEHHOCTH COTPYJHHKOB, OCOOCHHO CIELIHAINCTOB C
obnactu 6e30macHOCTH, 0OecIieYeHne 3aKOHHOCTH. PacKpBITH OCHOBHBIE 3TaITbl aHAH3a pUckoB st VC.

Knwouesvle cnoea: agMUHUCTPATHBHBIA YPOBEHb, PYKOBOJICTBO,  OpraHHW3ailus, 3aliura, WHpOopMaIus,
NOJHUTHKA OE€30MacHOCTH, YPOBEHb, 3Tal, YIpO3bl, TEXHOJIOTHH, O0JAcTh NMPUMEHEHHs, POJH, 00s3aTeNbCTBa,
NpaBuIIa, 1eJb, PHICKHU, YOBITKH.

UDC 004.056

Ahramovych V.M. Administrative level of information security.

Investigated: relevance of information security, administrative levels by the international standards, specified
documents required for security policy organizations, enterprises with different saturation means of protection,
organizational structure. Formed safety objectives, stressed the importance of participation in the development of
security policy of the first persons and personal responsibility of staff, particularly experts on security, the rule of
law. Solved the basic steps of risk analysis for IP.

Keywords: administrative level, management, organization, protection, information, security policy, level,
stage, threats, technology, scope, roles, responsibilities, rules, target, target, risks, losses.
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YK 658.5.012.7

IMapxomenko B.JI., Caiiko B.I'., Kpapuenko B.I. 3agauya noOynoBu paunioHajbHOi cucTeMHu mnepenai
JaHUX.

PanionanpHAN Mepepo3OAia mapaMeTpiB TOCTOBIPHOCTI, OMIEPATUBHOCTI, HaAIHHOCTI 00poOKHM iH(popMmarii Ta
BHU3HAYCHHS Tpadika poOOTH CHCTEMH YTBOPIOIOTH NESAKY CIUTBHICTH 3B’S3aHUX 3a1ad, PIMICHHS SKAX TOBUHHE OyTH
JIOCATHYTO Ha OCHOBI 3aralbHOCHCTEMHHX BHMOT. PO3TJISIHYTI OCHOBHI TpyHmHOHII TpH BHOOpI pamioHaTEHOTO
KOMIUIEKCY TeXHIYHHX 3ac00iB Ta BU3HAYCHI HAIPSMH ITOJATBIINX JOCIIIKEHb ONTHMAIBHUX CHCTEMHUX BUMOT.

Knrouosi cnoea: nepenaya nannx, iHpopmamniiiHa cuctema, oOpoOka iHdopmariii, ToCTOBIpHICTE iHpOpMAaii,
MPOEKTYBAHHA CUCTEMH.

YK 658.5.012.7

ITapxomenko B. JI., Caiiko B. I'., KpaBuenko B. WU. 3amaya mocTpoeHHMsi paliMOHAJIBLHOH CHCTEMBI
nepeaavu JaHHAX.

Pa]_[I/IOHaJ'ILHoe MepepacrpeaCciCHUEC MMapaMETpOB IAOCTOBEPHOCTU, OICPATUBHOCTU, HAACIKHOCTU O6pa6OTKI/I
I/IH(l)OpMaIII/II/I " onpeacjacHus rpaq)m(a pa60TLI CHCTEMBI 06pa3y}0T HEKOTOPYIO O6IHHOCTI) CBA3aHHBIX 3aJia4, PCHICHUC
KOTOPLBIX JOJIKHO OBITH AOCTUTHYTO Ha OCHOBE 06H1€CI/ICTCMHI)IX TpeGOBaHHﬁ. PaCCMOTpeHBI OCHOBHBIC TPYAHOCTH IIPpU
BBI60p€ PalOHAJIBHOI'O0 KOMIIJICKCA TCXHUYCCKUX CPCIACTB U OIPEACIICHbI HAIIPAaBJICHUA Z[aJ'ILHefIIHPIX I/ICCJ'IC,I[OBaHI/Iﬁ
OIITUMAJIBHBIX CHUCTCMHBIX Tpe6OBaHI/II7L

Knrwueesvie cnosa: nepeaavya AJaHHBIX, I/IH(I)OpMaL[I/IOHHaH CHCTEMA, 06pa60TI<a I/IH(I)OpMaLII/II/I, JAOCTOBCPHOCTH
WH(pOpPMAINH, TPOSKTUPOBAHUS CHCTEMBI.

UDC 658.5.012.7

Parkhomenko V.L., Saiko V.G., Kravchenko V.I. The task of constructing a rational system of data
transmission.

Rational redistribution of parameters of system such as reliability and efficiency of information together with
process of definition of system work schedule shape a community of interconnected tasks which must be solved at the
design stage of information system. Considered the main difficulties in selection process of rational set of technical
means and identified directions for further research of optimal system requirements.

Keywords: data transmission, information system, processing of information, accuracy of the information, design
of system.

YK 681.322

Mapruniok B.B., Kporos B.J., IMarypsn O.I'. VYnockoHajleHHI 3aCTOCYBAHHSI AJTOPHTMY
kpunrtorpagiunoro mnepersopenHs I'OCT 28147-89 B pexmMax ramMyBaHHsi Ta TraMyBaHHsSl 3i 3BOpPOTHIM
3B’SI3KOM.

B nawiii ctaTTi mpeacTaBieH] MPOIMO3MIT MO0 YIOCKOHAICHHS 3aCTOCYBaHHS ajJrOPUTMY KPHUITOTrpadigHOro
neperBopennsi, sikuii onucanuii B [OCT 28147-89 “Cucremu 00poOku iHdopMmalii. 3axuct kpunrorpadivyHui.
ANTOpuTM KpUNTOrpadiuHOro YCTaTKyBaHHS B PI3HMX peXHMax IaMyBaHHsS Ui Iepenadi TeKCTOBOI, rpadivyHoi Ta
aHajoroBoi iHpopMaii. YJOCKOHAJICHWH alropuTM MoXe OyTH BHKOPHCTaHMH Uil 3axucTy iHdopmauii B
ABTOMATH30BaHMX CHCTEMax YINpaBJIiHHS BiHCHKOBOIO NpH3HA4YeHHs. BpaxoByrouu e moscrana mpobiema — SKoMora
OiIbIle BiIOKPEMUTH JIIOAWHY BiJl KEpyBaHHs KJIIOYaMH Ta 3aXHCTHTH iX Ha BCIX CTalisfX iCHYBaHHS. Y 3B’S3KY 3 IIMM,
HIWKYe Oyne omucaHo pimeHHs wiei mpobiemu, 3a pomomororo skoro ['OCT MoxkHa 3pOOHMTH TEOPETHYHO
HeaemudpyeMuMm.

Kntouosi cnosa: anroputm KpunrorpadivHOTO MepeTBOPEHHS, CHHXPOTIOCHIIKA, KPUTITOCTIHKICTD.

YK 681.322

Mapreiniok  B.B., Kporos B.J.,, Ilatrypsn A.I'. CoBepuieHCTBOBaHHe NPHMEHEHHs aJropuTMa
kpunrorpadpuyeckoro mnpeodpazopanuss I'OCT 28147-89 B pexuMe raMMHupoBaHHs M TaMMHPOBAHHUS C
00paTHOIi CBA3BIO.

B naHHONM cTaTbe TpeACTaBIEHBl MPOMO3UIUH IO COBEPIICHCTBOBAHUIO INPHUMEHEHUS alropuT™Ma
Kpunrorpaduyeckoro npeodpazoBanus, kotopeiii ornmcan B ['OCT 28147-89 “Cucremsl 006paboTKi MH(MOPMAIHH.
3amura Kpunrorpapuyeckas. AJIrOpUTM KpUIITOrpaguyeckoro 000py1oBaHus” B Pa3IMYHBIX PEKMMaX TaMMHPOBAHHUS
JUISL TIepeiayl TeKCTOBOM, Tpa)uecKoil N aHAJIOTOBOM WHQOpPMaIKH. Y COBEPIICHCTBOBAHHBIN alTrOPUTM MOXXET OBITh
WCIIONIB30BaH JUISl 3alIUThl MHGOpPMAIMM B aBTOMATHU3MPOBAHHBIX CHCTEMax YIIPaBICHHS BOEHHOTO HAa3HAYCHMS.
Y4uTeIBas 3T0, BO3HHUKJIA IPOOJIeMa — BO3MOXKHO JIM OT/CJINTH YEJIOBEKA OT YIPABJICHHS KIFOYaMH U 3aIIUTHTh UX HA
BCEX CTAAMAX CYIIECTBOBaHUS. B CBSI3M ¢ 3THM, HIDKE OYAET ONHMCAHO PEIICHNE 3TOM MPOOIEMBI, C TOMOMIBIO KOTOPOTO
TI'OCT MoHO clienats TEOpEeTHISCKH HEeAeTTU(PPYESMBIM.

Knrouegvle cnoga: anroput™ Kpuntorpaduaeckoro mpeoopa3oBaHus, CHHXPOIIOCHITKA, KPUIITOCTOMKOCTb.

UDC 681.322

Martynyuk V., Krotov V., Tsaturian A. Improved of cryptographic transformation algorithm GOST
28147-89 mode ciphering and mode feedback ciphering.

This article presents a proposition to improve of the algorithm cryptographic transformation, which is described
in 1SO 28147-89 ("Information processing systems. Cryptographic protection. Algorithm cryptographic equipment") for
different encryption modes for transmission of text and graphic information. The improved algorithm can used to
protect information in military automated control systems. Current issue - ability to separate the human from the key
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management and protect them at all stages of life. Therefore, the following will be described a solution to this problem,
via which 1SO can make theoretically not cypher.
Keywords: algorithm of cryptographic transformation, synchropremise, cryptoresistance.

YK 005:343.23:621.395.721.5

My:kanoBa T.M., Axumenko F0.M. Knacudikauii 310unHniB i3 BUKOPpUCTAHHIM MOOLILHOTO TeJiedoHy.

V crarTi MpoaHamizoBaHO TMEPEIyMOBH PO3IIMPEHHS MacmTabiB 3JI0YMHHOCTI y cdepi MOOITHHOTO 3B’S3KY,
PO3TITHYTO KIacudiKalii mpaBonmopymeHs i3 BUKOPUCTAHHAM MOOUTEHOTO TeneoHy Ta 0XapaKTeprU30BaHO X OCHOBHI
Bunn. I[IpencraBineHo BiacHy Kiacudikallito, BiAMOBITHO IO SKOi MPaBOMOPYIIECHHS 3 BHKOPHUCTAHHAM MOOUTEHOTO
TeneOHy MOIUIEHO Ha TeneOHHE XYJIraHCTBO, TeleOHHE IIaxpaiicTBO Ta IHII 3JI0YMHH, B SKUX HPUCTpId
MOOITLHOTO 3B’SI3KY € 3HAPSAISAM HENPaBOMIPHUX JiH.

Kniouosi cnoea: mpaBomopylieHHs 3 BHKOPUCTaHHAM MOOUIBHOrO TenedoHy, TeleOHHE XYIITaHCTBO,
TeneOHHNH TepopH3M, TelaeOHHE MIaxpaicTBo.

YAK 005:343.23:621.395.721.5

My:xanoa T.M., fAxumenko FIO.H. Knaccudukanuu npectynjeHuii ¢ HCHoJb30BaHHMEM MOOUJILHOIO
TesiedoHa.

B craree mpoaHanM3WpOBaHBI IMPEANIOCHUIKM PACHIMPEHUS] MacIITabOB MPECTYMHOCTH C HCIIOJIb30BAaHHEM
CpeACTB MOOMJIBHOM CBSI3M, PACCMOTPEHBI KIACCH(MKAIMK TIPABOHAPYIICHHH C HCIIOIb30BAHHEM MOOMIBLHOTO
TeneoHa M OXapaKTEpPH30BaHbI MX OCHOBHBIE BHABI. lIperncTaBieHa aBTOpCcKasl KiacH(UKalWs, B COOTBETCTBHH C
KOTOpOW TIPECTYIUIEHHS C HCIOJIB30BAHHEM MOOMIBHOTO TenedoHa paslelieHbl Ha Telle)OHHOE XYJIUTaHCTBO,
TeHe(l)OHHOG MOMICHHUYECTBO U JPYIU€ BH/bI npeCTynneHmZ, B KOTOPLIX CpE€IACTBO MO6HHLHOI7I CBA3HU SBJISICTCS
UHCTPYMEHTOM HENPaBOMEPHBIX JEHCTBUI.

Kniouegvle cnosa: npaBoHapylIeHUs] C HCIOJIB30BaHUEM MOOMIBHOTO TelieoHa, TeleOHHOE XYJIUTaHCTBO,
TeNneOHHBIH TEPPOPU3M, TelIe()OHHOE MOIIEHHUIECTBO.

UDC 005:343.23:621.395.721.5

Muzhanova T., Yakymenko Yu. Classifications of mobile crimes.

There are analysis of the preconditions for the expansion of crime in the mobile communications sphere, review
of the classifications of offenses using mobile phone and description of the main kinds of mobile crimes at the article.
Submitted own classification, under which the offenses using a mobile phone are divided into hooliganism, telephone
frauds and other crimes in which mobile device is an instrument of unlawful acts.

Keywords: mobile crimes, telephone hooliganism, telephone terrorism, telephone frauds.

YK 004.056

BopcykoBebkuii 10.B., Bypsiuok B.JI. Posb i micie BUIIUX HABYAJIBHMX 3aKJIa/iB Y CTBOPEHHI cUCTeMH
iHopmaniiinoi Ta kibepHeTHYHOI Oe3mexkn Y KpaiHu.

B paniif craTTi mpoBeneHO JeTaNbHMK aHai3 cydacHMX KiGepsarpo3. CdopmynsoBaHO 0a30Bi BHMOTH i
peKoMeHamii moa0 HampsIMKIB MiATOTOBKH (axiBLiB 3 iHpopMamiiHOi Ta KibepHeTHYHOi Oe3reKkd BiANOBITHO IO
IiI09YMX TI00aTbHUX 3arpo3 B iHGOpMaIiitHOMy mpocTopi.

Kntrouosi cnosa: 3arposu, pusuKy, MoJiTHKA, KibepOe3neka.

YK 004.056

BopcykoBebknii FO.B., Bypsadoxk B.JI. Poibs 1 MecTo BhICIINX y4eOHBIX 3aBeJeHHH B CO3aHMH CHCTEMBbI
HHPOPMALMOHHOH M KHOePHETHYECKOIl 0€30I1aCHOCTH Y KPANHBI.

B naHHOHM craTbe NpOBEAEH JETAJbHBIH aHaNW3 COBPEMEHHBIX KuOepyrpos. CdopmynupoBaHbl 0a30BbIe
TpeOOBaHUS U PEKOMEH/IAIIMY 110 HATPABIICHUSM MOJrOTOBKH CIIELHAIHNCTOB 110 HH(POPMAIIMOHHON 1 KHOEPHETHYECKON
0€3011acCHOCTH B COOTBETCTBUH C JICHCTBYIOIIMMH TJI00aTbHBIMH yTpo3aMu B HHPOPMAIMOHHOM ITPOCTPaHCTBE.

Knroueswie cnoea: yrpo3sl, pucky, MOTUTHKA, KHOEPOE30aCHOCTE.

UDC 004.056

Borsukovskii Y., Buryachok V. Role of universities in creating a system of information and cyber security
Ukraine.

In this paper, a detailed analysis of contemporary cyber threats. Formulated the basic requirements and
recommendations for the areas of training of specialists in information and cyber security in accordance with the global
threats in the information space.

Keywords: threats, risks, policy, cyber security.

YK 621.391

Hepamkisesknii O.JI. Xmapni texnoqorii Tuny “laaS” sk 3aci0 ontumisanii nmorokis indopmanii B
Mepekax nepeaayi Ta 00poOKuU AaHUX.

B crarTi mpoanamizoBaHi pi3HOBHAM XMapHHX oOumcieHb. [lokasaHo, mo 3a momomororo KoHmemii «laaSy»
MOXJIMBE JOCSTHEHHs OiJbII ONTUMAJIBHOTO BHKOPUCTAHHS MEPEX Iepenadi JaHuX Ta CHCTeM OOpOOKH JaHHX.
Po3pobneni mpakTW4Hi pekOMeHJamii A0 po3ropTaHHA cepBiciB Tumy «laaS» s omepaTopiB TeleKOMYHIKaIlii.
HageneHni pe3yibTaTi TEXHIKO-€KOHOMIYHOTO PO3PaXyHKY.

Knrouosi cnosa: xmapHi obuncienns, laaS, mepexi nepeaadi 1aHux.
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YK 621.391

Hepamkosckuii A.JI. O6gauynHble BbhIuMcJIeHds Tuna “laaS” kak cmocod ONTHMHU3AUMM TOTOKOB
uHpopMaMH B ceTsSIX Nepeavun U 00padoTKU JaHHAX.

B craThe mpoaHaIN3UPOBaHbl PA3HOBHIHOCTH O0JIAYHBIX BbIUUCICHHUI. [loKa3aHO, YTO C IOMOIIBIO KOHIIEIIIUN
«laaS» BO3MOXHO HOCTIDKEHHE 0oJiee ONTHMAIBHOTO HCIIONB30BAHMS CETEeH Mepenadn JaHHBIX M CHCTEM 00pabOTKH
JNaHHBIX. Pa3pa0oTaHbl MPAKTUYECKHE PEKOMEHIALMK K pa3BOpavyuMBaHHi0 cepBucoB Tuna «laaSy» s omeparopos
TeNeKOMMYHHKaIuii. [IpeocTaBiIeHs! pe3yabTaThl TEXHUKO-9KOHOMUYECKOTO pacyera.

Knrouesvie cnosa: obnaunbie Beraucienus, [aaS, cetu nepeaayn AaHHbIX.

YK 621.391

Nedashkivskiy O.L. Cloud computing “laaS”-type as a way to optimize dataflow in
telecommunication networks and information processing systems.

The variety type of cloud computing analyzes in this article. It is shown that with the help of «IaaS»-
concept it is possible to achieve better utility of data networks and data processing systems. Practical
recommendations to expand the «laaS»-type services for telecommunications operators are set. The results of
the technical and economic analysis are provided.

Keywords: cloud computing, laaS, telecommunication network.

YK 004.056

Korenko A.M. 3ano0iranns BUTOKY iHdopmanii 3 o6MekeHHMM JOCTYNIOM MaTepiaJibHO-Pe4OBHUM
KaHAaJIOM 32 PaXYHOK BUKOPHCTAHHS CHCTEM Bile0CIOCTePeKeHHSI.

HocnimkeHi: icHyloui TexHIYHI KaHalu BHTOKY iHdopmaiii 3 00 ekTiB iHpoOpMauiiHOi TisSIBHOCTI,
Jokepena iHdopmalii MarepiaJbHO-pPEUYOBOTO KaHally, IPHYMHU BHUTOKY iH(opManii MarepialbHO-pEYOBUM
KaHaJoM, mpuiiMadi iHpopMmaiii MaTepialbHO-PEYOBOr0 KaHally, CKJal CHCTEM BIiJCOKOHTPOIIO. BH3HaueHO
q)YHKHiOHaJ'ILHy MOXIJIUBICTH 3aCTOCYBAaHHA CHCTEM Bi,[[eOCHOCTepe)KeHH?[ y SIKOCTI OXOpPOHHUX CHCTEM. Ha
HiZ[CTaBi Oboro 3p06neHo BHCHOBOK IIpoO MOJXKJIUBICTH BUKOPHUCTAHHS CUCTEM BiI[eOCHOCTepe)KeHHS[ JJI
3ano0iraHHsl BUTOKY iHpoOpMaIii MaTepiallbHO-pPEYOBHM KAaHAJIOM.

Knrwuosi cnosa: BineocnocTepekeHHs, KaHAIl BUTOKY iHpopMalii, iHpopmarlis 3 0OMeKEHUM JOCTYTIOM,
CeMaHTUYHa iHQOpMaIlis, Bife0 KOHTPOIb, JETEKTOP PyXy, 00’ €KT iHGOpMamiitHOI AiSIBHOCTI.

YK 004.056

Korenko A.H. IlpenorBpamenne yredku HHGOPMANHMU C OTPAHMYCHHBIM HOCTYIIOM MAaTepPHAJBHO-
BEIIECTBCHHBIM KAaHAJIOM 32 CUET UCIIOJIBb30BaAaHUA CUCTEM BHZIeOHaﬁJIlOI[eHHH.

HccnenoBaHbel:  CYHmIECTBYIONIME TEXHHYECKHE KaHajubl yTEYKH HWHPOpPMAIUH M3  OOBEKTOB
UH(POPMAIIMOHHOM NeATeNbHOCTH, MCTOYHUKMA HH(GOPMAIMK MaTepUalbHO-BEUIECTBEHHOTO KaHala, HMPUYUHBI
YTCUKH I/IH(l)OpMaHI/II/I MaTCprUaJIbHO-BCUICCTBCHHBIM KaHAJIOM, MPHUEMHUKHU I/IHd)OpMaHI/II/I MaTCpraIbHO-
BCHICCTBCHHOI'O0O KaHajla, COCTaB CHCTEM BHJICOKOHTPOJIA. OnpezleneHa (bYHKHI/IOHaJ'[I)Ha}I BO3MOXHOCTH
HUCIIOJIB30BaHUsd CUCTCM BI/IL[GOH&6J'IIO}I€HI/I§I B Ka4€CTBC OXPAaHHBIX CUCTCM. Ha ocHoBaHum 3TOTO CACJIaH BBIBOJ
O BO3MOXHOCTH HCIOJb30BaHUsA CHCTCM BI/II[eOHa6JHO[[eHI/I$[ JJI NpCAOTBpalllCHUSA YTCUYKHU I/IH(I)OpMaHI/II/I
MaTCpHUaJIbHO-BCHICCTBCHHBIM KaHAJIOM.

Knioueevie cnoea: BuncoHabmONeHUE, KaHAN yYTeYKH HHpOpManuu, MHGOPMANHS C OrPAaHHYCHHBIM
A0CTYIIOM, CEMaHTHUYCCKasd I/IH(I)OpMaHI/IH, BHUACO KOHTPOJb, ACTCKTOP JABHKXCHMHA, 00BEKT PIH(I)OpMaIIPIOHHOfI
ACATCIBHOCTH.

UDC 004.056

Kotenko A. Prevent information leakage restricted access tangible channel through the use of video
surveillance systems.

Research: existing technical information leakage from the objects of information activity, sources of
material-material channel leakage of information material and real channel receivers of information material
and the material feed composition of video surveillance. Functional possibility of video surveillance systems as
security systems. Based on this conclusion about the use of CCTV to prevent leaks of material and proprietary
channel.

Keywords: CCTV, information leakage, undisclosed information, semantic information, video
monitoring, motion detection, object information activities.

YK 004.056

I'axos C.O. KiGepnpocTip ik 0CHOBHAa KaTeropist Hayku KidepHeTHKAa.

VY cTaTTi HOCHIMKYEThCS MIAXOMHW IO BU3HAYCHHS TMOHITTSA Ta 3MIcTy Kibepmpoctopy. Bcranomiena
CyTHICTH KiGepmpocTopy SK OCHOBHOI KaTeropii Haykum KiOepHeTmka. BcraHOBIeHI ICTOTHI O3HaKH
KibeprpocTopy SIK cepeloBHINa ICHyBaHHS NpouLeciB (QyHKIIOHYBaHHsS 1HPOPMALIWHO-TEJICKOMYHIKA[IHHUX
cucteM. Bu3HaueHa cucTeMa XapakTEepUCTUK KiOepHpocTopy SK CKIAaTHOI THHAMIYHOT CHCTEMHU.

Kniwouoei cnosa: xidepHetTrka, KiOepHETHYHUI TPOCTIp, KibepHEeTHUYHA Oe3IeKa.
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YK 004.056

I'axoB C.A. KuGepnpocTpaHCTBO KaK OCHOBHAsl KATeropus HayKu KuGepHeTHKA.

B cratne HCCICAYIOTCA TIMOAXOAbl K OHOPCEACJICHHUIO MNOHATHA W COACPIKAHUSA KI/I6€pHp00TpaHCTBa.
YcraHOBNEHA CYIIHOCTH KHOEPIpPOCTpaHCTBA KaK OCHOBHOHM KaTeropuHW HayKu KHOEpHETHKa. Y CTaHOBICHEI
CYIICCTBEHHBIC TMPU3HAKN KHOEPIPOCTPAHCTBA KaK CpeNbl CYMIEeCTBOBAHHS MPOLECCOB (YHKIMOHUPOBAHUS
HHQOPMAIIMOHHO-TEICKOMMYHUKAIMOHHBIX cucTeM. OmpeneneHa cUCTeMa XapaKTePUCTHK KHOEPIPOCTpaHCTBA
KaK CJI0XHOM TUHAMUYECKOW CUCTEMBI.

Knwuesvie cnosa: xubepueTnka, KubepHeTHIECKOE MPOCTPAHCTBO, KHOEpHETHYECKass 0€301MaCHOCTD.

UDC 004.056

Gakhov S. Cyberspace as the main category of the science of Cybernetics.

The article examines approaches to determining the concept and content of cyberspace. It establishes the essence
of cyberspace as a primary category of the science of Cybernetics. The essential characteristics of cyberspace as a
medium of existence of the processes of functioning of information-telecommunication systems are established. The
characteristics of cyberspace as a complex dynamic system are identified.

Keywords: Cybernetics, cyberspace, cyber security.

YK 004.056:004.65

Cnacitenesa C.0., Bypsyox B.JI. KomniekcHuii 3aXiCT rereporeHHUX KOPNOPAaTUBHUX CXOBHII JAHMX.

3amporoHOBaHO MiIXi[ MIOAO0 KOMIUIEKCHOTO 3aXHCTy CYYacHHX KOPHOPAaTHBHMX 0a3 Ta CXOBWII JaHHX, SIKi
moOyZoBaHi 3a MPHUHIMIIOM OaraToacleKTHOI MEePCHCTEHTHOCTI 3 BHKOPHCTAaHHSAM DI3HHX TEXHOJIOTIH 30epiraHHs Ta
aHai3y maHux. Ha mimcTaBi MpoOBeleHOTO aHANi3y 3arpo3 Ta 3aco0iB 3aXMCTy JaHuX it pensmidaunx ta NoSQL cuctem
ynpaBniHH;I 0azaMy JaHMX, BH3HAYEHI npo6neMI/1 3aXUCTy JAHUX JJIi TeTEPOreHHOr0 CXOBHUIA JAaHMX Ta HULIXU 1X
IIOJO0JIaHHS.

Knrouogi cnosa: inpopmariiiina Oesreka, cxoBuie nanux, 6a3um manux, PCYBJ], NoSQL DBMS, Benuki nawi,
3aXUCT JaHUX.

VK 004.056:004.65

Cnacurenea C.A., Bypsiuok B.JI. KoMmiekcHasi 3aliMTa reTeporeHHbIX KOPHOPATHBHBIX XPaHWJIHII
JAHHBbIX.

Hpezmon(eH moaxona K KOMIIIEKCHOH 3alIUTC COBPEMCHHBIX KOPIOPATHBHBIX 0az u XpaHWIMII JAaHHBIX, KOTOPbIC
TIOCTPOEHBI IO IPUHIUITY MHOT'0QCITCKTHOH TIEPCUCTEHTHOCTHU C HCIIOJIB30BAHUEM PA3JIMYHBIX TEXHOJIOTHH XpaHECHUA U
aHayu3a JaHHbIX. Ha OCHOBaHMU MPOBEAEHHOTO AHAIN3A YIPO3 U CPEACTB 3aIUUThI JAHHBIX JUIS PENSALUOHHBIX U NoSQL
CHUCTEM YIIPABJICHUA 6aszamu JAHHBIX, OTIPEACIICHHBI HpO6H6MBI 3alIUThI JAHHBIX MJIA TETEPOTCHHOI0 XpaHUIININAa JaHHBIX
U IYTH UX NPEOJIOJICHMS.

Knouesvie cnosa: nadopmanmonnas 0€30MacHOCTh, XPaHWIHINE JaHHBIX, 0a3bl AanHbX, PCYBJI, NoOSQL DBMS,
60J'II)H_II/IG JAaHHBIC, 3aIIUTa JAHHBIX.

VK 004.056:004.65

Spasiteleva S., Buryachok V. Integrated security of heterogeneous data warehouse for the enterprise.

Propose an integrated approach to the protection of modern enterprise databases and data warehouses that are built
on the principle of a polyglot persistence using variety technologies of data storage and analysis. Based on the analysis of
security threats and software data protection for both relational and NoSQL data base management systems has made
definition of the data protection problems for heterogeneous data warehouses for the enterprise and ways of their solution.

Keywords: infosecurity, data warehouses, database, RDBMS, NoSQL DBMS, big data, data protection.

YK 007:351.778.542

Lmpin 0.0., Cepux C.O., Bumniscokuii B.B. Ananis ypasimpocri iHdopmaniiinoro pecypcy Buimoro
HABYAJIBLHOIO 3aKJIaay Ta kjaacudikanis 3arpo3 indopmaniiinoi 0esnexn.

3 METOI0 CHHTE3y CHCTEMHOi MOJeli MOpyIIHMKa iH(popMamiiiHoi Oe3meKd MPOBEIEHO aHalli3 ypas3iIMBOCTI
iHopmariiHux pecypciB Bummx HaBuanpHHMX 3aKyiaiiB B YKpaiHi. PO3MNISSHYTH MOMIIMBI 3arpo3W Ta NPUYMHHU iX
BUHUKHEHHS, METO/IM 3a0e3medeHHs 3axucty indopmaii. st popMyBaHHS Ji€BOT CHCTEMH MOHITOPHHTY Ta YIPaBIiHHS
B cepi iHopmamiiiHoi Oe3mekn BH3, a Takok BIOCKOHAIICHHS BiAIOBIIHOI HOPMATHBHO-TIPABOBOI Oa3w HaBEACHO
KJacu(ikaiio 3arpo3 Ta HaNpsSIMKH yIpaBJIiHHs iH(GOpMaIlifHIMI pU3HKAMH 3aKJIa IiB.

Kniouosi cnosa: indopmaniitnuii pecype, iHQopMarifHa TEXHOJIOTiS YIPABIiHHS, Ypa3iIMBICTh, PH3HKH,
KOTHITHBHA MOJIeITh, MOJICII 3arPo3, MOJIeIh MTOPYIIHMKA, MOJICNb peali3alii 3arpo3, 3aXucT iHpopMaIifHoro pecypcy.

YK 007:351.778.542

Hneun O.A., Cepoix C.A., Bumnesckuii B.B. Ananu3 ysisBuMocTn nHGOpMannoHHOro pecypca Boiciiero
y4eOHOro 3aBe/ieHHs U Kiaccu(uKanus yrpo3 HH(pOpManMoHHOI 0e301acHOCTH.

C menpl0 CHHTE3a CHCTEMHON MOJENHM HapyluTess HHGOPMALMOHHONW O€30MmacHOCTH IIPOBEAEH aHAM3
YSI3BEMOCTEH MH(MOPMAIIMOHHBIX PECYpPCOB BBICIIMX YIEOHBIX 3aBEACHUNA B YKpanHe. PaccMOTpeHBI BO3MOXKHBIE YTPO3BI
Y IPUYMHBI KX BO3HUKHOBEHHMSI, METOIbI 0OecreueH s 3aunTbl nHdopmauunu. s popMupoBanus NeHCTBEHHOM CHCTEMbI
MOHHUTOPHHIA U ympaBieHus B cdepe uHOOPMAMOHHON Oe3omacHocTH BY3a, a Takke COBEPUICHCTBOBAHHUS
HOPMaTUBHO-TIPAaBOBOM 0a3bl NpHBeAEHAa KiIacCU(PMKAIMS YIpo3 M HAIPaBICHUH YIpaBlIeHUS HWHPOPMALOHHBIMU
pHCKaMHu.
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Kniouesvie cnosa: nHPOPMAIMOHHBIN pecypc, HHPOPMAIOHHAs TEXHOJIOTHS YIPaBJICHHs, YSI3BUMOCTb, PHCKH,
KOTHUTUBHAA MO/JCJIb, MOJCJb YIpO3, MOJACJIb HAPYHIMTCIIA, MOJCIb pealr3alun YIrpos, 3alluTa I/IH(i)OpMaIII/IOHHOFO
pecypca.

UDC 007:351.778.542

Illin O0.0., Seryh S.0., Vyshnivskyi V.V. Vulnerability analysis of information resources University
classification and information security threats.

For the purpose of the synthesis system model of information security offender analyzed vulnerabilities of
information resources of higher education institutions in Ukraine. The possible threats and their causes, methods of
information security. To form an effective monitoring and control systems in the field of information security of the
university, as well as improvement of the legal framework is a classification of threats and areas of information risk
management.

Keywords: information resources, information technology management, vulnerability, risks, cognitive model, the
threat model, the model of the offender, the implementation model threats, protection of information resources.

YK 004.621.3:519.816

3u6in C.B. MeToa miaATPpUMKH NPUIAHATTA pilieHb NpH GOpMYBaHHI KOMILIEKCHUX porpaM ingopmaniiinoi
0e3neKu.

VY naHiii cTaTTi HaBEACHO aHAJi3 ONHOTO MiAXOAY JO MiNTPUMKH TPHAHATTS pimieHs. [IpomoHyeThes MiAXiN 10
MATPUMKY TIPUAHATTS pillieHb I (OpMyBaHHSI KOMIUIEKCHUX IUTFOBUX MporpaM iH(GopMaIiiiHoi 6e3mekn AepKaBy MpH
HAsBHOCTI 3arpo3 1 pu3HKiB, AKHil 6a3yeThCs Ha BBEICHHI MOJIENeit 3arpo3 1 pH3HKIB B iepapxiro mineit mporpam (3aBIaHb)
MeTy. 3arpo3a MOJICIIOETHCS CIEIIaTbHOIO MMPOTPaMOI0, sIka BBOJUTHLCS B iEpapXito MileH.

Knwowuoei cnosa: nporpama Oe3neku, NPUHAHATTS pilleHb, cuctema 3axucty, CIIIIP, cuctema miATpUMKH
MIPUAHSTTS PillICHb, OIIHIOBAHHS, MOJICTTFOBAHHS, CKCIIEPTHI OIIiHKH.

VYK 004.621.3:519.816

3p10uH C.B. Meton mnoaiep:KKd NPUHATHS pelleHUH NpPU (POPMUPOBAHMH KOMILIEKCHBIX MPOrpamMm
HH(OPMALUOHHOH 0e301IACHOCTH.

B nanHO# cTaThe MPUBOAUTCS aHAINU3 OJHOTO MOIX0Aa K NOJIEPKKE NPUHATH peweHuid. [Ipeanaraerca noaxon K
TTOJICPKKE TIPUHATHS pelIeHUH 11 (YOPMHUPOBAHKS KOMIUIEKCHBIX IIEIEBIX MPOTpaMM HH()OPMATMOHHOM Oe30I1acHOCTH
TOCYAapcTBa MPH HAIMYUH YTPO3 U PUCKOB, KOTOPBIM Oa3upyeTcss Ha BBEICHUHM MOJENCH yrpo3 M PUCKOB B HEPAPXHUIO
meneil mporpaMM (3azad) U meneBoi e€ oneHkW. Mozenb pucka uMeeT (aKkTop pHcKa, KOTOPHIH SBISETCS CITyYalHBIM
MPOLECCOM M HMEET CIEUUAIBHYIO 1IeJb. YTP0o3a MOJEIUPYETCSl CHEUUAJIbHOW NpPOrpaMMoON, KOTOpas BBOIUTCA B
UEPAPXUIO LIETIEH.

Knouesvie cnosa: nporpamma 0€30MacHOCTH, MPUHSITHE pelieHu#, cucteMa 3anutsl, CIITIP, cucTeMa moamaepkku
TMPUHATUA pemeHHﬁ, OLCHMWBAHUE, MOACIIUPOBAHUE, DKCIICPTHHIC OLICHKHU.

UDC 004.621.3:519.816

Zybin S. The one method to decision making support for formation of complex security information
programs.

This article, written for analysis of a support decision-making approach. This approach can be used for the
formation of complex information security programs, taking into account the threats and risks. This approach is based on
the introduction of models and risks in the hierarchy of objective tasks and the goal evaluation of the tasks. Under the
threat, we understand a condition of the environment, impacts the efficiency of the task. Complex goal-oriented program is
executed in this environment. Risk is defined as a result of a random event that is caused by the influence of external
relative factors. The event is a situation arises that affects the execution program. Threat models and risks have been
proposed. The risk model is a risk factor, which is a random process and has a special goal. The threat is simulated by a
special program, which is entered in the hierarchy of goals.

Keywords: security program, decision making, protection system, DSS, decision support system, evaluation,
simulating, judgement.

YK 511:003.26.09

Bunnunuyk C./I., Makcumenko €.B. Ilpuckopennst Metoay (pakropusauii pepMa Ha OCHOBI BUKOPHCTAHHS
Ha0JIMKAEThCSl KOe(ili€eHTIB.

3amporoHoBaHO crocid mpuckopeHHs Merony Pepma (akTopmzamii umcen 3a paxyHOK BHKOPHUCTAHHS

HAGTHKAKOTh KOedillieHTiB, KoM 3aMicTh BUpileHHs piBHAHHA Y2 = X2 —N B Linux umucnax, 1¢ N =p-( HpH BEIMKHX
3HaueHHAX BigHocud ¢/p (Q> p), BUpilIyeThes PiBHAHHA Y2 =X2-KN s K >1. OcKiibKd CTaBjieHHs §/p HEBiZOMO,

TO Ul TOIIYKY KoedimieHTa K MpomoHyeThCsI BUKOPHCTOBYBATH METOA IOKPHUTTS. Y pa3i BUKOPUCTAHHS BHKIFOYHO
nimx HemapHux K 3amponoHoBaHMi CIIPOIIEHNH alNropruT™M iX BUOOPY.
Knrwouoei cnosa: haxropuzanis, meron Oepma, MpopiKyBaHHS, IPUCKOPESHHS.
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YAK 511:003.26.09

Bunanuyk C.J., Makcumenko E.B. Yckopenusi meroaa gaxropusauuu ¢pepma Ha 0CHOBE MCIOIb30BAHUS
npuoIEKAIMUX Ko3GPpuuueHToB.

[Ipemnoxer crocod yckopeHus Metoga depma (hakTOpU3AIMK YUCET 38 CUET UCIOIH30BAHUS MIPHOIKAFOIINX

K03 QUIMEHTOB, KOTa BMECTO pelleHHsl ypaHeHHS Y2 =X2—-N B Helblx unciax, rae N=p-q mpu Gombmmx

3HA4YEHUAX OTHOIIeHWH g/p (g>p), pemaercss ypaBHECHHE Y2=X?-KN mn K>1. ITockonbky oTHOmIEHHE (/p

HCHU3BCCTHO, TO AJIA IIOMCKa KOB(l)(bI/IL[I/ICHTa K npeajiaracTcs ucnoJb30BaTb MECTOA MOKPBITHA. B CJIy4Jac MCIOJIb30BaHUA
HCKIIIOYUTCIIBbHO LECIBIX HCUCTHBIX K MMPEAJIOKCH prOH.ICHHLIﬁ AJITOPUTM UX BBI60pa.

Knrouegwie cnosa: dpaxropuszanus, meroq Oepma, mpopeKuBaHUE, YCKOPEHHE.

UDC 511:003.26.09

Vynnychuk S., Maksymenko Y. Acceleration of fermat's factorization method based on the use of
approximating coefficients.

A way of accelerating the Fermat's factorization number method is offered by using the approximate

coefficients, when it is looked for the roots of equations Y2 =X2-KN for K >1 instead of solving the equation

of Y2 =X?—N in integers, where N= p-qg. As the ratio g/p is unknown, the method of covering is offered for

coefficient K search. In the case of using the only odd integer K is offered the simplified algorithm of their choice.
Keywords: factorization, multidigit numbers, Fermat's method, RSA, approximate coefficients.

YK 621.391.3

B’ronnik O.B., SIpom B.O., 3inenxo F0.M., I'opoxoschkuii €.I1. OnTumizanis mapamerpiB mepe:xi
Maii0yTHbOro Ha 0a3i BAaroBoro MeToay.

B craTTi po3risiHyTO MUTaHHS PO3BUTKY 1H(OpMaliifHOT iHQpacTpyKTypH Ha TepeHax YKpaiHu. 3a3HaueHo,
IO B Cy4aCHOMY CBITi CTpiMKe 3pocTaHHsA oOcsriB Tpadiky 1 3MiHa HOro CTpykTypu B OiKk mepejadi Bineo,
HeoOXiJHICTh MIATPUMKH MOOITHPHMX KOPHCTYBAdiB Ta COLIaJbHUX MEpeX, BipTyai3alis Ta HIBHAKa 00poOka
JAaHUX TPU3BEIH 10 3MIHM B ICHYIOUHX Mepexax, TOMY aKTyaJbHUMH TEHACHLISIMH PO3BUTKY TeJIEKOMYHIKaIiil €
mepexiz A0 Mepex Mail0yTHhoro. 3rigHo 3 pekoMeHaauisiMu MixnapoaHoro Coro3y EnekTpo3B’si3Ky roJIOBHOIO
BiAMIHHICTIO Mepexki MalOyTHBOTO € 3JaTHICTH ii O caMmoopraHi3amii Ta caMOBITHOBJICHHS. Bu3HadeHo, 1o
OCHOBHHMH IapaMeTpaMu Mepexki MaiOyTHBOTO, AKi OyAyThb 3aJOBITBHATH BUMOTH SKOCTI OOCIYyTrOBYBaHHS €
3aTpUMKa Ta BapTiCTh. ['OJOBHOIO OCOONMBICTIO LIHX MeEpeX € pi3HOpigHicTs obmagHaHHSA. Tomy B crarTi
3aIPOMOHOBAHO BarOBHHA METOJ IS 3a0e3NeUeHHS 3aI0BUTFHOT BAPTOCTI MPH AOMYCTUMUX 3HAYEHHAX MOKa3HUKIB
SIKOCTI.

Knrouosi cnosa: Mepexi MalilOyTHHOTO, 3aTPUMKA, BaPTiCTh, BATOBUN KOSQII[IEHT.

YK 621.391.3

Boionnuk A.B., Apomr B.A., 3unenko IO.H., I'opoxoBckuii E.Il.. OnTumMu3zanus napamMeTrpoB ceTH
Oyayuiero Ha 6a3e BeCOBOro MeTo/a.

B cratbe paccMOTpeHBI BOIIPOCHI pa3BUTHI MHPOPMAIMOHHONW HHAPACTPYKTYPBl HA TEPPUTOPUN Y KpPAUHBI.
OTMeueHO, 4TO B COBPEMEHHOM MHPE CTPEMUTENBHBI POCT 00beMOB TpauKka M W3MEHEHHE €ro CTPYKTYpHI B
CTOPOHY Tepeladyd BHJIEO0, HEOOXOAMMOCTH IOAJEPKKH MOOMJIBHBIX IT0JIb30BAaTENeH M COIHUAIBHBIX CeTeH,
BHUpTyanu3anuss M ObIicTpas oOpaboTKa NaHHBIX IPHUBEINM K H3MEHEHHIO B CYIIECTBYIOIIUX CETSIX, MOITOMY
aKTyaJbHBIMHA TEHJCHIMSAMH DPa3BUTHS TEICKOMMYHHMKAIMHA SBIseTCs mepexon kK cersim Oynymer. CoriacHo
pexomennanuam MexayHapogaoro Coro3a DIEKTPOCBSA3H TJIaBHBIM OTIHYHEM CETH OyAYIIeTO SBISETCA
CIIOCOOHOCTH €€ K CaMOOPTaHHW3alllyd U CaMOBOCCTaHOBICHHIO. OmpeneneHo, YT0O OCHOBHBIMH ITapaMeT paMHu CeTH
Oyaymero, KOTOpble OyIyT YAOBIETBOPSATH TpeOOBaHWA KadecTBa OOCIYXXWUBAaHHUA SBISICTCS 3alepKKa W
CTOUMOCTb. [ TaBHOH OCOOCHHOCTBIO ATHUX CETel SIBISETCS Pa3HOPOAHOCTh oOopymoBaHus. IlosTomy B cTarhe
IPEeasIoKeH BECOBOH MeToN s 00eCHedeHHs YIOBJICTBOPUTEIBHOM CTOMMOCTH MpPH JTOMYCTHMBIX 3HAUCHHSIX
IIOKa3aTesIed KauecTBa.

Knioueegwle cnosa: cetn Oynyuero, 3aJiepkKka, CTOUMOCTb, BECOBOH KOd((HUITUEHT.

UDC 621.391.3

Viunnik O., Yarosh V., Zinenko Yu., Gorohovskyy E. The future network parameters of optimization
on the basis of weight method.

The question of information infrastructure development on the territory of Ukraine is considered in the
article. It is noted that in the modern world the rapid growth of traffic volumes and the change of its structure in
the direction of video transmission, the need to support mobile users and social networking, virtualization and
rapid data processing have led to changes in existing networks, so current trends in telecommunications is the
transition to future networks. According to the International Telecommunication Union recommendations the
main difference between the future networks is the ability to self-organization and self-healing. The basic
parameters of the future network that will satisfy the requirements of service quality are delay and cost. The main
feature of these networks is the equipment heterogeneity. Therefore, the weighting method to ensure satisfactory
value for permissible values of quality indicators is considered in the article.

Keywords: future network, delay, cost, weighting factor.

146



Cyuacnuii 3axucm inghopmayii Nel, 2017

YK 621.396.662.072.078

Baacenko B.O. Meroau camooprasizanii 6e3npoBiIHUX CEHCOPHUX MepeK.

B craTTi HaBeneHO, IO CyYacHUIl piBEHb PO3BHUTKY OE3IMPOBIIHHX TEXHOJOTIH TEICKOMYHIKAIid CTBOPIOE
MepeIyMOBH JUIS BIPOBA/DKEHHS Ta IIUPOKOTO MOMUpeHHsS camoopranizoBanux Ad-Hoc TA Mesh mepex.
CdopMoBaHO OCHOBHI IPHUHIHITM CaMOOpraHi3amii Mepek Ta OIHCAHO KiJIbKa BapiaHTIB PO3paxyHKy BapTOCTI
nusIXy Mapuipyrtusamii. HaBemeni mpukmanu moOymZoBH caMOOpraHi30BaHHX O€3MPOBITHUX CEHCOPHHX MEpEeK.
Takox mpencTaBieHi pi3HOBHIM TOTOJIOTiH O0E€3MPOBITHUX CEHCOPHUX MEPEkK, IXHI HEIOIKH Ta IepEeBarH.

Knrouosi cnosa: camoopranizaris, 6e3nposigaa ceancoprna mepexa (bCM), Ad-Hoc mepexi, Mesh-mepexi.

YK 621.396.662.072.078

Baacenko B.O. MeTtobl caMoopranu3anuu 6eclipoBOIHbIX CEHCOPHBIX CeTei.

B crarbe mpuBeneHO, YTO COBPEMEHHBIH ypOBEHb Pa3BUTHsI OECIIPOBOAHBIX TEXHOJIOTHH TEIEKOMMYHUKAINHUIT
CO3/J1aeT MPEANOCHIIKH JJIsl BHEIPEHHS M IIUPOKOTo pacnpocTpaneHus camoopranusytomuxcs Ad-Hoc u Mesh ceteid.
CdopMupoBaHbI OCHOBHEIC IIPUHIIAIIBI CAMOOPTAHU3AIIUH CETEH M ONTUCAHBI HECKOJIEKO BAPHAHTOB PacyeTa CTOMMOCTH
ITyTH MapuIpyTH3auuy. [IpuBeeHHbIe TPUMEPBI TOCTPOSHHUST CaMOOPTaHU3YIOIIUXCSI OECIIPOBOIHBIX CEHCOPHBIX CETEH.
Taxoke npeacTaBiIeHbl Pa3HOBUAHOCTH TOMOJIOTHI OECIIPOBOTHBIX CEHCOPHBIX CETEH, X HEOCTATKH M MIPEUMYILECTBA.

Knrouesvle cnosa: camoopranmsanusi, becripoBoHas cencopras cetb (BCM), Ad-Hoc cetn, Mesh-cetn.

UDK 621.396.662.072.078

Vlasenko V. The methods of wireless sensor networks self-organizing.

The creation of the preconditions for the introduction and widespread self-organized Ad-Hoc Mesh AND
networks withcurrent level of wireless telecommunications technologies development is proved in the article. The basic
principles of self-organizing networks are formed and several options for calculating cost routing path are described.
The examples of self-organizing wireless sensor networks construction are given. Also the wireless sensor network
topologies variety, its advantages and disadvantages are presented.

Keywords: self-organizing, wireless sensor network (WSN), Ad-Hoc network, Mesh-network.

VYIK 51-74+004.9+006.83

Boakos K.C., Boakos C.JI., KazakoBa H.®. YaockoHajleHHs PO3PaxyHKiB NOKa3HHUKIB sIKOCTI 3a
(pyHkuiero 0askaHoCTi XappiHrToHa.

HpOBeJI[eHO Z[OCJ'IiZ[)KeHHH MOKIIMBOCTEHN BHIIYYCHHA 00MeKeHD BUKOPUCTAHHA MATEMAaTUYHOI'O arapary
PO3paxyHKYy MOKa3HUKIB SIKOCTI 332 (YHKITIEI0 OakaHOCTI XappiHTTOHA 3 METOIO0 3MEHIICHHsI BIUTUBY CYO’ €KTHBI3MY
ICHYFOUMX METOIIB OIIHKH Ta ITiIBUIIEHHS TOYHOCTI OIIHIOBAHHS. 3alPONIOHOBAHO BIOCKOHAJICHHUIA METOI PO3PAXyHKY
¢dynKkIii 6akaHOCTI XappiHITOHA TPHU OJHOCTOPOHHIX OOMEXKEHHSX Ta PO3paxyHKOBY (Gopmyny (yHKINT OakaHOCTI
XappiHITOHA MPH IBOCTOPOHHIX OOMEKCHHSIX, 3aCHOBaHY Ha IMPEACTABIICHI JABOCTOPOHHBOIO OOMEKEHHS SIK TBOX
OJTHOCTOPOHHIX.

Kniouoei cnosa: sikictb, 00°€KT, cucTeMa, Ikana XappiHrrona, GpyHkiis 0axaHOCTi, 0OMEKEHHSI.

VIK 51-74 + 004.9 + 006.83

Boakos K.C., Boakos C.JI., KazakoBa H.®. CoBepuieHCTBOBaHHEe PacyeTOB MoKa3aTeleil kKadyecTBa Mo
(ynxumu xkesareJbHOCTH XapPUHITOHA.

H‘pOBeL[eHO HUCCIICA0OBAHUEC BO3MOKHOCTEH H3BJICUYCHUS OFpaHI/I‘IeHI/Iﬁ HUCIIOJIb30BAHUA MATEMATHYCCKOI'O
arrapara pacydeTra MoKa3aTejIie KauecTBa 1o d)YHKHHH JKCJIATCIIBbHOCTHU Xa’p’pI/IHI‘TOHa C OCJIbKO YMCHBIICHHA BJIMAHUSA
Cy6’beKTI/IBI/ISMa CYIIECTBYIOIUX METOO0B OLICHKH n TTIOBBIILICHUA TOYHOCTH OILICHKH. HpennomeHo
YCOBEPIIICHCTBOBAHHBIN METOJ] pacueTa (yHKITUH JKEeIATSIIbHOCTH XappHUHITOHA TIPU OJHOCTOPOHHUX OTPAHHUCHUSIX U
pacueTHyIO (opMyITy (DYHKIHH >KENAaTeIFHOCTH XappWHITOHA MPH IBYCTOPOHHHX OTPAaHWYCHHAX, OCHOBAaHHYIO Ha
NpEACTABJICHHBIC IBYCTOPOHHETO OTPAHUYCHHUA B BUJIC IBYX OJJHOCTOPOHHUX.

Kniouesvie cnosa: xauectBo, 00bEKT, CUCTEMA, IIKaJa XappUHITOHA, PYHKIIUS JKEIATENbHOCTH, OTPAHUYCHHSI.

UDC 51-74 004.9 + 006.83

Volkov K., Volkov S., Kazakova N. Improving Quality Score function desirability Harrington.

Research opportunities withdrawal restrictions on the use of mathematical tools calculation of the quality
function Harrington desirable to reduce the influence of subjective evaluation of existing methods and improve the
accuracy of the assessment. An improved method for calculating the desirable features at Harrington unilateral
restrictions and calculated formula desirability function at Harrington bilateral restrictions based on bilateral
restrictions as are two-sided.

Keywords: quality, object, system, scale Harrington function desirability restrictions.

YK 621.391

Tkanedako O.M., Ckaagannuii II.M., HeBgaumna O.B. Opranizanis wmepexi pgocrymy 3
BHKOPHCTAHHAM 00JIaAHAHHS iHTeJeKTyadIbHUX MYJbTHCEPBICHUX MepexK.

3anponoHOBaHO BMPOBAHKCHHS HAa TEPUTOPIl CUIBCHKUX aaMIHICTPAaTHBHHMX paioHiB oOmamgHanas SI3000
MSAN — npoaykty [uist moOy/I0BU IHTEIEKTYaJbHUX MYJIBTHCEPBICHUX Mepex. [IpoaHanizoBaHO THIIOBI BapiaHTH
3actocyBaHHss MSAN 3 BHOOpOM BapiaHTy 3aCTOCYBaHHS Ha MEpEXi CLIbCHKOI'O aJMIiHICTPaTHMBHOTO paioHY.
BukoHaHuii aHaji3 MOXIJIMBHX METOMAIB MojepHizauii po3risHyToi TenepoHHOI Mepexi i3 3acToCyBaHHSIM
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anapaTHUX 3aco0iB, NPOIIOHOBAaHMX BHPOOHUKOM oOnanHaHHS HacTynHoro mnokodiHHI MSAN. Ilpencraneno
3arajJpHUM IJIaH MOJIEPHI3allii 3 BUOOPOM 00JaHAHHS BY3Ja JOCTYITY.

Kniouoegi cnosa: mynbTHCcepBiCHA Mepeka, By30J JOCTYyIy, iHTepdeiic, aboHeHTchbKuil noctyn, IP-mepexa,
MYJIBTUMEAIIHI TOCIYTH, arperyodnil KoMmyTaTop, TexHomoris Ethernet.

YIK 621.391

Tkanedako O.H., Crkaanannslii II.LH., HeBgaumna O.B. Opranuzaousi cetH jgoctyma ¢
HCIO0JIb30BaHHEM 000PYAOBAHNS HHTEJIEKTYaIbHBIX MYJIbTHCEPBUCHBIX CeTeil.

[IpenmnoxeHo BHeApEHHE HA TEPPUTOPHH CEIbCKUX aJIMHHICTPATHBHBIX pailoHOB obopymoBanms SI3000
MSAN - npoaykTa sl HTOCTPOSHUS] HHTEIUIEKTYaIbHBIX MYJIbTUCEPBHUCHBIX ceTeil. [IpoaHanu3upoBaHbl THITHYHBIC
BapuaHThl npuMmeHeHHss MSAN c BrIOOpOM BapHaHTa NPUMEHEHHS Ha CETH CEIhCKOI'0 aAMHHHUCTPATHUBHOTO
paitioHa. BBITIONIHEH aHaNMW3 BO3MOXHBIX METOJIOB MOJCPHHM3AIMU paccMaTpuBaeMoil Tele(hOHHOW CeTH ¢
NPUMEHEHUEM alMapaTHBIX CPEICTB, MpeIjaracMbIX MPOM3BOIUTEICM OOODPYAOBAHHS CIACAYIOIIETO MOKOJCHHUS
MSAN. Ilpencraneno o0l miaH MOJAESPHU3ANKUH C BEIOOPOM 000py0BaHUS y3i1a JOCTYTA.

Kniouegvle cnoea: MynbpTHCEpBUCHAs CeTh, y3el JocTyna, umHTepdeiic, aboHenTckuid nocrym, [P-cers,
MYJIBTUMEIUIHBIE YCIIyTH, arperupyIoNInii KoMMyTarop, TexHojorust Ethernet.

UDC 621.391

Tkalenko O.N., Skladannyi P.N., Nevdachina O.V. Accessing the network with the use of intelligent
multiservice networks equipment.

It suggested the introduction on the territory of the rural administrative districts of equipment S13000
MSAN as a product to build intelligent multiservice networks. Analyzed typical applications of MSAN with a
choice of options to apply to the rural administrative district network. The analysis of possible modernization of
the methods under consideration with the use of the telephone network hardware offered by next generation
equipment manufacturer MSAN. Presented the overall modernization plan with a choice of access point hardware.

Keywords: multiservice network, access point, interface, subscriber access, IP network, multimedia
services, aggregation switch, Ethernet technology.

YK 681.322

Jaxno H.B., Maiicak T.B., llleBuenko I'.B. Anaxi3 3axumenocti iHgopmanii B indopmauiiino-
KOMYHiKamiiHUX cHcTeMax i Mepexkax, 10 MOJEJIOIOThCS iHTerpo-aAngepeHNiiiHUME PiBHAHHIMH 3 MAJIOIO
HeJIiHilicTIO Ha 0CHOBI MOAUM(IKOBAHUX rPAaJliECHTHUX METOAIB.

CrarTa npucBsSYeHA aKTyaTbHOMY MMUTAHHIO: 3aCTOCYBAHHIO TPaliEcHTHUX METO/MIB O PO3B’SI3aHHS iHTETPO -
nudepeHIianbHUX PIBHAHD 3 MaJlOI0 HENIHIHHICTIO, 32 JOMOMOTOI0 SIKHX MOJENIOETHCS 1 aHANI3YeThCS CTaH
3aXMIEHOCTI 1H(pOpPMAIIHHO-KOMYHIKAI[IHHUX CHUCTEM 1 Mepex. Ha OCHOBI MPOBEACHOTO aHaTi3y 3pOOJICHO
BHUCHOBKH TIPO JOCTATHIO €(PEKTHBHICTH 1 TEPCHEKTUBHICTh 3aCTOCYBaHHSI MOJM(IKOBAHUX TPAJi€HTHUX METOJIIB
JI0 aHaNi3y Mojeliell 3axucTy iHpopMallii B HeJIiHIHHUX BUMAKaX .

Kniouoei cnosa: indpopmaniiHO-KOMYHIKalliiHI CHCTEMH 1 Mepexi, BapialliiHO-Tpaji€HTHI METOMH,
rpaJieHTHI METO/H, 3aXHCcT iHdopMalii, MaTeMaTHYHI MOJIENI.

YK 681.322

Jaxno H.B., Maiicak T.B., IlleBuenko I'.B. AHaau3 3alMINEHHOCTH HWHPOpPMALMH B
HHPOPMAIHOHHO-KOMMYHHUKAIMOHHBIX CHCTEMaX M  CeTHAX, KOTOpble MOJEJHPYIOTCS HHTErpo-
aupdepeHIMANBHBIMA  YPABHEHUSIMH € MAaJIOH HEJHHEHHOCTHIO Ha OCHOBe MOAU(PHUIHUPOBAHHBIX
rpaJMeHTHBIX METO/I0B.

CraThsl MOCBSAIICHA AKTyaJdbHOMY BOMPOCY: NMPUMEHEHHUIO T'PAJUCHTHBIX METOAOB K PEIICHHIO HHTETPO-
JuQdepeHInanbHbIX YPaBHEHUH C MaJloi HEJTMHEHHOCTBIO, C IIOMOIIbI0 KOTOPBIX MOACITUPYETCS M aHATHU3UPYETCS
COCTOSAHHUEC 3alMUIICHHOCTHU I/IHd)OpMaHI/IOHHO-KOMMyHI/IKaI_U/IOHHBIX cucteM u cereii. Ha ocHoBe MMPOBECJACHHOTO
aHalM3a  CHeNaHbl  BBIBOABI O  JIOCTATO4YHOH  3(PQPEKTUBHOCTH U  MEPCHEKTUBHOCTH  NPUMEHEHUs
MOAN(UIMPOBAHHBIX TPAJIMEHTHBIX METO/IOB K aHAJIN3Y MOJIeNIel 3alUThl HHPOPMAlMK B HEJIMHEHHBIX CITydasx.

Kniouegvre cnosa: MHPOPMAMOHHO-KOMMYHUKAIIMOHHBIE CHCTEMBI M CETH, BapUAIllMOHHO-TPaJMEHTHBIC
METO/Ibl, IPaJMECHTHBIE METOIbI, 3aIlUTa HHPOPMALINH, MaTEMaTHYECKUE MOJIEIIH.

UDC 681.322

Dakhno N.B., Majsak T.V., Shevchenko G.V. Security analysis in information communication
systems and networks, simulated by integral-differential equations with small nonlinearity based on
modified gradient method.

This article is devoted to the hot topic: appliance of gradient methods for solving integral-differential
equations with small nonlinearity. This makes it possible to simulate and analyze the security state of
informational and communication systems and networks. The analysis | conducted became the basis for
conclusions about the sufficient effectiveness and prospects of applying modified gradient methods to the analysis
of information protection models in nonlinear cases.

Keywords: information and communication systems and networks, variation-gradient methods, gradient
methods, information security, mathematical models.
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YK 004:[725+056.52]

Max’sip Tapk-ini, Coxonon B.IO. IIpo6aemu 0e3nexu iHTepHeTy peyveii.

CrpiMKHIT PO3BUTOK «PO3YMHHUX» IPUCTPOIB NMPHU3BOJMTH 10 BUOYXOBOTO 3pOCTaHHS HE3aXHIIEHHX a00 4acTKOBO
3aXHIIEHUX OOMAITHIX Mepex. JlaHi Mepexki CTaloTh JIETKOI 3I00MYYI0 UL HECAHKI[IOHOBAHOTO JOCTYITy, 300py
TepcoHaNBHOI iHpOpMaIii (B TOMy YHCII 3 KaMep CIIOCTEPEKEHHs), BTPYYaHHSI B PoOOTYy OKpEeMHX MPUCTPOIB i BCiei
cucreMd B mijtoMy. KpiM Toro, icHyI0di pillieHHs 3 YIIPaBIiHHSA «PO3yMHIM)» OYIHHKOM MPOIIOHYIOTH pOOOTY B XMapi, 10
B CBOIO UEPTy 3HM)KYE JOCTYIHICTh CUCTEMH 1 OJHOYACHO ITiBUIYE PU3UK HECYMIIIHHOTO BUKOPHCTAHHS NEPCOHAIBHOT
iHpopMarii mpoBaiimepoM mociayr (X OO MPOAAXY MAaHUX TPETiH CTOPOHi). Y maHIM cTaTrTi PO3MISAHYTI iCHYIOYi
TEXHOJIOTI] HaJJaHHA JOCTYILY, 1X CJIabKi MICIl, a TAKOX 3aIPOIIOHOBAHI PIMIeHHS MO0 IiABUIIEHHS O€3MEeKH CHCTEMH B
LJIOMY 32 paxyHOK BUKOPUCTaHHSI JIOKAJTBHOTO IITI03Y 1 BIPTYaIbHUX MiJAMEPEK.

Knouoei cnosa: inTepHeT pedeii, KOHDIICHIIHHICTD TaHUX, XMapa, JOMAIIHS [TaHeb TPHUIAIIB.

YK 004:[725+056.52]

Maxsbsap Tamx-Junu, CoxosioB B.JO. IIpo6./ieMbl 6e30nacHOCTH HHTEPHETA Bellleid.

CrpeMuTeIIbHOE pa3BUTHE «YMHBIX» YCTPOWCTB NPHUBOAWT K B3PHIBHOMY POCTY HE3AIIMIIEHHBIX WM YaCTHYHO
3aIIUIIEHHBIX IOMAIHUX ceTeil. JlaHHbIe CeTH CTaHOBSTCS JIETKOM JOOBIYEH /ISl HECAHKIIMOHUPOBAaHHOTO JIOCTYTIa, cOopa
TIepCOHANIBHON MH(OPMAIH (B TOM YHCIIE ¢ KaMep HaOJIIO/ICHNS), BMEIIATEILCTBA B pabOTy OTAENBHBIX YCTPOHCTB M
Bcel cucTeMsbl B 1iesioM. Kpome Toro, CyIecTByIOIMe PEIIeHNs 110 YIIPABICHNIO «yMHBIM» JOMOM MpeyIaraioT paboTy B
o0nake, 4TO B CBOIO OYEpeIb CHIKAET JOCTYITHOCTh CHCTEMBI M OJHOBPEMEHHO IOBBIMIAET PHCK HEJOOPOCOBECTHOTO
WCIIOJIF30BAaHMSI TIEPCOHATBFHON WH(OpMAIMU MPOBalaepoM YCIyT (BIUIOTH O MPOAAXKU NAHHBIX TPETHH CTOpoHE). B
JAHHOW CTaTheé PAaCCMOTPEHBI CYIIECTBYIOIINE TEXHOJOTMH IIPENOCTABICHMS AOCTYIA, MX cladble MecTa, a Takxke
NPEJUIOKEHBI PEIICHHS] TI0 MOBBIICHNUIO 0€30MaCHOCTH CHCTEMBI B LIEJIOM 3a CUET MCIOJIB30BaHUS JIOKAIFHOTO 1IUTI03a U
BUPTYaJIbHBIX IIOJICETEH.

Kniouessle cnosa: nutepHeT Bellel, KOHQUAESHINAIBHOCTh TAHHBIX, 00J1aK0, TOMAIIHSS IPUOOPHAst TTaHEJIb.

UDC 004:[725+056.52]

Mahyar Taj Dini, V. Sokolov Yu. Internet of things security problems.

The rapid development of “smart” devices leads to explosive growth of unprotected or partially protected home
networks. These networks are easy prey for unauthorized access, the collection of personal information (including from
surveillance cameras), interference in the operation of individual devices and the entire system as a whole. In addition,
existing solutions for managing a smart house offer work in the cloud, which in turn reduces the availability of the system
and simultaneously increases the risk of the unscrupulous use of personal information by the service provider (up to the
sale of data to a third party). This article examines the existing access technologies, their weaknesses, and offers solutions
to improve the overall security of the system with a local 10T gateway and virtual subnets.

Keywords: Internet of things, data privacy, cloud, home dashboard.

YK 004.62+004.77

Inatonenko A.B. 3arpo3u iHdopmaniiiHoi 6e3mexku A1 KOPUCTYBAYiB Cy4YacHHX MOOLILHUX MPUCTPOIB Ta
3ac00H iX 3aXHCTYy.

Po3riisiHyTO Bpa3NMBOCTI CYYaCHMX MOOUTRHHMX TPHUCTPOIB 3 BUKOPHCTAHHSIM BHCOKOIIBUAKICHUX MOOUTBHHUX
MepekK, aJKe KOKCH TPETil JKUTeNb YKpaiHu Mae cMapT(OH 3 CCHCOPHUM €KPaHOM, a BUCOKA IIBUIKICTH Mepenadi JaHX
€ 3py4YHOIO HE TUTBKHM Ui KOPHCTYBada, a i JJIs 3JIOBMHUCHHKA, IO Hece 3a COoOOK HeOe3meKy Uit iHopMartii, ska
30epiraeThCs Ta MePENAETHCS 3 BAKOPUCTAHHAM MOOUIBHUX TIPUCTPOIB.

Knwuoei cnosa: indopmaniitna Oesrieka, 3arpo3u iHpopmariitnoi Oes3mekn, 30MTKA Bif KiOEp3IIOYHHIB, 3aXHCT
MepeX Bil HECAaHKIIIOHOBAHOTO JIOCTYILY, 3aXHCT MOOUTFHHAX PUCTPOIB.

YK 004.62+004.77

Ilnatonenko A.B. Yrpo3sl nHpoOpManMoOHHOI 0€30MACHOCTH ISl  MO0JIb30BAaTeNleil COBPEMEHHBIX
MOOWJIbHBIX YCTPOICTB M CPEACTBA UX 3aLIHUTHI.

PaccMOTpeHBl  yS3BUMOCTH COBPEMEHHBIX MOOWIBHBIX YCTPOWCTB C HCHOJIB30BAaHUEM BBICOKOCKOPOCTHBIX
MOOWIIBHBIX CETEH, Beb KaXKIIbIi TPETHI )KUTENIb YKpaHHbl UMEET CMapT(OH C CEHCOPHBIM 3KPaHOM, a BHICOKAsi CKOPOCTh
nepeadn JaHHBIX SIBISETCS YAOOHOH He TOJBKO JUIs MOJIB30BATElNlsl, HO M IS 3JI0YMBIIUICHHHKA, BIIEKyIlee 3a coOon
OIIACHOCTB TSl TH(OPMAIIMH, KOTOpast XpaHUTCS M TIEPEaeTCs C UCIOIb30BaHNEM MOOHMIIBHBIX YCTPOMCTB.

Kniouesvie cnosa: wHpopManmoHHas O€30MaCHOCTb, Yrpo3bl MH(GOPMANMOHHOW O€30macHOCTH, YOBITKHM OT
KnOepIpecTyIJICHIH, 3allliTa CeTeH OT HECAaHKIIMOHUPOBAHHOT'O JOCTYIIA, 3aIIUTa MOOMIIBHBIX YCTPOHCTB.

UDC 004.62+004.77

Platonenko A. Threats of information security for modern mobile devices users and protection of them.

The vulnerability of modern mobile devices, and use high-speed mobile networks, because every third inhabitant of
Ukraine has smartphone with a touchscreen and high speed data transmission is convenient not only for the user but also
for the attacker, who is make danger to the information stored and transmitted using mobile devices.

Keywords: information security, threats of information security, losses from cybercrime, protecting networks from
unauthorized access, protecting mobile devices.
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VIK 681.883

TpemoOoBeusknii M.IL., IBaniyeHko €.B. BiuimB HeraycoBCHKHMX 3aBajl HA MOKA3HMKHM SIKOCTI mpuiomy
JUCKPETHUX MOBIAOMJIEHb Ta 0COOJIMBOCTI iX MOAABIEHHA y KaHAJAX i3 maM’ATTIO.

B cratTi mpoBeneHo aHami3 Mojenel i IMOBIPHICHAX XapaKTEpPHCTHK aJIWTHBHUX 3aBaj] y KaHalax 3B'si3Ky. Bin
M0Ka3aB, [0 HAHOLIBIN 3pYYHUMH SIK [UIS apOKCHMAIll pealbHUX 3aBaj, TaK i Ui CHHTE3y AITOPUTMIB AEMOIYILIIII €
KBa3iJeTepMiHipOBaHi MOJIENi (PeHOMEHOIOTIYHOTO THITY IJIS IMITyJIbCHUX 3aBaJl 1 KBa3irapMOHIYHUX - IS 30CEPEIKEHUX
3aBax. IlokazaHo, mo 9iTKOi MeXi MDK 30CepeDKEHHMH i IMITyJTCHUMHE 3aBaflaMd B JaHMH Yac HeMae, i OUIbHIiCTh
HETayCOBCBHKHX 3aBaJ] MOYKHA PO3TIBIIATH K 3aBaIH IPOMIKHOTO THITY, SIKi MOXKYTh OYTH IPEICTaBIEH] K PaIioiMITyIbCH
3 BICOKOYACTOTHHM 3allOBHECHHIM. BoHH MOXYTb 6YTI/I aHpOKCI/IMOBaHi MOIACIISIMHA X THIIIB.

Kniouogi cnosa: xanan 3B’S3Ky, HErayCOBCBbKI 3aBajy, IMITYJIbCHI 3aBaiu, (iIyKTyariiHi 3aBamy, 30Cepe/pKeHi
3aBa/M, 3aBa103aXHUILEHHICTE.

YK 681.883

TpemoOoBenxuii M.II., Upanuyenko E.B. Biusinne HerayccoBcKHX NMoMexX Ha MOKa3aTeld KavyecTBa MpueMa
AUCKPETHBIX cooﬁmeﬂm"l H 0COOCHHOCTH HX nmoaaBJICHUA B KaHaJ1aX C MaAMATHIO.

B cratne IMPOBCJICH aHAJIN3 Moneneﬁ 1 BECPOATHOCTHBIX XapaKTCPUCTUK aJJUTHUBHBIX IIOMEX B KaHaJlaX CBS3U. On
II0Ka3all, 4ToO Hanboee y,]:[06HLIMI/I KaK Jid alIpoOKCUMAlUW PEAJIbHBIX TIOMEX, TaK W i1 CHHTE3a aJrOpUTMOB
ACSMOAYJIAINUH, SIBJIACTCA KBA3UACTCPMHUHUPOBAHHBIC MOJCIIN Q)GHOMCHOJ'IOFI/I‘IGCKOFO TUA UIT UMITYJIbCHBIX TMOMEX U
KBa3sUTapMOHHYCCKUX - IJII COCPECAOTOYUCHHBIX MOMCX. HOKaSaHO, YTO YETKOH T'paHrIbl MCKAY COCPEAOTOYCHHBIMU U
HUMITYJIbCHBIMU TIOMEXaMH B HACTOAIIEEC BPEMS HET, U OOJIBILIMHCTBO HETayCCOBCKUX ITOMEX MOXHO pacCMaTpuBaATH KakK
TIOMEXH TIPOMEXKYTOYHOI'O THIIA, KOTOPBIE MOI'YT OBITH TNPEACTABJICHBI KaK PaarOHUMITYJIBChI C BBICOKOYAaCTOTHBIM
3aIlI0JIHCHUEM. OHI/I MOryT 6I)ITI) AlMMPOKCUMUPOBAHBI MOJACTISIMU STHUX TUIIOB.

Kniouesvle cnosa: kanan CBsi3M, HETayCCOBCKHE IOMEXH, WMITYJIbCHbIE MOMEXH, (IyKTyalllOHHBIE MTOMEXH,
COCPEAOTOYCHHBIC ITOMEXU, TOMEXO3AIIHUIIICHHOCTD.

VIK 681.883

Trembovetskyi M.P., lvanichenko E.V. Impact indicators non-gaussian noise on the quality of reception of
the discrete messages and especially their suppression in memory channels.

The article analyzes the patterns and the probability characteristics of the additive noise in communication
channels. He showed that the most convenient for approximation of real interference, as well as for the synthesis
demodulation algorithms is Quasideterministic phenomenological model for the type of impulse noise and quasi-harmonic
- to concentrated interference. It is shown that the boundaries between the clear and concentrated transients no, and most
non-Gaussian noise can be regarded as an intermediate type of interference that may be present as high-frequency radio
pulses with filling. They can be approximated by these types of models.

Keywords: channel, non-Gaussian noise, impulse noise, interference fluctuation centered interference immunity.
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