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TEXHOJIOI'TA IMMPOBEJAEHHA INTOPIBHAJIBHOI'O AHAJII3Y
TA OHIHIOBAHHS CTAHY 3AXUIIEHOCTI ABTOMATHU30BAHUX
TH®OPMAIIMHUX CUCTEM

3anponoHOBaHO MiIXi[ IOI0 MPOBEICHHS TOPIBHUTLHOTO aHATi3Y aBTOMATH30BAaHUX 1H(QOPMAIITHUX CHCTEM Ha
IiICTaBi 3a37aj1eriap 00paHoro HabOpy O3HaK (BIACTHBOCTEH) Ta KOMILIEKCHOTO MOKA3HUKA SKOCTI CHCTEMH, a TaKOXK
OIIIHIOBAHHS CTYICHS 1X 3aXWMIICHOCTI 3 TOYKH 30pYy i CHCTEMHOro aaMiHicTpaTtopa MIOAO0 3a0e3ledeHHS
KoH(QiaeHiHHOCTI 1H(popMallii, ii HIJIICHOCTI 1 JOCTYITHOCTI.

Knrouosi cnosa: 6e3mneka, MeTol, TIOKA3HUKY SIKOCTI, iH(QOpMaIriiiHa cuctema, 3arposa.

Beryn i mocranoBka 3aBaaHHs. QopMyBaHHS Ta PO3BHUTOK CydacHOTO iH(OPMAIIHHOTO
cycniibcTBa 0a3yeTbcsi Ha CHHTE31 IBOX iH(popmaiiiiHo-komyHikauiiHaux texHosori (IKT) —
KOMIT FOTE€PHOT 1 TEJIEKOMYHIKAI[IHHOT Ta BU3HAYAETHCS IBOMA MPOCTUMH, ajie Jy’Ke 3MICTOBHUMHU
3akoHamu. [lepmuii 3akoH cpopMyITLOBaHO OJHHMM i3 3aCHOBHUKIB Kopropailii Intel ['opmonom
Mypowm. ['oBopsiun npo Te, 1m0 “... KUIBKICTh TPaH3UCTOPIB y Ipoliecopax 30UIbIIYBATUMETHCS
BJ/IBIUl KOXXHHMX IMIBTOpa POKU ...”, (PaKTMYHO MOSCHIOE MOSIBY Ha pyOexi TUCSYOJITH 3ac001B
oOumcnioBanbHO1 TeXHIKU. Jlpyruil 3akoH Hajexutb PoOepty Mertkandy, BHHAXITHUKY
HaWIMOMIMPEHINOT Ha ChOTOHI TEXHOJIOT1i KoMIT FoTepHOT Mepexki Internet. 'oBopsium mpo Te, 110
“... I[IHHICTh MEpeXi 3HaXOJUTHCS y KBaJIpaTHYHIM 3aJ€KHOCTI BiJ KUIBKOCTI BY3JIB, sIKi € ii
CKJIQZOBUMH ...” BIH (PAKTUYHO KOHCTATYe€, 10 OCHOBY Cy4acHOTO 1H(GOpPMAIIIHOTO CyCHUIbCTBA
cranHoByATh [T cucremu (ITC) Ta Mepexi pizHoro npuszHaueHHs [ 1]. HekonTpoaboBaHe 3pocTaHHS
BmuBy IKT Ta ITC Ha mnocriHaycTpiajibHE CYCHUIBCTBO, MOsIBA HEOE3NEKHM PO3PUBY MIXK
1H(OpMAIIIITHOIO eJTITOI0 Ta CMOKUBAaYaMU MPHU3BEIIO, Y CBOIO YEPTy, O CYTTEBOTO YCKJIATHEHHS
3aBJaHb 13 J0OyBaHHA JaHUX, 1110 HEOOX1/IH1 OpraHam Jep>KaBHOTO Ta BINCHKOBOTO YIPaBIIHHS s
MPUAHSTTS BUBAKEHUX, aJIcKBaTHUX YMOBaM 0OCTaHOBKH PIllI€Hb, @ TAKOXK iX 3aXUCTY BiJl PI3HOTO
pOAy NECTPYKTUBHUX BIUIMBIB — BUKJIHUKIB, (DAKTUYHO HEMPUXOBAHUX KIOCPHETHYHUX 3JI0YMHIB 1
3arpos.

AHaJi3 ocTaHHiX AocyiKeHb i my6uikanii. Ha ceoromni 1ro mpoGrnemMy BUCBITIICHO B Oararbox
MyOJTIKaIlisIX 3apyObKHMX 1 BITUM3HSAHMX aBTOopiB [2]. HaliBimomimmu cepen HUX € poOoTH
BozxenikoBa A.B., Jlinkan B.A., C.B. JleakoBa, Mipommuuenko B.M., Xopormka B.A., SIpoukina B.1.,
Minixena K.A., M. JIi6inki, O. [llepmana Ta iHmmMX (axiBIiiB. B HUX po3risgaeTsesi CydacHH HAyKOBO-
METOJMYHUIN arapaT MOPIBHIBHOTO aHaIi3y aBToMaTh3oBaHuX iH(opmariitaux cucteMm (AIC), mpore
KOMIUIEKCHOTO JIOCTI/DKEHHsI TMPOOJEMU OIHIOBAHHS CTYINEHs iX 3aXWIIEHOCTI I HaIIiHOTO
3a0e3MeUYeHHsT pO3B’s3aHHs 3aBJIaHb IH(POPMAIIIIHOT MISTTIBHOCTI HE TPOBOAUTHCS. TOMY, BpaxOBYIHOUH
peaitii choroieHHsI, BOHA MOTPEOye OUTBII TITMOOKOTO BUBYCHHS.

AKTyaJIbHiCTh Ta MeTa cTarTi. Bece 1ie dakTuuHO Ja€ MOXIMBICTH CTBEP/KYBATH, IO
npoosieMu 3abe3nedeHHs 0e3neku cydacHux AlC, sk st Ykpainu, Tak 1 41 epeBa)KHO1 OLUTBIITIOCTI
IHIIMX Jep)KaB CBITY CTalOTh HUHI OCOONMBO AaKTyaldbHUMH. BiAMOBITHO, METOIO CTaTTi €
dbopMyBaHHS MIAXOAY HIONO MPOBEACHHS MOpiBHsUIbHOTO aHamizy AIC Ha miacTaBi 3a3mameriib
oOpanoro Habopy 0O3HAK (BIACTHBOCTEM), @ TAKOXK OLIHIOBAHHSI CTYIEHS 3aXHILEHOCTI TAKUX CUCTEM
3 TOYKHU 30y il CUCTEMHOI0 aJMiHICTpaTopa 1010 3a0e3MeueHHs KOH(iIeHIIHHOCTI iHpopMaIlii,
i UTICHOCTI Ta JOCTYIHOCTI.

Buxnanx ocuoBHoro marepiany. Ilin AIC — indopmaniiinumy, iHGOpMAaIiiHO-aHATITHYHIMH,
1H(pOpMAIIiI{HO-TIOLTYKOBUMHU Ta aHAJIOTTYHUMH iM cHCTeMaMH, 3rigHo [3], po3ymitoTh iH(opMalliiiHi
cuctemu (IC), mo ckmagaroThes 3 MEPCOHATY 1 KOMIUIEKCY 3aco0iB aBTOMaTu3allii Horo MisIbHOCTI Ta
peai3yroTh iH(opMalliiiHy TEXHOJOTF0 BAKOHAHHS BCTAHOBJIEHNX (DYHKLIH. BOHM MaroTh 0/1HY 3arajibHy
METYy — 3a7I0BOJICHHSI TIOTPe0 KOPHCTYBauiB y 3a0e3MeueHH] Ha/IIIHOTO 1 CBOEYACHOTO IMOJIaHHSI TIOBHOI,
JIOCTOBIpHO1, KOH(IIEHLIHHOT iH(opMallii, a TAKOX ii MOBHIH Ta eekTuBHIN 00poOLi. CTyMiHb BUKOHAHHS
IUX MOTPed XapakTepu3sye SKicTh GpyHkioHyBaHHs [C 3 MOy KOHKPETHOTO KOPUCTYBaya.

3ajaya noJsrae B ToMy, 1mo0:

no-Tepiie, BU3BHAYUTH HaOIp 03HAK (BIACTUBOCTEH), 1110 HAHOLIBII OBHO XapaKTepU3YIOTh
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koHKkpetHy IC 1 BH3HAUUTH 4YHMCENbHE 3HAYCHHS TIOKAa3HWKAa BaXJIMBOCTI (Baru
BYXJIMBOCTI) KOXKHOTO 3 HUX Y pimeHHi BiactuBux IC QyHKIIii;

Mo-Jpyre, MPOBECTH MOPIBHAJIBHUMA aHaNi3 SKOCTI albTEPHATUBHHUX BapiaHTIB apXiTEKTypH 1
tomosorii IC 3 BpaxyBaHHAM OTPUMAHUX BaroBUX KOEQIIIiEHTIB KOKHOT 03HAKH (BIACTUBOCTI).

B ocHOBY MeToAYy, SIKHIT IPOTIOHYETHCS [T PIlIEHHS TOCTABJICHOT 3a1a4i MOKJIaIeHO HAyKOBO-
METOMYHUI amapar eKCIePTHHUX OIIHOK, IO OJiepXaB y cBiil yac Ha3By «Merox [enbdi». s
OJIepXKaHHS €KCIEPTHOI OLIHKU B TPYITy €KCIIEPTiB BapTO BKJIFOUUTH: MPEICTaBHUKIB PO3POOHUKA;
NPEJCTaBHUKIB 3aMOBHHKA; MPEACTAaBHUKIB HAYKOBO-AOCTIAHUX YCTAaHOB 3aMOBHHKA; (haXiBIliB-
eKCIUTyaTal[lfHUKIB; KBaTi()IKOBaHUX KOPHUCTYBAiB.

CyKynHICTh NMOKa3HUKIB (XapaKTEPHUCTHUK) SKOCTI, 1110 TIepeOyBaroTh Ha OJTHOMY piBHI iepapxii
BHU3HAYaeThCs ekcrepramMu it koxkHOi IC #  ¢opmyeTbess 3a OKpPEeMHUMH TpylmamMH O3HaK
(BmactuBocTel). KilbKiCTh MOKAa3HUKIB B O3HAIll HE TOBHMHHA IEpPEBHINYBAaTH 7 +9 (JroauHa 13
cepeHIMHU 310HOCTSIMU HE MOXE TIOPIBHIOBATH OJHOYACHO OUIBINE HIK <17 4+ 2 > 00'ekTiB). Akio
YHCJIO MOKA3HUKIB (XapaKTEPUCTUK) SIKOCTI MEPEBUILYE CIM, TO €KCIIepTaM MPOMOHYETHCS PO3OUTH
TaKy IpyIy O3HaK Ha JeKiIbKa miarpyi. e B moganpmomMy cipusTuMe MiIBUIIEHHIO TOTOHKEHOCTI
pe3ynbTaTiB €KCIEPTHOTO OnMUTyBaHHs. [Ipumyctumo, 1mo st BU3HaA4YeHHs KOCTi emmipuyHoi I1C
BUKOPHUCTOBYIOTh TaKi O3HaKH (BJIACTUBOCTI), SIK:

HaIIHICTE — 31aTHICTH [C 6e3BIIMOBHO Ta 3 BETMKOI MMOBIPHICTIO MPOTATOM 33JIaHOTO TIEPIOY
4yacy BUKOHYBATH (DYHKIIIT TPH 33/JaHUX YMOBaX Ha BUXIIHUX JIAaHUX 3 00J1aCTI BU3HAUEHHS;

e(EeKTUBHICTh — BIJHOILIEHHS pIBHSA mochyr, HajaBaHux [C KopucTyBaueBl Mpu 3aJaHUX
yMOBaXx, 70 00CsTY BUKOPHCTOBYBaHUX PECYPCIB;

CTYITIHb CKJIAJIHOCTI CHerianbHOTO mporpamHoro 3adesmeuenHs (CII3) — xapakrtepusye
CTPYKTYpY OOYAOBH NMPOrpaMH, B3aEMO3B'SI30K 1i OKpEMHUX YaCTHH 1 T.J.;

(GyHKIIOHAIBHICT — 3/1aTHICTh [C BUKOHYBaTH Hallp GYHKIIIH, 1110 3a10BOJIbHAIOTH 3aJaHUM
a00 ysIBHUM MOTpeOaM KOPHUCTYBaviB.

KosxHa 3 HEX MOke OyTH oXapakTepru30BaHa JI0JaTKOBUMH MOKa3HUKaMH (Taour. 1).

bynemo BUXOAUTH 3 TOrO, IO JUISl OJEP>KAHHS HE3aJIeKHUX €KCIIEPTHUX pe3yibTarTiB Tpeda
OTIUTATH, HAIIPUKIIAJ, 1eCATh (PaxiBIIIB 3 pI3HUX OpraHizailii, IKUM HEOOX1THO 11010 0OpaHUX O3HAK
(BIacTUBOCTEH), IO XapaKTepu3yloTh KOHKPETHY [C 3amOBHUTH BIAMOBIAHY TaOMUIIO-aHKETY (Ta0l.
1). I[Ipu 11bOMyY KOKEH EKCIIEePT y BIMOBITHOCTI 31 CBOIMU BUMOTaMHU MTOBUHEH paH)XHPyBaTH 00paHi
03HaKH (BJIACTUBOCTI) IO OJTHOMY aJbTEPHATUBHOMY pimieHH0 — sikocTi 1C.

Ha nepwiomy emani poOOTH KOXHHM EKCIIEPTOM pa3oM 13 3aMOBHMKOM IPHU3HAYAKOTHCS

BaroBi Koe(illieHTH BaXJIMBOCTI U1 J; - |-co moka3umka i-i o3Haku (BnactuBocTi) 1 R, -i' 03HaKn

(BmactuBocTi). [[7151 1IbOTO AOLUTEHO BUKOPUCTATH HACTYITHY IIKATY:

5 — TOCUTH BXKJIMBO, OO aHMIA MOKa3HUK MaB BUCOKE 3HAYCHHS;

4 — BaXJIMBO, OO TaHUI MOKa3HUK MaB BUCOKE 3HAYCHHS;

3 — moOpe 6 MaTH BUCOKE 3HAYCHHS JAHOTO MMOKA3HHKA,

2 - J10 iesikoi Mipy KOPUCHO MaTH BUCOKE 3HAYCHHS JIaHOTO TMOKA3HUKA,;

1 — mpW HU3BKUX 3HAYCHHSX JIaHOTO TMOKAa3HHMKA BIIYYTHUX BTPAT HE IMependavyaeThcs, -
BUXOJISIYM TMpPHU I[bOMY 3 TOrO, IO Bara HaiMEHII BiANOBIAaIbHOT O3HAKHU (BIACTHBOCTI) Mae
JOPIBHIOBATH OTUHUIIL.

Ha opyzomy emani poOOTH KOXHHUM €KCIIEPTOM 3ICHIOETBCSA PO3paxyHKoOBa oOIiHKa |-20
MOKa3HUKA i-i 03HAKH (BJIacTHBOCTI) - K, , 3 OISy MOBHOTH peatisallii BAaCTUBOT HOMY (QYHKIIIT:

il

K,=-2 i=1n, I=1n,. (1)
e

Je 7], — PaxyHKOBa KUIBbKICTh OAMHHUIL |-20 ToOka3sHWKa i-i O3HAKM (BJIACTHBOCTI), IO
XapaKTepU3yl0Th MOBHOTY peaji3allii Tiei ado 1HII0T QyHKILIT;
m,. — ileanbHa KUTBbKICTh TaKUX OJUHUILH (MIOBHHHA OyTH BHU3HA4Y€HA B TEXHIYHUX YMOBax

Ha cTBopeHHs [C Ta BiAMOBIIHOMY TEXHIYHOMY 3aBJIaHHI);
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N — 4UCIIO 03HAK (BIACTUBOCTEN); N; — YUCIIO MOKA3HUKIB i-i 03HAKHU (BJIaCTUBOCTI).

Tabmmrs 1
OriHka 03HaK i MOKa3HUKIB sskocTi [C
IToxa3HuK BJACTHBOCTI Bara Pospaxymioa ominia . Kommie
Bara TOKAa3HMKA BJIACTUBOCTI
MOKAa3H - 3Haku: KCHA
Buacr | B1AC HKa Paxyn | ineam Kpame OliHKA
upicrp | TMBO . Mipa piacn | KOB2 Ha 3nave «h»; BJIACTHB
IC cTi DyHK1js, 110 NPUTAMAHHA BiMip IHKZ'LHZI BoCT Kinb Kinb HHSA ripiue octi
R. MOKA3HUKY BHMIpY KicTh | KicTh K. «“» i
i y ¥ il R/
il n n G
udean
3aBepIIeHiCTh: HAapOOITOK Ha
BIIMOBY TIpH  BIIICYTHOCTI | TOZ. 10-1000
pecrapry.
CrilikicTh:  HapoOITOK  Ha
Haiit BIIMOBY TIpM  HAsBHOCTI TOLI. 10-1000
e ABTOMATHIHOIO PeCTapty
BIJIHOB.J'I}OBaHICTBI TpHBa- XB. 10210
JTiCTh BiTHOBJICHHSI
1CTh-TOTOBHICTb: L
]{[1;?’{1"0}(’:”1{1;;1" qz(t)co npzruesz[aT- IMOBID 0.7
. -HICTh 0.99
HOTO (pyHKITIOHYBaHHSI
Yac BiIryKy: Yac oiepKaHHs
pesylbTaTiB  Ha  THIIOBE | CeK. 1-1000
3aBJIaHH
Edpexr TIporryckHa 3[aTHICTB: YUCIO oo
b~ THIIOBHX 3aBJIaHb, 110 VB, 1-1000
Hicm BUKOHYIOTh B O/IMHHIIFO YaCy
BimHOCcHa BeNMYMHA —BHKO-
pucranns pecypciB EOM npu | iMoBip 0.7-
HOpPMaJIbHOMY  (DyHKIIOHY- | H-iCTb 0.99
BaHHI IPOrPamMHOro 3ac00y
BuBuaemicrs: TPUBAIICTH
BUBYCHHSI MPOrPaMHOro |  TOI. 1-1000
Crymni 3a0e3MeyeHHs
Hb 3MIiHIOBaHICTb:  TPHBAIICTH
CKIT1at IJTOTOBKM 3MiH IIporpam- | TOZ. 1-1000
HOCTI HOr0 3a0€31CYCHHSL.
criertia IIpocToTa YCTaHOBKM: TPHBA-
IIb- JICTh IHCTAJIALIT IPOrpamMHOro |  TOI. 1-100
HOro 3a0e3MeueHHsL
I3 3aMillyBaHiCTh:  TPHMBAIICTH
3aMiHM KOMIIOHEHTIB TIIpOr- | TOJ. 1-100
pamHOro 3a0e3neyeHHsL.
BianosigHicTs  peanizoBaHOl
(YHKILI OHATBHOCTI, ) 1-10
3axiazieHii B T3 1 HaBeneHii y
JIOKYMEHTALL{
@yl—u(u Bsaemonis 3 IHIIMME
iOHAIb . -
Hicts {H(I)OpMaLllI/IHI/IMI/} CHCTEMaMH ) 1-10
i TIOrOJDKEHICTh pu
30€peKeHHI JaHIX
TpuBanicTs p060r1./£ IAC 1 ro 10-1000
TIOBHOTA KOHTPOIIO Ti CTaHy

TakuMm YMHOM, Taki, 31aBaJOCh OW KUIBKICHO HEBHUMIpHI O3HaKH (BJIACTUBOCTI) SK:
«QYHKI[IOHANBHICTBY, «HATINHICTH», «€PEKTUBHICTHY i «cTymiHb ckiaanHocTi CII3», - MoxyTh

GyTH BUpaXKeHi yepes uncenbHi nokasuuku. [puaomy K, € [0,].
Ha mpembomy emani poOOTH KOXEH €KCIEPT IMPOBOJUTH KOMIUIEKCHY OIIHKY i-i O3HAKU
(Bnactusocri). IIpy poMy X, - paHr i-i' 03HaKH (BIACTUBOCTI) IO aIbTCPHATHBHOMY DIIICHHIO (,

NPUIHCYBAHHH | -M €KCIIEPTOM OOUYHUCITIOETHCS 10 (HOPMYJTi:
ni

X(j”:i‘Z(Ku'}/il)' q:m' (2)

n =

ne K, —excneprHa ominka l-2o nokasHuka i-i 03Haku (BIaCTHBOCTI);
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7y — BaroBHil koedilieHT BaXJIMBOCTI |-20 MOKa3HUKA i-i 03HAKH (BIACTUBOCTI);

Q —3aranpHa KinbKicTh [C, M0 MISATAIOTH OLIHIOBAHHIO.

Ha mpomy X erami ekcrepraMd Ha MIIACTaBI OTPUMAHMX KOMIUIEKCHHX OIUHOK i-i' O3HAKU
(BacTMBOCTI) TOMEPEIHBO BH3HAYAETHCS CTYITIHb BIUTUBY KOXKHOI 3 O3HAaK (BJIACTHBOCTEH) Ha SIKICTh
nocmimkysanoi IC. st nporo B mepenoctanHiid rpadi tadmumi-anketn (Tadn. 1) mpormcytots 3Hak (1),
SIKUiA 03HAYae, Mo sKICTh [C MOMINIIyeThesl 3 MOMIMIICHHSIM TaHOT O3HAKH (BJIACTHUBOCTI), a00 3HAK (-),
KU 03Ha4ae, mo SKiCTh [C moripiryeThes 3 MOTipIIeHHSM JaHOT 03HAKHU (BJIACTHBOCTI).

Ha uemeepmomy emani:

no-nepute, (HOPMYETbCS y3aralibHeHa TaOMMIsT 3 KOMIUIEKCHHX OLIHOK i-X O3HAaK
(BmactuBOCTeH) uIs HocipkyBaHoi [C miATPUMKY TPUAHATTS YIIPABIIHCHKUX PillIeHb, OTPUMAHUX
KOYXHHUM 3 €KCIEPTIB Yy X0/11 BUKOHAHHS MONEpEIHIX eTariB poOoTH;

no-opyze, 31IICHIOETbCSI CyMapHE paH)KUPYBaHHS [0 aJIbTEPHATUBHOMY PILIEHHIO ( :

Zm:x(jl, Zm:sz, (3)
-1

j=1

Jie X — paHr i -i 03HaKH 10 aJbTePHATHBHOMY pilieHHI0 ( (( =1), IPUITUCYBAHOTO | -M EKCIIEPTOM;
M — KUIBKICTh 3a/(ITHUX B pOOOTI €KCIIEPTIB.
no-mpeme, BU3HAYAECTbCS Koedilient srogm W, MK icHylounmu aymkamu (axiBuiB 3a

dbopmyoro [4, 5]:

W. = i=1 | j=1 ' (4)

zie t; - 9MCII0 MOBTOPEHB KOKHOTO PAHTY B PAHKUPYBaHHI, TAHOMY ] -M €KCIIEPTOM.
Sxmo W, =0, To morojukeHa Touka 30py BaxiBIiB 3 JaHOTO PAHKUPYBAHHS BIACYTHS. SKio
W, =1 - moro/uKeHIicTh JyMOK TOBHA. JIJis OLIHIOBAHHS 3HAYMMOCTI PE3YJIBTATIB IIPU N <7 BapTo
. . . 2
BUKOpHCTAaTH po3noaim Dimepa, mpu n > 7 - po3moaT y° .

[Ipunyctumo, 110 B X011 o1liHIOBaHHS JAeskoi [C miATpUMKN MPUHHSTTS YIPaBIIHCHKUX PillIeHb
Oyna chopMoBaHa HaCTyIHA TaOUIIs (Tab. 2) OKPYIVICHUX JaHUX:

Tabmums 2
Y3aranbHeHi pe3yJbTaTh
N O3Hnaka (BJIACTHBICTb) qu|
erenepra Hapiiinicts | EdexTnBHicTh CKJlaCnTH):)TTHiLCH3 q)ym::ilcl::am’_

1 1 2 4 3

2 2 3 1

3 3 2 1 4

4 1 2 3 4

5 1 3 4 2

6 1 2 3 4

7 1 2 4 3

8 2 3 1 4

9 3 4 2 1

10 1 2 4 3
CymapHi paHru o3Hak

N 16 25 27 32
(BnacTusocreil) Xy
PanmxkupyBaHHs 03HaK 1 2 3 4
(BJIACTHBOCTEI)

Buxopsuu 31 3HaU€Hb, HABEJICHUX Y TaONIuUIi 2, KOe(I[IEHT 3011, pO3paxoBaHui Mo Gpopmyii
(4) 6yne nopiBHIOBATH:
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3acTocyBaBIIM ISl OIIHKK 3HAYUMOCTI OTPUMAHOTO pe3yJibTaTy CTAaTUCTHYHI TaOIUIlI
posmoxiny dimepa i1 n=4 4 W, =0.268 moxHa 3p0OUTH BUCHOBOK, WIO IOTO/UKEHICTH MK
IyMKaMH €KCIIEpTIiB ICHye 3 IMOBIpHICTIO =~ 0.99. IIpencraBuBuin pesynapraTu Tabnuii 2 (CymapHi
paHr¥ O3HAaK/BJIACTUBOCTEH) y BMIVIAAI BEKTOpa-paaka: Xy = ijn H = ||16 25 27 32|| i

MO3HAYUBIIK Bary HaiOUIbII BIANOBINAIBHOI O3HAKM (BJIACTHUBOCTI) uepe3 V, =2, a HalMeEHII
BIJNOBIJAIbHOT O3HAKH (BIACTUBOCTI) uepe3 V, =1 no ¢popmyui [6, 7]:
YoV
— q 4
V, =V, + 2 (v, -V,) ()
Y1i— Y,
3HaIIEeMO Baru iHIIUX O3HAK (BJIACTUBOCTEN), Jie:
y, =16 - cymapHUil paHr HalOLIbII BIANOBIJAILHOI O3HAKH;
Y, =32 - cyMapHH paHr HaliMEHIIl BiANOBIIAIBHOT O3HAKH.
ITicnst o6unciens orpumaemo: v, =1.44, v, =1.31.
ITpoBiBIIM HOpPMYBaHHS pPO3PaXOBAHMX Bar O3HAK (BJIACTUBOCTEH) - V,, V,, V3 1 V,,

chopmyeMo TabmHIo 3.
Tabmurs 3

HopMoBaHi Baru 03HaK (BJIacTHBOCTEN)
O3Haka (BJIaCTUBICTBD)

Ne N n n
. RV . Ctyninb cKIaxHoCTi DyHKIiOHATb-
BJIACTHUBOCTI HapitinicTs EdexTusHnictp CII3 HicTh

HopmoBana Bara 03HaKu
Hopm 0.347 0.250 0.227 0.176
q

(BmactuBocTi) V

Joist 30UIbIIeHHs KoeditierTa 3rom W, 10 paHKHPYBAHHIO TIPOTIOHOBAHUX O3HAK (BIACTHBOCTEH)

MOXJIMBO TI0 Y€p3i BUKITIFOUATH OJTHOTO a00 IEKUIbKOX eKCIepTiB [7]. BukimrodaeTbest abo K MOSICHIOE
CBIM MIXIJ IO PAaHKUPYBAHHS O3HAK (BJIACTUBOCTEH ), SIK TPABUIIO, EKCIIEPT, AYMKa SIKOT0 HAalHOIbIIIe
BILIMBA€E Ha 3arajbHUil KoedimienT 3roau iHmmx (axismis. ITicas mporo mo dopmynax (1) — (2)
BH3HAYAETHCS 3HAYCHHS KOMIUIEKCHOI OIIHKH i-i O3HaKU (BJIACTUBOCTI), a mo (opmyii (5) — ixHs
Bara. OctaToyHe HOPMYBaHHS Bar JOCHIDKYBaHUX O3HAK (BJIACTHUBOCTEN), IO XapaKTEPU3YIOTh
koHkpeTHY IC, BU3Ha4YaeThCs U1 MaKCUMAIIbHOTO Koe(illieHTa 3ro/Iu.

Ha n'amomy emani npoBOAUTHCA TOPIBHSHHSA HOPMOBAHOI BEIMYMHU 3HAYEHHS, IO
MpHTHsIIA JaHa O3HaKa (BIACTHUBICTD) 1 MPUMTYCTUMUX 3HAUEHb, BU3HAYCHUX Y TEXHIUHUX YMOBaX Ha
ctBopenHs IC Ta BiAMoBiIHOMY TeXHIYHOMY 3aBAaHHi. [Ipy BUKOHaHHI yMOBU O03HAKa (BJIACTUBICTH)
MO3HAYAETHCS K TaKa, 110 MO3UTHUBHO MPOMIILIA BUTPOOYBAHHS.

Ha wocmomy emani o6uncnioethes [8 - 10] KOMIUIEKCHUI MOKa3HUK SKOCTI JOCTKYBaHOT

IC mo anpTepHAaTUBHOMY PIlIEHHIO ( , — K;"ta' 3a GopmyIoro:

K;otaI: % X g(vgiopm . RiﬂHP) -100% (6)

Hopm
i

N — Yucio0 03HaK (BIACTUBOCTEM).
Jlis  BU3HA4YEHHS BaroBoro KoedilieHTa

ne v, — HopMOBaHa Bara i-i 03HaKH (BIACTHBOCTI);

R;"" koxHOi 3 o03HaK (BIACTHBOCTEH)
BUKOPHUCTOBYIOTh JIaH1 3 MaTpPUIli BaroBUX KOe(]illi€HTIB, CKJIAZIEHOT HA OCHOBI TYMOK €KCIIEPTIB 32
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pe3yibTaTaMy 3arloBHEHHS Tabaumi-ankeTH (Tabm. 1):

R, .. R, .. Ry
R, .. R, .. Rulii=Ln, j=1m,
Ry .- Ry .. R

7€ N — 9KCII0 O3HAK (BIACTHBOCTEH); M — KUTBKICTh 3a/IiTHUX B POOOTI €KCIIEPTIB.
Barosuii koedimiear R™" po3paxoByeTbest SK cepelHE 3HAYEHHsS BAaroBoro koedimienrta
BaYXJIMBOCTI KO’KHOT 3 03HAK (BJIACTHBOCTEN ), BU3HAYECHE M HE3aJC)KHUMH €KCIIEpTaMU:
m m n
JIIP HOp HOp
R =SR [SSR 0
=1 j=L i<
Ae R{*’- HOpMOBaHa Bara PaHr i-i O3HaKH (BIACTHBOCTI) 10 aIbTCPHATHBHOMY PILICHHIO (],

NPUIKCYBaHA | -M E€KCIIEPTOM:

n
HOp
Rij - Rii z Rii
i=1
k1o po3risny miaarae qekiibka aabTepHaTuBHUX pimenb ( 1C, To octatounuii BUOip cepen

HUX PaIllOHAILHOTO BapiaHTa Oy/e 3/1IHCHIOBATUCS HA IMIICTaB1 HACTYITHOTO MpaBUJIa;

—sximo K™ > KPR, 1o q-it Bapiant IC € Ginbine skicHUM y MOpiBHAHHI 3 (+1 Ta HaBMaKH,

total __ 1 total : : :
—skmo K™ =K., To BaplaHTH PIBHO3HAYHI.

3a panionanbHuit BUGHpaoTk O BapianT IC, sikomy Binmosizae K =max.

Ha cbomomy emani OIIHIOIOTHCS TOJII1, AKI MIJITXOM MOTEHIIHO MOXJTHBOTO BIuBY Ha IC
psIMO  Ta/ab0 OTIOCEPEIKOBAHO MOXKYTh 3aBJAaTH 30MTKY il BJIaCHMKaM 1 KopucTyBadaMm. BoHu
KJacu(iKyrOThCs 32 TAKUMH OCHOBHUMH O3HaKaMu (puc. 1): 3a MeTor0 peaizaliii, 3a JpKepeliaMu, 3a
3aco0aMu, 3a METOJJaMH 1 HACIIIKaMH, a TAKOK 3a MPUHIIMIIAMH, XapaKTEPOM Ta CIIOCOOAMH BILUTUBY
Ha meBHUM 00’ekT. [Ipm 1npboMy HaMOUIBIIKK iHTEpec 3 TMO3WIINA KiIacudikamii KiOepHETHUYHUX
3JIOYMHIB 1 3arpo3 3a cxemolo, npornoHoBanoto Konsentiero Pagu €8pornu 2001 poxy mo 60poTr6i 3
KiOEep3JIOYMHHICTIO CTaHOBJIATH 3arpo3u Oesmerti iHopmamnii B IC 3a meroro peanizamnii. Bonu
MOJISITaIOTh y MOpYIIeHH1 KoHigeHiiHocTi iHbopmarii, i niticHocTi, npaue3aatHocti IC ta/abo
JOCTYIHOCTI 10 1H(OpMaIlii, 0 B HI HUPKYITIOE TOLIO.

KJIACHU®IKAIIA 3AT'PO3 BE3NEKH IHPOPMAIII B IC
|

] 1] ¥ 1] L]

3a mxKepesaMu | | 3a BINIMBOM HA 00’ €KTH | | 3a HacJaigKaMu | | 3a MeTo10 | | 3a 3acob0amu

)ip i mepeaya JaHE a KOMII IO TEpPHO!

aJHAHH1
OpoOKa JaHHX JIOKaJIbHIN 0049HnC:
BaJIbHII CHCTEMI

AMHE BTPyJaHHS
ANMAHHS TaHUX

Binmosu
SKHBJICHHS
HX 11 J1 JIa]
ITeperpiB
UKPHBIICH

Puc. 1. 3aranrna xnacuikarriss KOMIT OTENHO-TETEKOMVHIKAITIMHAX 3arno3
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[pu 11boMy 0o 3a2po3 nopyutents konghioenyitinocmi inghopmayii' ¢ I1C 3rimuo 3 [11, 12] Hanexars, sk
NPaBIJIO, CIPOOM HECAHKIIIOHOBAHOTO: YMTaHHs a00 KOIFOBAaHHS SIK BIAKPUTOL, TaK 1 KOH(IAEHIIHHOT
iH(hopMarlii, IMIOpTy abo eKCIopTy Takoi iHdopMallii, a Takok OOMIHY HEH MDK eJIeMEHTaMu
00YMCITIOBATIEHOT MEPEXKI, III0 BITHOCATHCS JI0 PI3HMX KJIACIB 3aXUILEHOCTI TOIIO. 3 YpaXyBaHHSM IOJI0KEHb
[13], BoHM IIMOBIpHO MOXKYTh OyTH peani3oBaH1 HEABTOPU30BAHUM KOPHCTYBaYEM 32 YMOBH MOIOIAHHS HUM

3ac00iB: OpraHi3alifHOro oOMexeHHs aocTymy ( P,,y); OXOpOHHOI curHamizauii ( P,.); 3aXUCTy Bin
BIpycHUX aTaK ( P, ); KAHAIBHOTO 3aXKCTY Bl HECAHKLIOHOBAHOTO JIOCTYIy i3 TEJIEKOMYHIKALIHHOI
mepeski 0 pecypciB JIOM ( P,.;x,,); YIPABIIHHS JOCTYITY, BKIIOYAIOUM 3aCO0M YHPABIiHHA (PI3UUHUM
JIOCTYTIOM /IO PUMILIICHB, CHCTeMHUX OJIOKIB, KIIABIATYPH TOLIO ( P 4 ), @ TAKOXK aIMIHICTPYBaHHS JJOCTYILy
710 BIWIOBITHHUX Cy0 €KTIB 1 00’€KTIB 3 BUKOPHCTAHHAM MEXaHI3MIB 3arajibHOrO i creniansaoro 113 (P, ).
Buxoismau 3 Takoro HMOBIPHICTE TIOZ0JIAHHST HEABTOPHU30BAaHUM KOPUCTYBAUEM 3a3HAUCHUX 3aCO0IB 3aXUCTY
MO>Ke OyTH BU3HAYEHA 3 BUPA3Y:
Prnss = pyd)() " Pao - [1_ (1_ pOO()). (1_ poc)' (1_ pamaK)' (1_ Presrmu )] (8)
[Topanpiie po3kpUTTS 3MICTY 1H(opMaIii 3 0OMEXEHUM JOCTYIIOM MOXKE CTaTHCS JIMIIE 3a
YMOBH, SIKIIIO TOPYIIHMK MICIs i OTpUMaHHS:
3HAa€ MOBY, SIKOI0 H(OPMAIIis TPpeACTaBIAETHCS (HMMOBIPHICTD MO - P ,,004);
3Ha€ 1 MOXE 3aCTOCOBYBAaTHM IpPOrpaMHi 3acobu abo amapaTypy KpUOTOrpadiuyHOTO
HepeTBOPEeHHS (HMOBIPHICTD TOAIT - P,ys/ cmn )
Mae HeoOXiJH1 KJIto4i ab0 KIIF0YOB1 HA0OPpH AJIsl TAKOTO MEPETBOPEHHS (MMOBIPHICTh MOIT -

pKﬂioqi)'
Buxonsunm 3 Takoro MMOBIPHICTH MOJOJIAHHS HEAaBTOPU30BAHUM KOPUCTYBadeM 3ac00iB
KpUNITOTpadiqHOTO 3aXUCTY 3 YpaxXyBaHHSAM MOJIOKEHb [ 13] Moxke OyTr BU3HAUEHA 3 BUPA3Y:

Prsi = Paosa * Pnstxmn * Prwoui- ©)
Toxi WMOBIpHICTh TOPYIICHHS KOH(I1MEHIIHHOCTI 1HPOpMAIIil 3 MOIOJIAHHIM PO3TISHYTHX
BHIIIE 3aCO0IB MOYKe OyTH BH3HA4YEHA SIK:

Priks = Prsi - [l_(l_ Prss )] (10)

Ilo 3aepo3z nopywenns yinicnocmi ingopmayii ¢ IC, sk Bimomo [11, 12], Hamexars:
HecaHKIT[IOHOBaHa Moaudikallis Ta/abo BUIAICHHS MPOrpaM 1 JaHUX; BCTaBKa, 3MiHa a00 BUIAJICHHS
JTAHUX B €JIEMEHTAaX IIPOTOKOJTY B ITPOIIECi 0OMIHY MK a0OHEHTaMH 00UYHCITIOBAIBHOT MEPEXKi; BTpaTa
JaHUX y pe3ynbTaTi 3001B, MOPYIICHHS MPAaIe3qaTHOCTI €JIEMEHTIB 0OYMCITIOBAILHOTI Mepeki abo
HEKOMIIETEHTHUX i CyO0'€eKTiB JoCTymy Tomo. BoHM HMOBIpHO MOXYTh OyTH peairi3oBaHi
HEaBTOPU30BAHUM KOPHUCTYBaueM 3a YMOBH MOJOJAHHS HUM 3aC00iB:

OpraHizamifHoro OOMEXEeHHs JIOCTYIY, OXOPOHHOI CHTHAJI3aIlii Ta YHPaBIIHHSI JOCTYIIOM,
BKJIIOUAIOYM 3aco0M ympaBiiHHSA (I3SUYHUM JOCTYNIOM [0 NPUMIIIEHb, CUCTEMHHX OJOKIB,
KJIaBiaTypu TOIIO Ta aJMIHICTPYBaHHS JIOCTYyNy, SK i Ipu aHali3i 3arpo3 KOH()IIEHIIIMHOCTI
iH(opmarii (HMOBIPHICTh TakO1 MONII - P,,,, BU3HAYEHA PAHILLE);

3aXUCTY LUTICHOCTI Bill 3arPO3 Y TENEKOMYHIKAIlIHHUX MEPEKAX ( P yyppers )3

3aXMCTY BiJl clieliajbHUX BIUTMBIB Ha iHpopMmanito 1o TKM ( p.,, ¢, );

KOHTPOJIIO Ta MOHOBJIEHHS LUTICHOCTI IHPOPMALLTT ( Py 4 )-

3 ypaxyBaHHJIM MOXJIMBOCTEH MONEPEIHBOTO MiIX0AY, WMOBIPHICTh MOPYIIEHHS IUTICHOCTI
Py Moxe OyTH 3Haii/ieHa 3 BUpasy:

PIYLH = Prowmy |_1_ (1_ Phnss ) (1_ Pcnen ) (1_ Pymxm )J (11)

Lo 3azcpoz nopywenns oocmynnocmi ingopmayii ¢ IC 3rizno 3 [11, 12] BimHOCHThCS:

MOBTOPEHHS 200 BIOBUIbHEHHS €JIEMEHTIB IPOTOKOIY; MPUIYLIEHHS OOMIHY B TeIEKOMYHIKaIlIHHUX

Mepexax; BUKOPHCTaHHS MOMIJIOK a00 HEJOKYMEHTOBAHHMX MOXMJIMBOCTEH CIYXO 1 MPOTOKOJIB
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nepeaayi JaHuX JUis iHINiIOBaHHS BiIMOBU B OOCIIyrOBYBaHHI; EpeBUTpaTa 0OYMCIIOBATBHUX a00
TEJIEKOMYHIKAI[ITHUX pecypciB To11o. BoHu, sk i B onepeHix BUMaAKaX, MOKYTh OyTH pealnizoBaHi
3a YMOBHM TIOJIOJIaHHS HEAaBTOPH30BAHUM KOPHUCTYBA4e€M CHCTEM YIIPABIIHHSI JOCTYIIOM JO
iHpopmaniitHux pecypcis JIOM (inentudikaiiii, aBrenTHdiKalii, HaaHH TEBHUX TOBHOBAXEHb YU
MPUBUICIB, 3 HACTYIMHOIO iX IMEPEBIPKOIO MM Yac KOXHOI i3 CIpod MOCTymy 10 pecypciB) Ta
¢utpTpanii. Buxonsum 3 Takoro CTIMKICTh CHCTEMH YIPABIIHHSA JOCTYIIOM - (B pPO3yMiHHI
HWMOBIPHOCTI il HE TIO/I0JTAHHS) BU3HAYAETHCS CTIMKICTIO MPOIECiB ineHTHdIKamii Ta aBTeHTH]IKAITIT
caMoro aaMiHicTparopa 0e3MeKH, K KOPUCTyBada 3 HANIIUPIIMMHA TTOBHOBa)KECHHIMH:
pccyc) =1- Prss - (12)
L5 3amaua Moxe BUpinryBatucs 3actocyBantsM y IC 3aco06iB ¢inpTpaltii THITY MDKMEpEKHUX
expaniB (firewall, O6panmmayepiB), cepiciB-mocepenHukiB (proxyservices) tomo. [lpu cepenniit
TpuBasiocTi o6cnmyroByBanHs B IC oxHOTO 3amuTy 1 NyacCOHIBCBKOMY 3aKOHI PO3MOALTY
WMOBIPHOCTEH BIUIMBY, HMOBIPHICTH TOTO, IIO IIiJi 4YaC 3BEPHEHHS [0 PECcypcy BIH Yyxke
BUKOPHUCTOBYETHCS, 3T1AHO [ 13] nopiBHIOE:

=1-po =l—exp{—t (13)

1€ p, — UMOBIPHICTh BIICYTHOCTI BILIMBIB (MMOBIPHICTH TOTO, II0 Ha INEBHOMY 4aCOBOMY

peuK.pec BUK.pecC ’ ﬂ’s’an }’

1HTepBaJli BUHUKHE PIBHO HYJIb BIUIMBIB);

toux pec — CCPEIHE 3HAUCHHS Yacy BUKOPHCTAHHS PECypCy.

BpaxoByroun Take WMOBIPHICTh MOPYIIEHHS JIOCTYITHOCTI PECYPCY 3 YpaxXyBaHHSM MOJIOKEHb
[13] mopiBHIOBaTHME:

P]ZZZ[ =1_(1_peuk.pec)'(l_pccyd)' (14)
Buxonsun 3 HaBeneHHX BuIlE (POPMYJIbHUX 3aI€KHOCTEN KOMIUIEKCHA BEJIMYMHA WMOBIPHOCTI

TIOPYIIEHHs cCHCTeMH 3axucTy iHpopmartii y IC Ta ix cierudiaaomy kinaci — JIOM 3a metoro pearizaiiii 3
ypaxyBaHHsM mponiosuitii [13, 14] Moske OyTH, sIK pe3yJIbTar, 3HaiicHa 3 BUPa3y:

Prcy =1- (1P )- (- P )‘(1—P1zzz1)- (15)

BuchosBok

BukopucTaHHs JaHOT METOJIMKHU J03BOJIUTH KIHIIEBOMY KOPHCTYBAuEBi:

— BH3HAYaTH PIBEHb BIUIMBY KOXKHOI O3HAKH (BJIACTUBOCTI) HA AKICTh (yHKIIIOHYBaHHS [C;

— 00uHCIIOBaTH KOMIUIEKCHI TOKa3HUKM SKOCTI mociimkyBaHux IC Ta Ha iX OCHOBI
3M1HCHIOBATH MOPIBHAJILHUN aHAJ3 ICHYIOUNX AJIbTEPHATUBHUX PIIICHb;

— TPOBOJUTH aHAJI3 YYTJIMBOCTI KOMIUICKCHUX ITOKAa3HUKIB SKOCTI MPU 3MiHI MIpKYBaHb
YYaCHHUKIB €KCIIEPTHOI TPYMUd 3 METOK NEPEeBIPKHM KOPEKTHOCTI MOOYAO0BaHOI MOJEi SKOCTi
obpanoro Bapianry IC;

— 3a0e3neunTH CTIHKICTh Ta epekTuBHICTH IC 3a paXyHOK HiIBULIIEHHS CTYIEHS KUBYUYOCTI,
HAJIMHOCTI, 3aBaJI03aXUIIEHOCTI Ta iH(opMaIiiiHOi 6e3rekd BUKOPUCTOBYBAHUX y HIA TEXHIYHUX
3aco0iB;

— OOrpyHTYBaTH HEOOXIAHICTb CHUIBHOTO BUKOPUCTAHHS PI3HOPIAHMX CcHI 1 3ac00iB Yy
pamkax enuHoi [C 3a paxyHOK 3MEHIIICHHSI Y4acT1 II0IMHU B 300pi, 00po0I1i, aHaIi31 Ta pO3MOAiIeHH1
iH(pOopMaIrii Too.

Ha mixctaBi oTpuMaHMX pe3ylbTaTiB ocoba, II0 MNpUiiMae pIIIEHHS 3MOXKE cepen
JeSIKOTO PO3MAaiTTsS albTEPHATUBHHUX pIillIeHb 0OpaTH pallioOHaTbHUN 3 TOYKH 30pYy SKOCTI
BapiaHT IC Ta chopmyBaTu pekoMeHaamii 3 MiABULIEHHS €(EeKTUBHOCTI, MPOJIYKTUBHOCTI Ta
HaJIRHOCTI 1i 3aCTOCYBaHHS.
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